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1  Q.  Yes. 

2  A. 

3 

4 

5 

6 

7  MJ:  Yes? 

8  ADC [MAJ  HURLEY]:  Pardon  me,  Ms.  Dibble.  Ma'am,  we'd  object  to 

9  that  as  to  her  understanding  of  that  information  is  based  on  hearsay. 

10  MJ:  She’s  testifying  in  her  expert  capacity.  That's  fine. 

11  ADC [MAJ  HURLEY]:  All  right,  ma'am. 

12'  [Examination  of  the  witness  continued.] 

13  Q.  And  we'll  get  to — we'll  go  into  Libya  in  more  detail  in  a 

14  few  moments, 

15  A. 

16 

17 

18 

19 

20  Q. 

21 

22  A. 

23  ,  just  to  put  it  in  context,  this  is  the  spring  of 
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1 

2  go  into  detail  about  what  the 

3  MJ:  I  got  that. 

4  A. 

5 

6 

7 

8 

9  Q. 

10 

11  A. 

12  Q.  And  can  you  explain  the  importance  of  our  relationship  with 

13  Libya  at  that  time? 

14  A.  Libya  had  been  a  pariah  state  for  several  decades, 

15  basically,  under  Omar  Ghaddafi's  reign  from  the — he  took  power  in 

16  1969.  Libya  was  a  state-sponsor  of  terrorism.  Libya  was  pursuing  a 

17  program  of  weapons  of  mass  destruction.  Libya  was  responsible  for 

18  the  Pan-Am  103  bombing  in  1988  that  killed  a  number  of  U.S.  citizens. 

19  There  were  a  couple  of  other  terrorist  interests  that  were  pinned — 

20  attributed  to — credited  by  Libya . 

21 
22 
23 


and  not  just  in — do  I  need  to 
is  or  is  that - 
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Q.  Did  we  have  an  Embassy  in  Libya  at  the  time? 

A.  We  had  an  Embassy,  but,  before  that,  it  was  headed  by  a 
Deputy  Chief  of  Mission/Charge  d* Affaires.  It  took  a  long  time  to 
get  an  ambassador  back, 

and  also  to  get  ah  ambassador  through  the 
Congress  because  there  was  great  skepticism-  So,  Gene  Cretz  was  our 
first  ambassador  in  Libya  in  several  decades. 

Q.  And  was  he  the  ambassador  in  late  2010  when  the  cables  were 
initially  released? 

A.  Yes,  he  was. 

Q.  And  how  long  had  he  been  in  Libya  at  the  time? 

A.  I'm  trying  to  remember — 2008—1  guess  it  was  the  summer  of 
2008  he  went  back  there.  He  had  been  there  for  a  couple  of  years — I 
think  it  was  2  1/2  years  at  that  point. 
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1  Q.  And  what  happened  to  the  ambassador — to  Ambassador  Cretz  in 

2  late  2010  as  a  result  of  WikiLeaks? 

3  MJ:  Yes? 

4  ADC [MAJ  HURLEY]:  Ma'am,  this  is  just  where  we  would  object; 

5  1001 (b) (4) . 

6  MJ:  Got  it.  Go  ahead. 

7  [Examination  of  the  witness  continued.] 

8  A. 

9 

10 

11 

12  Q. 

13  A. 

14  Q.  Like  you  were  explaining  before? 

15  A.  Yes.  I  should  say,  at  the  bottom  of  all  of  our  cables, 

16  there's  a  signature  block  and,  you  know,  if  I'm  signing  out — if  I'm 

17  the  charge  d'affaires,  the  cable  would  say,  "Dibble"  at  the  bottom. 

18 

19 

20 
21 
22 
23 
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2 

3  ADC [MAJ  HURLEY]:  Pardon  me,  Ms.  Dibble.  Ma'am,  objection, 

4  hearsay. 

5  MJ:  All  right.  On  this  one,  the  Court  believes  that  under 

6  M.R.E.  703,  that  this  would  be  more  probative  in  value  in  helping  the 

7  fact-finder  evaluate  the  opinion  and  that  it  substantially  outweighs 

8  the  prejudicial  effect.  I'm  going  to  overrule  the  objection. 

9  Go  ahead. 

10  [Examination  of  the  witness  continued.] 

11  Q.  You  can  continue. 

12  A. 

13 

14 

15 

16 

17 

18 

19  Q. 

20  A.  In  February  of  2011,  the  Libyan  Revolution  erupted. 

21  ADC  [MAJ  HURLEY]:  Ma'am— I'm  sorry,  Ms.  Dibble— again,  this 

22  1001(b)(4)  objection;  relevance,  generally. 

23  MJ:  Okay.  Got  it. 
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1  [Examination  of  the  witness  continued.] 

2  A.  The  Libyan  Revolution  erupted  and  it  became  clear  as  the 

3  fighting  intensified  in  and  around  Tripoli  that  we  would  have  to 

4  evacuate  not  only  U.S.  government  personnel,  but  any  American 

5  citizens  who  wanted  to  be  evacuated  which  is — evacuating  private 

6  Americans  is  standard  practice  under  the  No  Double  Standard  Rule. 

7  So,  if  we're  pulling  all  of  our  folks  out,  we  have  to  offer 

8  assistance  to  pull  out  American — private  Americans  as  well. 

9  Q.  And  who  was — after  Ambassador  Cretz  left,  who  was  in  charge 

10  of  the  Embassy? 

11  A.  The  Embassy  was  run  by  the  Deputy  Chief  of  Mission  who, 

12  after  Ambassador  Cretz' s  departure,  became  the  Charge  d 'Affaires,  who 

13  was  a  very  a  capable,  but  more  junior  officer.  She  was,  in  our 

14  parlance,  an  01  officer  which  is  the  equivalent  of  an  06  in  the 

15  military  system.  Ambassador  Cretz  is  Senior  Foreign  Service, 

16  equivalent  of  a  two-star.  So,  we  were  without  our  senior  leadership 

17  at  the  Embassy. 

18  Q.  And  what  role  does  an  ambassador  play  when  a  country  goes 

19  through  turmoil  like  Libya  was  going  through  at  the  time? 

20  A. 

21 
22 
23 
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2 

3 

4  MJ:  Captain  Overgaard,  I  am  going  to  stop  you,  here,  for  a 

5  moment. 

6  ATC [CPT  OVERGAARD] :  Yes,  ma'am. 

7  MJ:  Where  are  you  going  with  this?  Is  the - 

8  ATC [CPT  OVERGAARD] :  Well,  my  next  question  is:  "Would  there 

9  have  been  a  benefit  to  having  Ambassador  Cretz  there  and,  in  your 

10  opinion,  what  would  that  benefit  have  been?" 

11  MJ:  Ms.  Dibble,  could  the  Department  of  State  have  put  another 

12  person  of  ambassador  level  in  Libya  at  the  time? 

13  WIT:  No,  we  couldn't  have  gotten  approval  from  the  Libyans  to 

14  send  someone  in  on  short  notice  because  of — you  can't  just  re- 

15  appoint — you  can't  appoint  an  ambassador  without  Senate  confirmation 

16  process  and,  even  getting  a  temporary  ambassador  reguires  visas  and 

17  things  like  that  and,  as  things  were  happening  so  quickly,  we  didn't 

18  have  an  option.  That  was  our  judgment  at  the  time. 

19  M J :  All  right.  Develop  your  foundation  if  you're  going  to  go 

20  down  there. 

21  ATC [CPT  OVERGAARD]:  Yes,  ma'am. 

22  MJ:  Go  ahead. 

23  [Examination  of  the  witness  continued.] 
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1  Q.  And  you  said  the  replacement  was  an  06  level  and  Ambassador 

2  Cret.z  was,  basically,  our  equivalent  of  a  two-star.  What  weight  does 

3  the  title  of  ambassador  carry  in  a  country  such  as  Libya? 

4  A.  It  carries  a  great  deal  of  weight  in  any  country  because 

5  ambassadors  are  recognized  as  sort  of  the  top  dog  and  are — especially 

6  in  the  U.S.  system  because  they  require  Senate  confirmation;  they're 

7  presidential  appointees.  So,  in  terms  of  protocol  and  access,  it  is 

8  much  easier  for  an  ambassador  to  get  in  to  see  senior  government 

9  officials  and  press  a  case,  as  opposed  to  having  to  go  in  at  the 

10  working  level,  say,  of  the  foreign  ministry  and  try  and  work  an  issue 

11  from  there. 


12 

Q. 

So, 

does 

it  help  with  negotiations? 

13 

A. 

Yes, 

It 

does . 

14 

Q. 

Does 

it 

help  with  getting  things  done  in  a  country? 

15 

A. 

16 

17 

18 

19  Q. 

20 
21 

22  A. 

23  Q. 
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Q. 


Q. 

A. 
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A. 


Q. 


Q. 


Q. 

A. 

Q. 

ADC [MAJ  HURLEY] : 
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MJ: 

[Examination  of  the  witness  continued.] 

Q. 


Q. 


Q. 


A. 
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ADC [MAJ  HURLEY] : 


ATCtCPT  OVERGAARD] : 


MJ: 


[Examination  of  the  witness  continued.] 

Q. 

A. 
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Q. 


A. 


Q. 


A. 
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Q. 


ADC [ MA  J  HURLEY]  : 
WIT: 

MJ: 

ADC [ MA J  HURLEY] : 


MJ: 


WIT: 


MJ: 
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MJ: 

[Examination  of  the  witness  continued.] 

Q. 


Q. 


Q. 


A. 
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Q. 

A. 

Q. 

A. 


Q. 

A. 

ATC [CPT  OVERGAARD] :  One  moment,  please.  No  further  questions. 
Thank  you. 

MJ:  All  right.  Defense? 

ADC [MAJ  HURLEY]:  Yes,  ma'am.  Thank  you. 

CROSS-EXAMINATION 

Questions  by  the  assistant  defense  counsel  [MAJ  HURLEY] : 

Q.  Good  morning,  again,  Ms.  Dibble. 

A.  Good  morning  again. 

Q.  Ma’am,  I'm  going  to  start  off  by  reading  the  full  quote 
from  Secretary  Gates;  I  was  concerned  about  spillage. 

A.  Uh-huh. 
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Q.  And,  as  we  talked  about  it,  you  said  that  more  context 
would  have  helped  you  understand  and  comment  on  the  quote  and  I'll 
just  start  there.  Okay? 

A.  Okay. 

Q.  And  the — here's  the  full  quote  from  the  secretary:  "The 
fact  is  governments  deal  with  the  United  States  because  it's  in  their 
interest,  not  because  they  like  us,  not  because  they  trust  us,  not 
because  they  believe  we  can  keep  secrets.  Many  governments — some 
governments  deal  with  us  because  they  fear  us,  some  because  they 
respect  us,  most  because  they  need  us.  We  are,  essentially,  as  has 
been  said  before,  the  indispensable  nation." 

Does  that  context  help  you  process  that  a  little  better? 

A.  Yes. 

Q.  Do  you  agree  with  that  statement? 

MJ:  Let  the  record  reflect  Chief  Parra  has  entered  the 

courtroom.  Go  ahead. 

A.  I  don't  agree  with  that  100  percent.  I  don't  know — maybe 
you  can  tell  me  when  the  quote  was  released  and  the  context — was  that 
a  public  quote? 

Q.  Yes,  ma'am,  it  was. 

A.  In  press  guidance — or  what  was  it? 
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1  Q.  It  was  a  public  quote  in  a — this  was  in  the — in  his 

2  interaction  with  reporters — the  quote  that  I  have  is  dated  November 

3  30th,  2010. 

4  A.  Well,  with  all  respect  to  the  former  Secretary  of  Defense, 

5  I  don't  agree,  entirely,  with  everything  that  is  included  in  that 


6 

statement, 

,  no. 

7 

Q. 

And  there  are  sometimes  disagreements  between 

8 

representatives  of  the  United  States--or  individuals 

in  the  United 

9 

States  government? 

10 

A. 

Yes,  frequently. 

11 

Q. 

And  this  would  just  be  one  of  those  instances? 

12 

A. 

[No  response.] 

13 

Q. 

14 

Thanks — and  ma'am,  again,  when  I 

ask  you 

15 

questions- 

— when  I  stop  talking,  if  you  would  respond 

to  the  statement 

16 

or  question - 

17 

A. 

Okay. 

18 

Q. 

- verbally,  that  would  be  great. 

19 

A. 

Okay. 

20 

Q. 

Thank  you. 

21 

22 

A. 

Yes . 
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1 

Q. 

2 

3 

A. 

4 

Q. 

5 

6 

A. 

7 

Q- 

8 

A. 

9 

Q. 

10 

A. 

11 

Q. 

And  you'd  left  to  be  the  PDAS  for  the--Western  Europe? 

12 

A. 

The  Deputy  Assistant  Secretary  for  Western  Europe  and 

13 

European 

Union,  yeah. 

14 

Q. 

Thanks,  ma'am.  And  then,  subsequent  to — and  that  was 

15 

unrelated 

to  this  matter  with  Prime  Minster  Berlusconi — that 

16 

personnel 

move? 

17 

A. 

18 

Q. 

And  then  you  are — you  transitioned  from  there  to  the  Buj 

19 

of  Near  Eastern  Affairs? 

20 

A. 

Yes. 

21 

Q. 

That  personnel  move  was  unrelated  to  these  disclosures? 

22 

A. 

Correct . 
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Q. 

How  you’re  going  to  be 

the  Deputy  Chief  of  Mission  of 

2 

London? 

3 

A. 

Correct . 

4 

Q. 

And  that  personnel  move  was  unrelated  to  these  disclosures 

5 

A. 

Correct. 

6 

Q. 

Your  career  inside  the 

United  States  government  has  not 

7 

been  harmed  as  a  result  of  this 

public  disclosure? 

8 

A. 

No. 

9 

Q. 

10 

11 

A. 

12 

Q. 

13 

14 

A. 

15 

Q. 

16 

17 

18 

A. 

19 

Q- 

20 

A. 

21 

Q. 

22 

23 
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A. 

Q.  They  were  fairly  harsh  with  him? 
A.  The  Italian  press? 

Q.  Yes. 

A.  Parts  of  it,  yes. 

Q. 

A. 

Q. 

A. 

Q. 

A. 

Q. 

A. 

Q. 
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A.  Yes,  and  then,  like  any  cable — I  mean,  as  a  drafting 
officer,  you  know,  if  I'm  a  mid-level  officer  in  an  Embassy,  I  draft 
a  cable,  I  don't  just  send  it  out. 

Q.  Right. 

A.  It  goes  up  through  the  chain  through  the  clearance  process. 

Q.  And  you've  been  part  of  that  clearance  process,  right? 

A.  Yes,  I  have. 

Q.  And  sometimes  you  tell  the  drafting  officer  to  take  out 
information? 

A.  Yes,  or  to  add — to  expand  to  this  session,  yeah. 

Q.  Because  the  concept,  generally  stated,  with  cables  is  to 
inform  someone  about  an  event  of  importance  to  the  Embassy? 

A.  Correct. 

Q.  And,  therefore,  an  event  of  importance - 

A.  An  event  of  importance  to  the  United  States  government. 

Q.  Right. 

A.  Yeah. 

Q.  That's  what  I  was  driving  at. 
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A.  Yeah. 

Q.  Thank  you,  ma'am.  Now,  you  talked  about  the  Arab  Spring 
and  here's  the  way  I  would  described  the  Arab  Spring  in  succession: 
there  was  a  revolution  in  Tunisia — or  the  government  fell  in  Tunisia- 

A. 


Q.  And  that — the  president  of  Tunisia,  his  name  was? 

A.  Zine  El  Abidine  Ben  Ali. 

Q.  And  he'd  been  the  long-time  president  of  Tunisia? 

A.  Yes,  since  1987. 

Q.  And  then  after  Tunisia,  the  Arab  Spring  shifted  to  Egypt? 

A.  Egypt. 

Q.  And  the  government  of  President  Mubarak  fell,  correct? 

A.  Yes,  President  Mubarak  did  not  take  the  Ben  Ali  option  of 
hopping  on  a  plane  and  stayed  and  ended  up — basically,  there  was  a — 
the  popular  uprising  resulted  in  Mubarak  being  placed  under  arrest. 

Q.  And,  I  guess,  before  we  go  any  further,  sometimes  there  are 
different  euphemisms  for  governments  falling.  One  way  to  describe  a 
government  falling  would  be  the  coalition  running  the  government 
stopped  working  and  the — but,  otherwise,  the  institutions  of  the 
government  remained  in  place. 
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A.  Yes,  and  that's  what  happens  in  a  parliamentary  democracy, 
for  example.  You  know,  the  government  falls  and  they  call  for  new 
elections,  but  the  army  still  functions,  the  civil  service  still 
functions;  you  know,  that's  what  happens  in  a  place  like  Italy,  for 
example,  when  the  government  falls. 

Q.  Right.  But,  we’re  talking  about  these  governments  falling, 
they  washed  away? 

A. 


Q.  Right. 

A. 

Q.  And  then  the  work  in  progress  in  the  spring  of  2011 
continued  after  the  event  in  Egypt  to  the  events  in  Libya? 

A.  Now, 

Q.  Thank  you,  ma'am.  And  we  talked — we  had  two 

interviews,  is  that  right,  Ms.  Dibble? 

A.  Yes. 

Q.  You  and  I  have  met  twice? 

A.  Yes. 
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Q.  In  fact,  you  met  with  me  and  Captain  Tooman  and  Mr.  Coombs 
joined  us  today  and  our  defense  security  experts? 

A.  Yes. 

Q.  In  the  first  one,  we  talked  about  the  cause  of  the  Arab 
Spring,  and  I  don't  know  if  you  remember  that;  it's  been  a  while. 

A.  I  don't  remember  the  specific  conversation. 

Q.  It  has  been  a  while,  but  I  asked  you  in  that  conversation, 
"Did  the  WikiLeaks  disclosures  cause  the  Arab  Spring?" 


A. 

Q. 


Q.  Right.  And  you  would  use  that 


A. 
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Q.  But  the  WikiLeaks — but  these  disclosures,  they  did  publicly 
revealed  certain  information  about  Tunisia  to  Tunisians — that  they 
didn't  have  those — that  information  before?  Do  you  see  what  T  mean? 

A. 


Q.  Certainly,  ma'am.  And  we  were  just  talking  about  Tunisia, 
but  the  arc  that  you  were  talking  about  where  people  that — and  I'm — 
I'll  just  restate  the  arc  as  I  understood  it — the  individuals  in 
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these  countries,  Egypt,  Libya,  Yemen,  Tunisia,  they  knew--they 
intuitively  knew  things  were  true  about  their  own  country,  but  now, 
with  these  disclosures,  they  had  other  information  to  inform  their 
opinions? 

A. 


Q.  It  wasn't  a  surprise,  but  it  was  information  they  didn't 
have  before? 

A. 


Q. 
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Q.  Now,  was  Cretz  leaving — he  wasn't  the  cause  of  the  Libyan 
revolution,  was  he? 

A.  No. 

Q.  Let's  talk  about  the  evacuation.  You  indicated  that  there 
was  an  evacuation  had  to  be  done  for  the  Embassy  and  the  personnel  in 
the  Embassy? 

A.  Yes,  and  also  for  private  American  citizens. 

Q.  In  that  evacuation  would've  had  to  occur  no  matter  who  was 
the  ambassador  or  the  charge  or  whatever?  The  nature  of  the 
revolution  caused  the  evacuation? 

A.  Yes. 

Q.  And  the  evacuation  reguired  a  good  bit  of  resources  to  pull 

off? 

A.  Correct. 

Q.  Any  reguired  a  good  bit  of  coordination  with  the  Libyan 
government,  as  it  existed  then? 

A. 

Q.  Ambassador  Cretz' s  absence  made  the  evacuation  more 
difficult? 

A. 

Q.  The  evacuation  still  occurred? 

A.  Yes. 
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Embassy 

A. 

Q. 


A. 

Q. 

A. 


Q. 

A. 

Q- 


A. 
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Q.  Now,  you  indicated  once,  before — in  fact,  I  guess  it  came 
up  in  your  role  when  you  had  to  be  the  charge  in  the  Italian  Embassy- 
-that  the  Italian  Embassy  was  between  ambassadors  for  a  while,  right? 

A.  Correct. 

Q.  And  it’s  a  fairly  routine  occurrence  to  have  an  ambassador 
leave  an  Embassy? 

A.  Yes,  we  rotate  our  ambassadors,  more  or  less,  on  3-year 
cycl es . 

Q.  And — all  right,  ma'am.  Thank:  you.  Those  are  all  the 

questions  I  have  about  Libya.  I  reconsidered  asking  the  question  I 
was  going  to  ask. 

A.  Okay. 

Q. 


A. 


Q- 


A. 


Q. 
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Q. 


Q. 


Q. 


Q. 

A. 
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Q. 
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Q. 
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Q. 
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ADC [ MA J  HURLEY]:  Thank  you,  ma'am. 
MJ:  Redirect? 

ATC [CRT  OVERGAARD] :  Yes,  ma'am. 
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REDIRECT  EXAMINATION 

Questions  by  the  assistant  trial  counsel  [CPT  OVERGAARD] 

Q- 


MJ: 


Q. 


A. 


Q. 


Q. 


A. 

Q. 

A. 
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Q. 

A. 

Q. 


ATC [CPT  OVERGAARD] :  Thank  you. 
ADC [MAJ  HURLEY] :  Yes,  ma'am. 
MJ:  Briefly. 

ADC [MAJ  HURLEY] :  Yes,  ma'am. 
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MJ:  And  the  government  gets  the  last  word;  it's  their  witness. 

So,  go  ahead. 

ADC [MAJ  HURLEY]:  Yes,  ma’am. 

RECROSS -EXAMI NAT I ON 

Questions  by  the  assistant  defense  counsel  [MAJ  HURLEY] : 

Q.  Ms.  Dibble,  there  are  reporting  channels  to  the  65  other 
U.S.  government  agencies  that  are  not  SIPDIS,  right? 

A.  Yes,  there  are. 

Q.  And  are  you  aware  that  Undersecretary  Kennedy  testified 
that,  during  the  same  time  you  distributed  250,000  cables  on  SIPDIS, 
you  distributed  10  times  that  amount,  or  2.5  million  cables,  through 
these  other  channels. 

A. 

Q.  So,  it  was  truly  sensitive,  a  more  restricted  channel  or 
one  of  these  other  methods  could  have  been  used  and  you  would  not 
have  to  worry  about  not  getting  the  information  to  those  who  need  it 

A. 


ADC [MAJ  HURLEY]:  Thank  you,  ma'am. 

MJ:  Go  ahead. 

ATC [CPT  OVERGAARD] :  No  more  questions,  ma’am. 
MJ:  I  just  have  one. 
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EXAMINATION  BY  THE  COURT-MARTIAL 
Questions  by  the  military  judge: 

Q.  The  "Please  protect"  label  on  the  cables--are  you  aware  of 
any  cable  with  the  "Please  protect"  label  on  it  that  was  one  of  the 
250,000  plus  released? 

A. 


MJ:  Any  follow-up  based  on  that? 

ADC [MAJ  HURLEY]:  No,  ma'am. 

ATC [CPT  OVERGAARD] :  No,  ma'am. 

MJ:  Okay.  Temporary  or  permanent  excusal? 

ATC [CPT  OVERGAARD]:  Temporary,  ma'am. 

[The  witness  was  duly  warned,  temporarily  excused,  and  withdrew  from 
the  courtroom. ] 

MJ:  All  right.  I'm  looking  at  the  time.  Do  you  still  want  to 

begin  at  1430,  or  do  you  need  a  little  bit  of  additional  time  now 
that  we've - 

ADC [MAJ  HURLEY]:  Ma'am,  will  stick  with  1430  and  then  we'll 
come  back  and  give  the  order  of  court  at  1345  to  let  you  know  if  we 
do  need  any  more  time. 

MJ:  Okay.  I  won’t  be  here,  so,  you  can - 

ADC [MAJ  HURLEY]:  We'll  leave  word  with  you,  ma'am. 
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1  MJ:  Okay.  That  sounds  good. 

2  ADC[MAJ  HURLEY]:  We  will  leave  for  you,  I  guess. 

3  MJ:  Anything  else  we  need  to  address? 

4  TC [MAJ  FEIN]:  No,  ma'am.  This  session  was  at  the  Secret  level, 

5  for  the  record. 

6  MJ:  Okay.  So,  court  is  in  recess,  now  until  1430. 

7  [The  court-martial  recessed  at  1309,  1  August  2013.] 
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[The  court-martial  was  called  to  order  at  1502,  1  August  2013.] 

MJ:  Court  is  called  to  order.  Let  the  record  reflect  that  all 

parties  present  when  the  court  last  recessed  are  again  present  in 
court.  Major  Fein? 

TC[MAJ  FEIN]:  Ma'am,  this  session  is  unclassified  and  the  court 
security  completed  the  open  hearing  checklist  and  it  will  be  filed 
with  the  post-trial  allied  documents. 

MJ:  Are  there  any  issues  we  need  to  address  before  we  proceed? 

Defense,  have  you  had  enough  time  to  prepare? 

ADC [MAJ  HURLEY]:  Yes,  ma'am,  we  have. 

TC[MAJ  FEIN]:  No,  ma'am — no  issues,  ma'am. 

ADC [MAJ  HURLEY]:  And  no,  we  don't  have  any  issues.  Maybe  I 
didn't  understand  the  entirety  of  your  question. 

MJ:  That's  all  right,  I  asked  a  compound  question. 

ADC [MAJ  HURLEY]:  No  issues.  Ready  to  go. 

MJ:  All  right.  Please  proceed. 

ATC [CPT  OVERGAARD] :  The  United  States  calls  Mr.  John  Feeley. 

JOHN  FEELEY,  civilian,  was  called  as  a  witness  by  the  prosecution, 
was  sworn,  and  testified  as  follows: 

DIRECT  EXAMINATION 

Questions  by  the  assistant  trial  counsel  [CPT  OVERGAARD] : 

Q.  And  you  are  Mr.  John  Feeley  from  the  Department  of  State  in 
Washington,  DC? 
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A .  I  am . 

Q.  And  what  bureau  do  you  currently  work  in? 

A.  The  Bureau  of  Western  Hemisphere  Affairs. 

Q.  And  what  is  your  current  position  in  the  Bureau  of  Western 
Hemisphere  Affairs? 

A.  I  am  the  Principal  Deputy  Assistant  Secretary,  effectively 
the  number  two. 

Q.  And  are  you — and  you're  here,  today,  to  discuss  your 
opinions  based  on  your  expertise  in  diplomatic  priorities  in 
operations  in  Latin  America? 

A .  I  am . 

Q.  And,  specifically,  give  your  opinion  on  the  impact  of  PFC 
Manning's  criminal  conduct  on  the  Department  of  State  as  it  relates 
to  Latin  America,  particularly  in  Mexico  and  in  Ecuador  and  it's  use 
by  the  ALBA  states? 

A.  That's  correct. 

ADC [MAJ  HURLEY] :  Ma'am? 

MJ:  Yes? 

ADC [MAJ  HURLEY]:  The  defense  is  willing  to  stipulate  to  the 
proffered  expertise  for  Mr.  Feeley. 

MJ:  All  right. 
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ATC [CPT  OVERGAARD] :  And  ma'am,  we'd  just  ask  that  his  bio  be 
marked  and  we'd  like  to  go  through  just  a  couple  more  foundational 
questions . 

M J :  And  show  the  defense. 

[The  assistant  trial  counsel  showed  the  defense  the  document.] 

ADC [MAJ  HURLEY]:  Ma'am,  we  have  no  objection  to  that. 

MJ:  Go  ahead  and  have  it  marked.  And  may  I  see  it? 

[The  court  reporter  marked  AE  199  and  handed  it  to  the  military 
judge . ] 

ATC [CPT  OVERGAARD]:  And  ma'am,  we  also  had  Ms.  Dibble's  bio 
marked  at  Prosecution  Exhibit  198. 

ADC [MAJ  HURLEY]:  And  we  have  no  objection  to  that  either, 
ma'am. 

[Examination  of  the  witness  continued.] 

Q.  Now,  you  said  being  the  PDAS,  the  Principle  Deputy 
Assistant  Secretary,  means  that  you  are  the  number  two  for  WHA? 

A.  That  is  correct. 

Q.  What  do  you  do  in  that  position? 

A.  The  easiest  way  to  describe  it  is  the  Assistant  Secretary, 
my  boss,  is  sort  of  the  CEO  or  the  top  diplomat  for  U.S.  Government 
relations  with  the  western  hemisphere.  And  I'm  kind  of  the  COO, 

Chief  Operating  Officer.  I'm  the  daily,  sort  of,  interface  and 
liaison  with  over  50  U.S.  ambassadors,  principle  officers;  we  have  50 
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platforms — buildings  in  the  western  hemisphere.  And  I  have  a  team 
under  me  that  deals  with  the  conduct  of  American  diplomacy  in  all  of 
those  countries  and  I  serve  as  the  person  who  kind  of  makes  the 
trains  run  on  time  with  regard  to  budget,  with  regard  to  personnel  as 
well  as  backing  the  Assistant  Secretary  in  being  the  public  face  of 
American  diplomacy  in  the  western  hemisphere. 

Q.  And  what  countries — or  what  region,  in  general,  does  the 
western  hemisphere  cover? 

A.  It  is  everything  from  Canada  down  across  the  Rio  Grande 
into  Mexico,  the  entire  Caribbean,  and  down  into  Central  America  and 
South  America. 

Q.  And  what  is  the  mission  of  the  Bureau  of  WHA,  specifically 
in  regard  to  Latin  American  countries? 

A.  The  mission  is  to  advance  U.S.  interests  with — through  a 
mechanism  of  partnership  with  democratic  governments  to  increase  the 
prosperity  and  well-being  and  democratic  stability  of  those  countries 
in  support  of  U.S.  interests. 

Q.  And  what  are  the  United  States'  strategic  interests  in  the 
region? 

A.  Our  issues  of  interest  have  to  do,  in  the  western 
hemisphere,  with  ensuring  that  we  have  global  partners  who  are 
willing  to  trade  with  us,  willing  to  work  with  the  United  States  to 
combat  trans-national  organized  crime,  willing  to  work  with  the 
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United  States  in  terms  of  developing  higher  capacity  populations  that 
are  able  to  assume  jobs  of  the  21st  century.  A  big  part  of  what  we 
do  is  build  capacity  in  these  countries  using  U.S.  expertise  from 
across  federal  agencies  and  from  state  governments  and  civil  society 
to  create  or  help  sustain  their  own  democratic  progress  and  build  the 
human  potential  to  be  able  to  sustain  all  activities  that  a 
functioning,  healthy,  prosperous  society  should  be  able  to  do  without 
having  government  instability,  without  having  cults  of  personality, 
without  having  a  need  to  resort  to  non-democratic  governance,  things 
of  that  nature. 

Q.  And  I've  mentioned  all  ALBA  states  before.  Could  you  just 
tell  us  what  the  ALBA  states  are? 

A.  Sure.  It's  a  Spanish  language  acronym  which  stands  for — 

the  word,  "Alba"  means  "dawn, "  as  in,  "the  dawn  of - 

MJ:  What  was  that  word,  again? 

WIT:  - morning."  A-L-B-A,  Your  Honor. 

MJ:  Thank  you. 

[Examination  of  the  witness  continued.] 

A.  The  word,  in  Spanish,  means  "dawn."  It  stands  the  Alianza 
Bolivariana  de  Nuestros  Pueblos  de  las  Americas ,  which  is  a  big  long 
thing  which  says  the — which  means  the  "Bolivarian  Alliance  for  the 
Countries  of  Our  America."  And,  basically,  it  is  a  grouping  of  five 
countries,  principally,  with  two  others;  those  countries  are  Cuba, 
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Venezuela,  Ecuador,  Nicaragua,  and  Bolivia.  And  they  have  a  very 
different  vision  of  how  society  should  be  organized.  They  are  self- 
professed  socialists  in  their  orientation  towards  their  economies. 
They  believe  that  state-run  economies  produce  better  safety  nets  for 
people,  they — and  they  are,  in  general--not  militarily — but  they  are 
hostile  to  U.S.  interests  as  far  as  regarding  human  rights,  freedom 
of  press.  They  tend  to  exhibit  tendencies  of  extreme  government 
centralization  under  the  executive  branch  co-opting,  through 
patronage  or  through  other  mechanisms  of  the  other  branches.  Some 
have  created  new  branches  of  government.  They've  all  come  to  office 
democratically,  with  the  exception  of  Cuba.  And  we  have  diplomatic 
relations  with  all  of  them,  but  those  relations  are  very  difficult, 
at  times  characterized  by  extreme  rhetoric  on  behalf  of  the  ALBA 
countries  against  the  United  States,  its  intentions,  and  its  manifest 
interests . 

Q.  And  how  long  have  you  been  PDAS  for  the  Bureau  of  Western 
Hemisphere  Affairs? 

A.  A  little  over  a  year;  I  came  and  reported  in  May  of  2012. 

Q.  And  how  long  have  you  been  with  the  Department  of  State? 

A.  23  years. 

Q.  And  how  much  of  those  23  years  was  actually  spent  at  the 
Western  Hemisphere  Affairs  Bureau? 
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A.  Pretty  much  all  of  it.  I  have  done  two  tours  on  what  we 
call  our  "Seventh  Floor" — sort  of  a  military  equivalent  of  being  on  a 
joint  staff  serving  as  a  Deputy  Executive  Secretary — kind  of  a  staff 
secretary — for  Secretaries  Powell  and  Rice.  I  did  a  tour  in  our 
operations  center  as  a  watchstander--kind  of  the  equivalent  of  the 
military  NIMIC  and  I  did  a  year  at  the  National  War  College  studying. 
And,  other  than  that,  all  of  my  tours  have  been  either  in  the  region 
or  in  Washington  working  on  western  hemisphere  affairs. 

Q.  So  that's  about  19  years? 

A.  Don't  make  me  do  math  in  public. 

Q.  All  right. 

A.  Yeah,  that's  about — let's  see--18. 

Q.  Okay.  And  how  much  of  that  time  was  actually  spent  in 
Latin  American  countries? 

A.  11. 

Q.  And  then — does  that  include  working  in  Washington,  DC  with 
Latin  American  countries? 

A.  No,  no,  that  was  post — I'm  sorry,  about  11  years  overseas. 
I've  been  posted  to  our  embassy  in  Santo  Domingo  in  the  Dominican 
Republic,  I  was  posted  to  our  embassy  in  Bogota,  Columbia,  I  was 
posted  to  our  embassy  in  Mexico  City  twice — on  two  different 
occasions;  each  time  for  2  1/2,  3  years. 
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Q.  Okay.  And  then  how  about  working  with  Latin  American 
countries  from  Washington,  DC? 

A.  From  Washington,  I  have  served  as  the  Desk  Officer  for  El 
Salvador,  as  an  action  officer  in  the  Policy  Planning  Office  of  the 
Western  Hemisphere  Affairs  Bureau,  as  the  Executive  Assistant  to  the 
Assistant  Secretary,  as  the  Office  Director  for  Central  American 
Affairs,  and  now,  most  currently,  as  the  Principle  Deputy. 

Q.  And  what  is  your  rank  in  the  foreign  service? 

A.  I  am  a  senior  foreign  service  officer  with  the  rank  of 
Minister  Counselor;  it's  the  equivalent  of  two  stars. 

Q.  Now,  are  you  familiar  with  the  purported  cables  released  by 
WikiLeaks? 

A.  I'm  familiar  with  them. 

Q.  And  do  you  remember  when  you  first  learned  of  these 
purported  cables  released  by  WikiLeaks? 

A.  I  do. 

Q.  And  when  was  that? 

A.  It  was  just  before  Thanksgiving  in  2010. 

Q.  And  how  did  you  become  aware  of  these  releases? 

A.  Through  communications  from  Washington — from  my 
headquarters--that  informed  us  that  there  were  purported  cables  that 
had  been  collected  and  were  going  to  be  put  out  on  the  World  Wide 
Web . 
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Q. 

And  what  was  your  position  at  the  time? 

A. 

I  was,  then,  the  Deputy  Chief  of  Mission  of  our  mission  in 

Mexico. 

The — I  was — sat  in  the  embassy,  but  we  have  nine  branch 

of fices- 

--consulates,  we  call  them — across  Mexico. 

Q. 

So  what  does  it  mean  to  be  the  Deputy  Chief  of  Mission? 

A. 

More  or  less,  the  same  thing  it  means  to  be  the  Principle 

Deputy, 

except  that — with  regard — with  responsibility  only  for 

Mexico . 

It's  the  number  two  position,  it's  the  position  that  does 

the  day- 

-to-day  management  of — Mexico's  case — about  2400  employees. 

both  Mexican  and  U.S.,  from  about  37  different  federal  agencies  and 
to  support  the  ambassador  in  conducting  our  foreign  policy  and 
executing  our  programs. 


Q. 

Okay.  So  number  two  to  the  ambassador  in  that  position? 

A. 

That's  correct. 

Q. 

And  do  you  have  experience  preparing  cables  for  the  Bureau 

of  Western  Hemisphere  Affairs,  specifically  in  Latin  America? 


A. 

I  do. 

Q. 

And  how  do  you  have  that  experience? 

A. 

Fore — ever  since  my  second  tour  in  Columbia,  I  have  drafted 

them,  I  have  edited  them,  I  have  authorized  them  being  sent,  I  have 
consumed  them  as  a  consumer--a  client  in  Washington  as  I've  read  them 
from  our  embassies.  I  have  the  year  that  I  spent  in  the  operations 
center;  I  was  responsible  for  distributing  cables,  not  just  for  the 
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western  hemisphere,  but  for  all  of  our  embassies  and  consulates 
around  the  world — the  highly  captioned  traffic.  So,  I've  spent  a  lot 
of  time  around  cables. 

Q.  So  you've  not  only  drafted  them,  but  you've  reviewed  them? 
You've  gone,  pretty  much,  through  every  step  of - 

A.  That's  correct. 

Q.  - what  goes  into  releasing  a  cable? 

A.  That's  correct. 

Q.  And  what  do  you  use  cables  for  in  the  Bureau  of  Western 
Hemisphere  Affairs,  specifically  in  Latin  American  countries? 

A.  We  use  them  for  the  same  thing,  quite  frankly,  that  they're 
used  world-wide.  There  are  many  different  types  of  cables.  The 
cables — the  purported  cables,  at  hand,  tend  to  be  reporting  and 
analysis  cables.  These  are — if  you  want  to  think  of  it  as,  sort  of, 
letters  home  from  the  field.  There  are  a  host  of  other  types  of 
cables,  though,  that  have  to  do  with  the  administration  of  the 
embassy,  with  the  reporting  of  personnel  movements,  things  like  that. 
So,  there  are  an  awful  lot  of  uses;  it's  basically  the  official 
communications  link  between  an  embassy  and  the  Department  of  State. 

ATC [CPT  OVERGAARD] :  And,  ma'am,  that's — the  government  would 
ask  to  move  into  a  closed  session  at  this  point,  pending  defense 
cross,  of  course. 

MJ:  Yes,  let's  do  that. 
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CROSS  EXAMINATION 

2 

Questions 

by  the  assistant  defense  counsel  [MAJ  HURLEY] : 

3 

Q. 

Mr.  Feeley,  good  afternoon. 

4 

A. 

Good  afternoon.  Major. 

5 

Q. 

You've  worked  with  the  Department  of  State  for  over  20 

6 

years,  is 

that  right? 

7 

A. 

That's  correct. 

8 

Q. 

And  before  that,  you  were  on  active  duty? 

9 

A. 

That's  correct. 

10 

Q. 

In  the  Marine  Corps? 

11 

A. 

That's  correct. 

12 

Q. 

A  Marine  Corps  pilot? 

13 

A. 

I  was . 

14 

Q. 

So,  for  the  entirety  of  your  professional  life,  you've  been 

15 

employed 

by  the  United  States  government? 

16 

A. 

That  is  correct. 

17 

Q. 

Other  than  the  time  you  spent  with  the  Department  of 

18 

Defense, 

it's  all  been  with  the  Department  of  State? 

19 

A. 

That's  correct. 

20 

Q. 

And  you're  a  company  man  for  the  Department  of  State? 

21 

A. 

I  am  a  diplomat  in  service  of  my  nation. 
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Q.  And,  as  you  indicated  in  your  conversation — your  brief 
conversation  with  Captain  Overgaard,  you've  handled  classified 
information  in  discharging  those  duties  at  the  Department  of  State? 

A.  I  have. 

Q.  And  it,  typically — or  one  form  of  the  classified  documents 
that  you  touched  were  diplomatic  cables? 

A.  That's  correct. 

Q.  And  diplomatic  cables  come  with  various  TAGs,  is  that 
right? 

A.  That's  correct. 

Q.  One  of  the  TAGs  relates  to  how  the  cable  will  be 
distributed? 

A.  That's  correct. 

Q.  One  such  distribution  is  SIPDIS? 

A.  SIPDIS  isn't  a  TAG,  I  don't  believe. 

Q.  All  right. 

A.  SIPDIS  is  a  distribution.  A  TAG  is  something  that  speaks 
to  the  substance  of  the  cable.  So,  for  example,  if  you're  discussing 
foreign  relations - 

Q.  Uh-huh. 

A.  - if  the  substance  of  the  cable  has  to  do  with  foreign 

relations,  you  put  a  "P-REL"  TAG  on  it.  If  the  cable  has  to  do  with 
the  management  of  the  embassy,  you  put  an  "AMGT"  TAG  on  it.  That 
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allows  the  cable  system  to  automatically  distribute  the  cable  to 
offices  that  would  have  an  interest  in  seeing  it.  SIPDIS  is  a 
distribution  that  allows  the  cable  to  be  sent  to  a  wider  group  of 
potential  viewers. 

Q.  And  all  I  want  to  talk  about  is  that  distribution 
instruction  that  would  be  included,  whether  it's  in  SIPDIS  or  another 
distribution  instruction - 

A.  Sure. 

Q.  - not  those  other  TAGs . 

A.  Got  it. 

Q.  SIPDIS  could  be  distributed  on  the  SIPRNET? 

A.  Yes. 

Q.  And  anyone  with  SIPRNET  access  could,  then,  potentially, 
view  the  cable  that's  been  marked  in  that  fashion? 

A.  That's  my  understanding,  depending  upon  the  classification. 
SIPRNET,  I  believe,  is  only — I  believe  it's  only  up  to  Secret. 

Q.  Right.  So,  if  it  were  higher  classification,  then  SIPDIS 
would  not  be  appropriate? 

A.  If  it  were  Top-Secret,  I  don't  believe  SIPDIS  is  used. 

Q.  Right,  and  thank  you,  sir.  So  there — and  there  are  other 

forms  of  distribution? 

A.  There  are. 

Q.  EXDIS? 
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A.  Uh-huh. 

Q.  And  that's  Executive  Distribution? 

A.  I  believe  that's  what  it  stands  for. 

Q.  And  NODIS? 

A.  Uh-huh. 

Q.  Which  is  No  Distribution? 

A.  Yeah,  that's  a  bit  of  a  misnomer.  NODIS  originated  when — 
before  we  had  modern  IT  and  it  was  intended  and  created  for  what  you 
call  in  the  military,  I  think,  a  "P4."  It's  when  an  ambassador 
wanted  to  send  a  cable  to  the  Secretary  of  State. 

Q.  Right. 

A.  And  obviously - 

Q.  So,  just  to  limit - 

A.  - over  time - 

Q.  - the  receiving  party  so  that  the  instruction  would  be 

clear  to  that  person  what  to  do  or  not  do  with  the  cable  that  they 
had  received? 

A.  To  the - 

Q.  To  the — NODIS  is,  essentially,  an  instruction  to  the 
receiving  party? 

A.  That's  correct.  It — well,  it's  a — actually,  what  it  is  is- 
-all  NODIS  cables  and  all  EXDIS  cables  that  are  marked  by  the 
originators  and  the  approvers  out  in  the  field  come  to  the  operations 
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center.  They  don't  go  to  the  normal  automated  distribution  center 
and  they  are  looked  at  by  human  eyes;  officers,  watchstanders .  And 
there  different  set  distributions,  packed  ones,  that  would  include 
agencies  and  offices  with  an  interest  in  the  subject,  but  the — there 
is  a  human  element  of  supervision  in  terms  of  who  sees  what. 

Q.  All  right  and  thank  you,  sir.  So  those  are  the  ways  that  a 
cable  could  be  distributed  using  those  instructions,  essentially — 
those  distribution  instructions? 

A.  Those  are — those  and  there  are  others.  There  is,  for 
example,  the  Director  General  channel.  Anything  that  has  to  do  with 
sensitive  personnel  issues  is  sent  only  to  the  DIRGEN  channel;  that's 
a  caption.  There  are — there's  ROGER — ROGER  channels  are  cables  that 
have  to  do  with  intelligence  information.  So,  yeah,  there  are  a 
bunch  of  them. 

Q.  And  those  channels,  they  don't  just  distribute  inside  the 
Department  of  State,  right?  They  would  distribute,  not  only  to  the 
Department  of  State,  but  also  to  interagency  partners,  where 
appropriate? 

A.  No.  Those — well,  EXDIS,  NODIS,  ROGER,  are  sent  to  other 
agencies,  but  only  upon  receipt  in  the  department;  they  are  sent 
directly  to  the  department.  Cables  that  would  have  the  SIPDIS 
caption  on  it  would  automatically  go  to  other  agencies. 
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Q.  So,  beyond  SIPDIS,  there  would  be  a  lot  of  different  ways 
that  an  embassy--whether  it's  in  Mexico  City  or  wherever--that  they 
could  be  able  to  communicate  this  cable  that  they  generated  to  not 
only  Washington,  DC,  but  also  whatever  interagency  partners  that  the 
drafter  and  approver  thought  appropriate  for  the  cable? 

A.  Yeah,  there  are,  but  they're  limited.  There  aren't  a  lot 
of  them  and  the  numbers  of  cables  that  go  through  the  EXDIS,  the 
NODIS,  the  ROGER  channel  are  limited  compared  to  the  ones  that  are 
sent  with  the  SIPDIS  caption. 

Q.  SIPDIS  is  often  seen  as  the  default  distribution 
instruction  for  many  cables,  is  that  right? 

A.  No,  I  wouldn't  agree  with  that.  SIPDIS  originated,  to  the 
best  of  my  understanding,  after  9/11  when  there  was  an  assessment  by 
the  9/11  Commission  that  there  was  an  awful  lot  of  diplomatic 
reporting  that  could  have  been  of  use  to  other  agencies,  but  wasn't 
sent  out  to  them  by — automatically  or  by — I'm  sorry,  deliberately 
selecting  Department  of  Justice,  Department  of  Defense,  etc. .  And 
so,  when  the  overarching  mantra  of  need-to-know  was — not  replaced, 

but  was  sort  of  mitigated  by  need-to-share,  SIPDIS  was  designed - 

again,  according — I  wasn't  involved  in  it,  but  my  explanation  I've 
heard  is  SIPDIS  was  designed  as  a  way  to  use  advances  in  technology 
to  be  able  to  put  out  cables  that  an  originator,  a  drafter,  and  an 
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approver  thought  might  be  of  use  to  people  who  weren't  directly 
involved  in  the  day-to-day  work  of  whatever  they  were  writing  about. 

Q.  Right.  And  thank  you,  sir,  but  there's  more  than  one  way — 
there's  more  than  SIPDIS  to  use  to  communicate  through — not  only  to 
your  interagency  partners,  but  also  back  to  the  headquarters  to  the 
Department  of  State,  is  that  right? 

A.  In  cables? 

Q.  Yes. 

A.  Yes,  that  is  correct. 

Q.  And  I'm  just  going  to  use  the  acronym  ALBA,  if  that's  okay- 

A.  Sure. 

Q.  - because  I  would  absolutely  butcher  what  ALBA  stands 

for.  Generally  speaking,  the  countries  that  comprise  ALBA  are  a 
tough  crowd  for  the  United  States  government? 

A.  They  present  us  with  diplomatic  challenges? 

Q.  And  they  presented  us  with  diplomatic  challenges  for  quite 
a  while? 

A.  Not  really;  it  depends  on  how  you  define  "quite  a  while," 
but  ALBA  was  incorporated  in  '98,  '99,  so  the  last  decade. 

Q.  Venezuela  is  a  part  of  ALBA? 

A.  It  is. 
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Q.  And  we've  had  a  rocky  relationship  with  Venezuela  for — 
since  the  middle  of  the  last  decade? 

A.  Since — 2002  is  when  I  would  say  the  relationship  became 
difficult . 

Q.  The  former  president  Chavez  likened  President  Bush  to  the 
devil  on  the  floor  of  the  UN,  is  that - 

A.  He  did,  at  one  point. 

Q.  And  Cuba  is  also  a  part  of  ALBA? 

A.  It  is. 

Q.  And  we  don't  even  have  diplomatic  relations  with  Cuba,  do 

we? 

A.  That's  correct. 

Q.  And  we've — Nicaragua  is  also  a  part  of  ALBA? 

A.  Yes. 

Q.  And  our  diplomatic  relationship  with  Nicaragua  has  been 
rocky? 

A.  Of  the  ALBAS,  the  relationship  we  have  with  the  Nicaraguans 
is  the  one  that  probably  is  of — I  don't  want  to  say  least  concern, 
but  we  don't  seem  to  have  as  many  direct  differences  of  opinion  with 
Nicaragua  as  we  have  with — certainly  with  Cuba  and  with  Venezuela. 

Q.  And — but  that  relationship — the  Nicaraguan  relationship  has 

improved  over  time,  correct? 
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A.  It's  gone  back  and  forth.  In  1979,  the  Sandinistas  came  to 
power  in  Nicaragua.  Daniel  Ortega  was  the  lead  of  the  Sandinistas. 
They  were  supported,  financially,  and  militarily  backed  by  the  Soviet 
Union  and  they  were  openly  hostile  to  the  United  States  and  reported 
to  be  a  communist  regime  that  was  opposed  to  the  United  States' 
influence  in  Latin  America. 

In  1990,  Daniel  Ortega  lost  a  democratic  election  and  our 
relations  with  Nicaragua  improved  significantly  with  the  arrival  of 
Doha  Violeta  Chamorro.  And  for  the  next  15,  16  years,  we  had  very 
normal  and  productive  relations  with  Nicaragua.  We — they  are 
included  in  a  free-trade  agreement  that  we  have  with  them.  They — we 
had  an  awful  lot  of  assistance  programs  with  them;  something  called 
the  Millennium  Challenge  Corporation  which  had — I  think  it  was  on  the 
order  of  about  $180  million  worth  of  development  assistance  to 
Nicaragua.  In  2007,  Ortega  democratically  won  an  election  again  and 
he  has  remained  in  power  and  he  has  taken  Nicaragua  more  in  the 
direction  of  supporting,  certainly  rhetorically,  Venezuela  and  the 
ALBA  countries  and  that  is — and,  in  exchange  for  that,  there  has  been 
a  significant  amount  of  Venezuelan  oil  that  has  been  exported  to 
Nicaragua  on  pretty  preferential  terms  which  is  an  economic  life  line 
for  them. 
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Q.  Sir,  thank  you.  Getting  back  to  the  classified  information 
for  just  a  second,  you've  used  classified  information,  as  you've 
said,  throughout  your  career? 

A.  I  have. 

Q.  You're  familiar  with  the  executive  orders  with  respect  to 
classified  information? 

A .  I  am . 

Q.  And  you're  familiar  with  the  process  in  the  United  States 
government  as  to  how  information  is  classified? 

A .  I  am . 

Q.  Have  you  ever  questioned  that--the  process  that's  laid  out 
by  the  EOs  and  by  the  guidance  that  you've  received  through  the 
Department  of  State — have  you  ever  questioned  that  process? 

A.  No,  I  haven't. 

Q.  So,  if  you've  never  questioned  it,  you've  never  publicly 
questioned  it,  have  you? 

A.  I've  never  publicly  questioned  it  and  I've  never — I've  had 
to  ask — I  have  questioned  my  supervisors  when  I  was  younger  in  the 
career.  I've  questioned  my  supervisors  as  to  some — as  to  whether  or 
not  something  should  be  considered  SBU,  Confidential,  Secret.  So,  in 
that  regard,  I've  asked  questions,  I've  had  the  basic,  sort  of, 
familiarization  training,  but  there  are  always  situations  where 
you're  not  quite  sure,  "How  should  I  classify  this?"  But,  over  time, 
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I  got  to  know  quite  well  and  have  my  own  developed  sense  as  to  how 
things  should  be  classified.  But  if  you're  asking  me  have  I  ever 
questioned  the  underlying  rationale  behind  it,  no,  I  haven't. 

Q.  And,  yes,  sir,  that  was  my  question.  Thank  you.  So,  sir, 
I'm  going  to  ask  you  some  questions  about  your  testimony  in  front  of 
Congress.  You've  testified  in  front  of  Congress  numerous  times  in 
your  career? 

A.  No,  I  have  briefed  Congress  numerous  times.  I  have 
testified  in  front  of  Congress  once. 

Q.  And  that  testimony  was  rather  recent? 

A.  It  was.  It  was  in  May. 

Q.  Of  2013? 

A.  Yes. 

Q.  And  that — the  subject  of  that  testimony  was  the 
Mesoamerican  relationship,  is  that  right?  The - 

A.  It  was  the  Merida  Initiative  in  Mexico. 

Q.  So  the  relationship — the  Merida  Initiative  and  the 

relationship  between  the  United  States  and  Mexico? 

A.  That's  correct. 

Q.  Do  you — and  you  began  that  testimony  with  a  prepared 
statement? 

A.  I  did. 

Q.  Do  you  recall  the  specifics  of  that  prepared  statement? 
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A.  Not  verbatim,  but  I  remember  the  overarching  tone  of  it. 

Q.  If  I  read  you  some  information,  would  you  be  able  to 

identify  as  to  whether  or  not  that  information  was  in  your  prepared 
statement  or  not? 

A.  Pretty  much. 

Q.  And  just  tell  me  if  this  is  in  there  or  not:  "Most 
recently,  from  2009  to  2012,  when  we" — that's  you  speaking  in  the 
third  person — "and  our  Mexican  partners  truly  transformed  our 
security  and  commercial  relationships  in  service  of  the  American  and 
Mexican  peoples." 

A.  Absolutely. 

Q.  And  those  are  your  words? 

A.  Those  are. 

Q.  And  you  also  recall  saying  that,  "since  2009,  15 
congressional  delegations  have  visited  Mexico  to  engage  U.S.  and 
Mexican  officials  to  help  evolve  Merida  by  national  cooperation"? 

A.  Yes. 

Q.  And  you  recall,  with  respect  to  the  Merida  Initiative, 
telling  Congress  that  our  Mexican  partners  have  spent  at  least  $10  to 
every  $1  that  we  have  contributed  to  our  Merida  goals  in  Mexico? 

A.  Yes,  that's  correct. 

Q.  You  also  recall  telling  Congress  that  "Merida  is  a  success 
and  we  have  a  wide  range  of  accomplishments  to  our  credit"? 


11601 


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 


C  O 


A.  That's  correct. 

Q.  You  also  talked  about  the  future  of  the  Merida  Initiative, 
did  you  not? 

A.  I  did. 

Q.  Specifically,  you  talked  about  President  Pena  Nieto? 

A.  I  did. 

Q.  Am  I  saying  that  last  name  correctly? 

A.  Pretty  darn  good. 

Q.  Well,  there's  hope  yet.  Do  you  recall  saying  President 
Pena  Nieto  and  his  team  have  consistently  made  it  clear  to  us  their 


interest  in  continuing  our  close  collaboration  on  security  issues? 

A.  That's  correct. 

Q.  Most  recently,  during  President  Obama's  visit  this  month? 

A.  That  was  in  May. 

Q.  In  May? 

A.  Correct. 

Q.  So  it — to  reiterate,  it  would  be  President  Obama's  visit  in 
May  of  2013? 

A.  That's  correct. 

Q.  Let's  stop  right  there  real  quick.  Presidential  visits  are 
an  important  part  of  American  diplomacy,  correct? 

A.  Correct. 
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Q.  How  are  presidential  visits  used,  if  you  can  say,  briefly, 
in  advancing  the  American — whether  it's  some  specific  initiative  or 
advancing  the  relationship  between  a  country  and  the  United  States? 

A.  Presidential  visits  are  both  symbolic  and  operational. 

They  symbolism  aspect  of  it,  I  think  is  relatively  straightforward. 
The  generate  tremendous  press  coverage,  they  allow  not  just  the 
presidents  or  the  leaders,  but  people  who  support  them  on  both  sides 
of  a  bilateral  visit,  to  talk  about  the  relationship,  to  get  out  the 
information  that  governments  want  them  to  get  out.  They--operational 
aspects  tend  to  come  in  the  form  of  presidential  visits  being  used  as 
galvanizing  events;  they  are  action-forcing  events.  So,  initiatives 
that  you  may  be  undertaking  with  a  foreign  government,  the  signing  of 
a  treaty,  the  reaching  of  an  agreement  to  engage  upon  third-party 
cooperation,  all  of  those  things  get — acquire  a  sense  of  urgency  and 
we  use  them — we  use  the  visit  tactically  to  drive  the  policy  desires 
that  we — or  outcomes  that  we  seek. 

Q.  And,  correct  me  if  I'm  wrong,  but  normally,  it's  a  building 
process.  When  you  get  something--some  initiative  going  and  things 
are  going  smoothly,  a  presidential  visit  will  help  capitalize  on  the 
momentum  that's  been  created  in  the  relationship  between  this  the 
American  government  and  these — this  foreign  country? 

A.  You  can  be,  but  the — it  doesn't  have  to  be.  Many  times,  a 
presidential  visit  might  be  something  that  is  agreed  upon  to  get  two 
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leaders  together  to  resolve  a  black  swan  problem  that's  come  up. 

Some  of  the  summits  that  you  see  surrounding  activity — regarding  wars 
or  genocides — so  they — it  doesn't  always  have  to  be  the  result  of  a 
process . 


Q. 

But - 

A. 

Or  a  deliberate  process,  but  it  can  be. 

Q. 

Thank  you,  sir.  And  we're  going  to  go  back  to  your 

testimony 


A. 

Sure. 

Q. 

And,  just  picking  up — and  this  is,  again,  talking  about  the 

future  of 

the  Merida  Initiative,  the  Pena  Nieto  government  has  stated 

that  it  intends  to  give  particular  emphasis  to  crime  prevention  and 
the  rule  of  law? 


A. 

That's  correct. 

Q. 

The  United  States  fully  supports  this  further  refinement  of 

our  joint 

strategic  partnership?  Do  you  recall  saying  that? 

A. 

I  do. 

Q. 

And  was  it  true  when  you  relayed  it  to  Congress? 

MJ: 

Excuse  me? 

WIT: 

May  I  ask  you  a  question?  May  I  ask  a  question? 

MJ: 

Why  don't  you  go  ahead  and  ask  me  the  question?  What  is 

it? 


WIT: 

Thank  you.  Your  Honor.  We  are  in  an  open  session,  correct? 

11604 


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 


© 


J 


MJ:  Yes.  Is  that  a  classified  statement? 

WIT:  No,  that  is  not,  but  the  answer  that  I  want  to  give  him - 

MJ:  Then  don't  give  it. 

ADC [MAJ  HURLEY] :  Right. 

WIT:  Then  don't  give  it? 

MJ:  Yes. 

ADC [MAJ  HURLEY] :  Yes. 

WIT:  Got  it. 

ADC [MAJ  HURLEY]:  And,  sir,  I  apologize.  I  should  have - 

WIT:  No,  that's  okay. 

ADC [MAJ  HURLEY]:  - told  you  at  the  outset  of  this  cross- 

examination  and  we'd  have  executed  the  plan  perfectly.  If  I  ask  you 
a  question,  you  want  to  give  me  a  response  that  is  classified  or  you 
want  to  give  the  court - 

WIT:  Yeah,  how  do  I  do  that? 

ADC [MAJ  HURLEY]:  You  just  let  me  know  and  we'll  skip  it  until 
there  is  actually  a  closed  session. 

WIT:  Thank  you.  And  thank  you.  Your  Honor. 

I'd  prefer  to  answer  that  in  a  closed  session. 

ADC [MAJ  HURLEY]:  Fantastic,  sir,  and  I'll  mark  the  question  so 
that  I  can  ask  you  then. 

[Examination  of  the  witness  continued.] 
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Q.  And  I'm  just  going  to  pick  up  where  we  left  off  with  that — 
the  thing  we  just  discovered  in  my — "we  continue  our  on-going 
transition  from  major  equipment  purchases  toward  training  and 
capacity-building  and  expansion  from  assistance  solely  for  federal 
institutions  to  an  increasing  emphasis  on  state  and  local 
government . " 

A.  That  is  correct. 

Q.  And,  sir,  you — as  you  indicated  with  Captain  Overgaard, 
you've  spent  a  lot  of  time  in  the  western  hemisphere's — in  the 
western  hemisphere  advancing  the  interest  of  the  United  States 
government? 

A.  Most  of  my  professional  career  I  have. 

Q.  And  with  the  American  diplomats  that  you've  worked  with, 
they're  all  educated?  They've  all  been  to  college,  right? 

A.  They  have  all  been  to  college. 

Q.  And  they  certainly  all  graduated  with  some  master's  program 
or - 

A.  No. 

Q.  Not  all? 

A.  No. 

Q.  A  good  many  of  them  have,  though? 

A.  Many  have. 
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Q.  And  they  are  dedicated  to  advancing  the  interest  of  the 
United  States  government? 

A.  [No  response.] 

Q.  They  have  to  put  aside  their  personal  opinions  in - 

A.  Absolutely. 

Q.  - conducting  this  business? 

A.  Absolutely.  You  sign  an  oath  that  says  you  will  carry  out 
the  policies  of  the  United  States  even  if  you  personally  disagree 
with  it. 

Q.  Yes,  sir.  And  you  have  to  not  only  put  aside  your  personal 
opinion  about  the  policy,  but,  perhaps,  a  personal  opinion  about 
someone  that  you're  working  with — perhaps  a  foreign  interlocutor 
that  you  have  a  negative  opinion  about? 

A.  That's  true. 

Q.  And  get  to  the  business  of  advancing  the  American  national 
interest? 

A.  That's  correct. 

Q.  The  diplomats  that  you've  worked  with  in  Latin  America,  by 
and  large,  they're  educated? 

A.  The  American  diplomats  or  the  foreign  diplomats? 

Q.  The  foreign  diplomats. 

A.  The  foreign  diplomats - 

Q.  In  the  western  hemisphere. 
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A.  There  is  a  broader  range  of  educational  accomplishment 
among  Latin  American  diplomats.  They're — I  would  say — in  my 
estimation,  they  probably  have  attended  college — some  college.  Many 
are  very  well  educated.  Many  have  been  educated  in  the  United 
States,  but  there  are  certainly  diplomats  from  certain  countries  who 
do  not  have  college  degrees  in  Latin  America. 

Q.  And  it's  their  responsibility  to  advance  a  legitimate 
legal — or  the — it's  their  responsibility  to  advance  the  interest  of 
their  nation--the  nation  for  which  they  serve  as  diplomats? 

A.  I  would  assume  so. 

Q.  And,  like  American  diplomats,  they  would  need  to  put  aside 
their  personal  opinions  on  things  to  ensure  that  they  accomplish  the 
mission? 

A.  I  can't  make  that  assumption.  I  would  like  to,  but  I  can't 
get  inside  of  their  head;  I've  never  served  in  a  foreign  diplomatic 
corps . 

Q.  Right. 

A.  I  don't  know  if  they  sign  sworn  statements  to  do  that,  but 
I  think  it's  a  fair  assumption  that — just  like  a  businessman  or 
anybody  who  enters  into — diplomacy  is,  essentially,  about 
negotiation.  So,  if  you  enter  into  a  negotiation  to  buy  a  car,  you 
may  not  like  the  general  sales  manager - 

Q.  Right. 
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A.  - but  you  want  the  car,  so  you  negotiate. 

Q.  Yes,  sir.  Sir,  just  a  second  I'm  going  to  look  over  my 
notes  to  make  sure  I  don't  have  any  more  unclassified  questions  to 
ask. 

Sir,  I  do  have  one  more  thing.  Do  you  know  who  Secretary 
Robert  Gates  is? 

A.  Robert  Gates? 

Q.  Uh-huh. 

A.  Yes,  former  Secretary  of  Defense. 

Q.  Do  you  know  that  he  made  a  public  statement  about  WikiLeaks 

disclosures? 

A.  I  do  not  recall  that. 

Q.  And  I'm  going  to  run  a - 

A.  Yeah,  run  it  by  me. 

Q.  I'll  run  a  part  of  the  statement  by  you  and  you  tell  me 
whether  or  not  you  agree  with  it,  all  right? 

A.  Okay. 

Q.  All  right.  "The  fact  is  governments  deal  with  the  United 
States  because  it's  in  their  interest." 

Do  you  agree  with  that  Mr.  Feeley? 

A.  I  do. 

Q.  "Not  because  they  like  us,  not  because  they  trust  us,  and 
not  because  they  believe  we  can  keep  secrets." 


11609 


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 


O  O 


Do  you  agree  with  that? 

A.  Not  completely,  no. 

Q.  What  part  do  you  disagree  with. 

A.  The  part  about  trust. 

Q.  "Many  governments — some  governments  deal  with  us  because 
they  fear  us." 

Do  you  agree  with  that? 

A.  Yes. 

Q.  "Some  deal  with  us  because  they  respect  us." 

Do  you  agree  with  that? 

A.  I  do. 

Q.  "Some  deal  with  us" — and  I'm  sorry,  I  misspoke;  I'll 
restart  the  question.  "Most  governments  deal  with  us  because  they 
need  us." 


A.  No,  I  don't  agree  with  that. 

Q.  "We  are  still,  essentially,  as  has  been  said  before,  the 
indispensible  nation,"  and  he's  talking  about  the  United  States. 

A.  Uh-huh. 

Q.  Do  you  agree  with  that? 

A.  Yes,  with  a  qualifier. 

Q.  What's  the  qualifier? 

A.  I  believe  that  that  is  changing.  I  believe  that  we  are 
moving  from  a  bipolar  and  to — then  moving  to  a  unipolar  to  now  a 
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multipolar  world  where  power — whether  it's  diplomatic,  economic, 
financial,  military — where  power  is  more  diffuse  and  I  think  that 
there  are  many  other  poles  of  that  power  that  are  in  other  places 
around  the  world  and  not  concentrated  as  heavily  as  they  might  have 
once  been  in  the  United  States. 

Q.  In  the  western  hemisphere,  sir,  does  any  other  country  have 
this  many  diplomatic  people  working  as  the  United  States? 

A.  Well,  our  diplomatic  corps  is  relatively  small;  we're  about 
6600  diplomats.  There  are  more  military  band  members  than  there  are 
diplomats . 

Q.  I've  heard  that  statistic  before. 

A.  And  I  don't  know  how  large — and  a  lot  of  diplomatic  corps 
in  Latin  America  have  large  roles  because,  in  many  countries,  public 
service  is  part  of  a  system  of  patronage.  They  don't  have 
professional  civil  services  or  foreign  service.  We  are,  though,  one 
of  the  largest  diplomatic  presences  in  Latin  America  and  in  the 
western  hemisphere. 

Q.  Spend  a  lot  on  foreign  aid? 

A.  About  a  penny  per  the  dollar  is  what  the  official  figure 
is — of  tax  dollars.  Our  foreign  aid  in  Latin  America  has  decreased 
significantly  since  the  time  of  the  Alliance  for  Progress.  It's, 
roughly,  now,  about  $1.5  billion  in  current  year. 
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Q.  But,  certainly,  the  United  States  has  a  robust  business 
capability  that  many  of  our  Latin  American  partners  would  be 
interested  in?  The - 

A.  Oh,  absolutely.  Our  Latin  American  partners  have  a  great 
interest  in  attracting  U.S.  foreign-direct  investment  and  in 
exporting  to  the  United  States. 

Q.  And  no  country  in  the  western  hemisphere  has  the  same 
amount  of  "soft  power,"  to  use  that  expression,  as  the  United  States? 

A.  It  depends  on  what  circle.  If  you  are  in  Argentina  and 
asked  that  question,  you'd  probably  get  a  different  answer.  If  you 
were  in  Canada,  you  probably  would  have  people  disagree  with  you.  My 
personal  view  is  that  the  United  States  still  remains  a  country  that 
serves  as  a  beacon  of  sorts — certainly  an  economic  beacon  for  a  lot 
of  migrants — and  still  a  beacon  that  represents  upward  social 
mobility,  but  there  are  an  awful  lot  of  Latin  American  academics — 
there  are  an  awful  lot  of  people  in  Latin  America  who  have  very  mixed 
feelings  about  the  United  States  and  see  the  United  States  as  more 
of— well,  to  use  the  language  of  the  ALBAs — ALBA  countries — more  of  a 
neo-liberal  imperial  presence  in  Latin  America.  So  our  soft  power, 
quite  frankly,  is  something  we  consciously  want  to  work  on  and 
develop  as  opposed  to  hard  military  power. 

Q.  That  opinion  that — that  opinion  about  neo-liberal  power - 

A.  Uh-huh. 
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q.  - the  negative  opinion,  essentially  coming  from  the  ALBA 

countries,  that  has  existed  for  a  while,  right? 

A.  Oh,  it  certainly— the  ALBAs  didn't  invent  it. 

Q.  Right.  It  goes  back - 

A.  Right. 

q #  - decades,  if  not  centuries  in  the  relationship  between 

the  United  States  and  Latin  American  countries? 

A.  Sure. 

Q.  What  the  ALBA  countries  have  done  is  given — breathed  into 
it  new  life. 

ADC [MAJ  HURLEY]:  Mr.  Feeley,  just  one  second.  Ma'am,  I  don't 
have  any  more  questions  in  the  open  session. 

MJ:  All  right.  Redirect? 

ATC [CPT  OVERGAARD] :  Yes,  ma'am,  just  quickly. 

REDIRECT  EXAMINATION 

Questions  by  the  assistant  trial  counsel  [CPT  OVERGAARD] : 

Q.  Now,  without  going  into  any  details  because,  again,  we  are 
in  an  open  session,  did  you  observe  any  impact  to  our  relations  with 
Latin  America  as  a  result  of  the  disclosure  of  the  purported  cables? 

A.  I  did. 

ATC [CPT  OVERGAARD]:  That's  all,  ma'am. 

MJ:  All  right.  Is  there  anything  else  we  need  to  address 

before  we  move  into  the  closed  session? 
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TC [MAJ  FEIN]:  No,  ma'am. 

ADC [MAJ  HURLEY]:  Not  from  the  defense,  ma'am. 

MJ:  All  right.  Before  I  recess  the  court - 

[The  witness  was  duly  warned  and  remained  on  the  witness  stand.] 

MJ:  We  are  not  going  to  have  another  open  session  today.  We 

will  begin  tomorrow  with  an  open  session,  is  that  correct? 

TC [MAJ  FEIN]:  Yes,  ma'am.  May  the  parties  have  a  moment? 

MJ:  Yes,  let's  talk  about  time.  All  right,  the  Court 

understands  there's  some  preparation  time  involved.  Have  the  parties 
agreed  on  a  start  time  tomorrow? 

TC [MAJ  FEIN]:  Yes,  ma'am,  0930. 

MJ:  0930? 

ADC [MAJ  HURLEY] :  Yes,  ma'am. 

MJ:  All  right. 

[The  witness  was  excused.] 

MJ:  Court  is  in  recess. 

[The  court-martial  recessed  at  1546,  1  August  2013.] 

[END  OF  PAGE] 
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[The  court-martial  was  called  to  order  at  1627,  1  August  2013.] 

MJ:  Court  is  called  to  order.  Let  the  record  reflect  all 

parties  present  when  the  court  last  recessed  are  again  present  in 
court.  The  witness  is  on  the  witness  stand.  Major  Fein,  please 
account  for  the  closed  session. 

TC [MAJ  FEIN]:  Yes,  ma’am.  This  session  is  classified  at  the 
Secret  level.  In  addition  to  the  parties,  the  Court's  paralegal, 
bailiff,  court  security  officer,  members  of  the  prosecution,  the 
defense  team,  security,  and  U.S.  government  representatives,  properly 
cleared,  are  in  the  courtroom.  Your  Honor. 

Also,  prior  to  the  start  of  this  closed  session,  the  court 
security  officer  executed  a  closed  hearing  checklist  and  that  will  be 
added  to  the  post-trial  allied  papers. 

MJ:  Proceed. 

[Mr.  Feeley  was  reminded  of  his  previous  oath  and  examination 
continued. ] 
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Questions  by  the  assistant  trial  counsel  [CPT  OVERGAARD] : 

Q.  Now,  in  the  open  session,  you  said  that  you  were  a  DCM  in 
Mexico  when  the  Department  of  State  learned  of  the  unauthorized 
disclosures? 

A.  That's  correct. 

Q.  And  did  your  Embassy  in  Mexico  take  any  initial  actions 
when  the  Mexican-related  disclosure  were  either  imminent  or  began  to 
occur? 

A.  Yes,  we  did. 

Q.  And  what  did  you  do? 

A.  I  pulled  together  a  team  of  people  to  go  through — we  began 
to  get  information  from  the  department  as  to  which  of  the  purported 
cables  would — might  be  made  public;  we  didn't  know  at  first.  And  so, 
I  pulled  together  a  team  down  there,  locally,  to  begin  to  triage  them 
and  to  see  what  was  in  those  cables  from  the  universe  of  cables  that 
Mexico — Embassy  Mexico  had  sent  within  the  time  frame  to  see  what  we 
thought  would  cause  us  trouble.  And  so  we — and  then  we  were  tasked 
to  do  that  and  to  report  back  to  Washington  what  we  found. 

Q.  And  when  was  this? 

A.  This  would  have  been — the  cables  didn't  actually  come  out — 
this  would  have  been  in  the  fall,  I  want  to  say  like  early  it  might 
have  been  a  little  more  earlier  [sic] ,  actually,  than  Thanksgiving. 

In — Thanksgiving  is  when  I  remember  the  first  cables  coming  out  in 
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Der  Spiegel,  so  it  had  to  be  a  little  bit  earlier  than  that  because 
the  department  knew  that.  The  Mexico-related  cables  didn't  come  out 
until  after  the  New  Year.  So,  it  would  have  been  through  the  fall;  I 
can't  tell  you  the  exact  date  we  started. 

Q.  Okay.  So  you  started - 

A.  It  was  upon  instruction  from  the  department  and  I'm  sure 
there's  a  record  of  it. 

Q.  And  that  was  before  the  cables  were  released? 

A.  Yes. 

Q.  Which  was,  you  said,  about  Thanksgiving  of  2010? 

A.  That's  what  I  recall. 

Q.  And  then  that  process  continued? 

A.  The  process  of  triage? 

Q.  Yes- 

A.  Yes,  it  did  because  then  we  began  to — we  got  more 
information--or  the  department,  I  assume,  got  more  information  as  to 
precisely  which  cables  and  then  we  were  able  to  go  and  look  with  more 
precision  as  to  what  we  could  expect  the  universe  of  cables  and  which 
ones  would — which  of  the  purported  cables  might  be  published  by  in 
Latin  America,  WikiLeaks  used  El  Pais ,  which  is  a  very  widely-read 
Spanish  newspaper,  but  that's  what  they  used  as  a  vehicle  for  putting 
them  out . 
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Q.  And  what  did  your  review  entail?  What  did  you  actually  do 
in  your  office? 

A.  I  had  several  of  my  officers  go  through  and  take  a  look  at 
them  and  provide,  sort  of,  quick  summaries  as  to  what  was  in  them, 
did  we  think  there  was  any  information  that  would  embarrass  the 
Mexican  government,  did  we  think  there  was  information  that  could 
possibly  put  somebody  in  physical  harm  or  jeopardy,  were  there  places 
where  we  had  written,  "Protect."  Very  frequently,  in  a  cable,  when 
you  are  told  something  by  either  government  or  a  foreign  interlocutor 
that,  if  he  gets  out  and  becomes  known,  could  put  that  person  either 
in,  again,  physical  jeopardy,  could  cause  them  to  lose  their  job, 
could  cause  them  to  have  public  embarrassment  and  shame.  So,  often 
times,  we'll  identify  the  individual  by  a  position,  if  they’re  in  the 
government.  Sometimes,  we'll  do  it  by  name  if  that’s  the  only  way  we 
can  and  then  you  sort  of  put  a  little  parentheses  right  after  the 
name  that  says,  "Protect"  or  "Close  hold."  So,  we  went  and  we  looked 
for  those. 

ADC [MAJ  HURLEY]:  Captain  Overgaard,  I’m  sorry  to  interrupt  you. 
Ma’am,  this  is  another  place  we’d  object. 

MJ:  Got  it. 

[Examination  of  the  witness  continued. ] 

Q.  And  how  long  did  that  review  last? 
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A.  We  did  the  initial  triage  at — couple  of — I  would  say  we  did 
it  on  two,  that  I  recall — two  sessions  where  it  was  several  days' 
worth — a  week's  worth.  The  first  was  when  we  had — we  didn't  have  a 
list  of  cable  numbers.  The  second  time  was  as  they  started  to  come 
out  early  in  the  New  Year  and  we  had  more  and  I  would  say  probably  a 
week  to  10  days  on  either  side  for  each  of  them. 

q.  And  how  much  time  was  spent  reviewing  these  cables? 

A.  An  estimate?  I  can't  tell  you  exactly,  but  probably,  each 

time,  three  or  four  people  in  our  political  economics  section  looking 
at  them  for  a  couple  hours  each  day  for,  maybe,  a  work  week  each  one. 
I'm  kind  of  afraid  to  do  the  math  in  public,  but - 

Q.  I'm  asking  too  much,  again. 

A.  - dozens  of  hours,  probably. 

Q.  One  moment,  please.  I  just  had  a  guestion  based  on  what 
happened  yesterday.  What  would  these  individuals  have  been  doing 
otherwise? 

A.  They  were  my,  sort  of,  core — actually,  what  I  did  was  I 
took  my  two  deputies  who,  in  each  of  those  sections — there  were  two, 
three — and  I  reviewed  them,  so  there  were  four  or  five  of  us.  What 
they  would  have  been  doing,  otherwise,  is  their  day  job  which 
consists  of,  for  a  political  or  economic  officer,  they  have  a 
portfolio  of  issues  that  they  track,  so  meetings  with  foreign 
government  officials,  meeting  with  private  sector,  writing  up  more 
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cables,  analysis  based  on  whatever  the  issues  they  were  covering  it 
time  it  required,  participating  in  internal  Embassy  functions,  things 
of  that  nature,  attending  diplomatic  functions  outside  the  Embassy 
hosted  by  other  countries,  other  embassies,  sort  of  what  we  call, 
"being  on  the  diplomatic  circuit,"  talking  to  others— I  mean— their 
day  jobs,  in  fact,  as  a  diplomat. 

Q.  So  did  this — so  did  reviewing  these  cables  Impact  the 
primary  mission  of  those  analyzing  the  WHA  cables? 

A.  It  took  time  out  from  when  they — it  took  time  away — I  mean, 
you've  only  got  so  many  hours  in  a  day  you  can  work,  so  it  detracted 
from  them  doing  what  was  in  their  work  requirement  statements. 

Nobody  had  this  included  as  a  task.  We  always  put  a— in  everybody's 
work  requirement  statements,  as  a  foreign  service  type,  you  put, 
"other  duties  as  assigned, "  so  this  became  an  "other  duty  as 
assigned, "  but  it  did  detract  from  the  time  and  the  energy  they  were 
able  to  spend  on  their  regular  duties. 

Q.  And  you  talked  about,  in  the  open  session,  your  experience 
with  drafting  cables  and  reviewing  cables.  Did  the  unauthorized 
release  of  all  these  cables  change  how  WHA,  in  particular,  Latin 
America,  reported  in  subsequent  cables? 

A.  Oh,  yes.  The  release  of  the  purported  cables  had  a 
chilling  effect,  both  on  our  diplomatic  relations,  but  also  on  the 
manner  in  which,  we  reported  home  in  cables.  There  was  a  I,  myself. 
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felt  a  reticence  to  include  in  cable  format  especially  in  the  early 
days — to  include  particularly  sensitive  conversations  that  I  had. 

Once  it  became  really  clear  and  we,  in  the  field — perhaps  in 
Washington,  they  knew  sooner — we  in  the  field  didn't  know,  right 
away,  whether  or  not  this  was  a  one-time  release  of  purported  cables 
were  whether  there  was  a  systemic  on-going  problem  and  so  he  changed- 
-it  also  changed — the  fear  of  future  leaks  led  us  to  be — kind  of  pull 
our  punches  a  little  bit  more,  especially  in  comment  sections.  You 
didn’t  want  to,  sort  of,  put  yourself  out  there  as:  the  horserace  or 
making  an  assessment  because  there  was  the  fear  that,  if  it  were  to 
come  out,  you  could  either — you  could  embarrass  somebody,  you  could 
hurt  the  relationship. 

Q.  And  why  is  it  important  to  include  the  personal  commentary? 

A.  Because,  otherwise,  there  is  no  reason  for  us  to  go 
overseas.  I  mean,  the  way  it  used  to  be  that  cables  really  were 
handwritten  or  typed  and  they  were  the  only  news  that  Washington  or 
the  State  Department  received  about  events  overseas. 

With  the  advent  of  telecommunications  technology  and 
instant  communications  and  images,  but  we  now  find  is  that  the 
purpose  of  the  cable  has  morphed,  over  my  career,  certainly.  The 
fact  of  something  exploding  or  the  fact  a  particularly  important  vote 
happening  is  reported  by  CNN  far  faster  than  a  diplomatic  cable  would 
be  sent.  The  purpose  of  that  diplomatic  cable  is  to  explain  what 
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happens,  what  the  context  was  around,  what  do  we  think,  what's  our 
you  know,  they're  snapshots,  they're  not  meant  to  be  stone  tablets  of 
absolute  objective  truth.  They  are  snapshots  of  what's  going  on  and 
our  best  analysis,  based  on  our  expertise,  of  why  something  is 
happening  and  what  does  it  mean  for  American  interests,  and, 
frequently,  our  proposals  for  how  we  should  act  about  events  around 
the  world.  So,  that's — the  reason  you  send  us  over  is  so  that  you 
have  a  penchant — human  being  who  speaks  the  language,  understands  the 
culture,  knows  the  contacts,  and  is  able  to  make  sense  of  what, 
frequently,  could  just  be  fragmentary  images  on  a  screen  capture  by  a 
cell  phone  camera. 

Q.  And,  overall,  how  did  this  disclosure  impact  the  U.S. 
ability  to  pursue  its  objectives  in  Latin  America? 

A.  It  had  a  very  corrosive  effect  on  the  trust  and  confidence- 
-the  levels  of  trust  and  confidence  that  we  have  worked  assiduously 
to  establish  with  several  audiences:  host  government  interlocutors, 
civil  society  interlocutors,  journalists,  academics. 

Basically,  the  people  in  a  certain  country  have  an  image  of 
the  United  States  and,  in  general,  that  image  is  something  that  we 
have  to  actively  cultivate — we  have  to  actively  work  to  shape  in 
support  of  American  interests.  It  doesn't  always  mean  that  the 
statement  that  defense  read  earlier— not  all  countries  like  us,  not 
all  countries  want  to  be  our  friend,  but  we  feel  very  strong,  in  the 
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State  Department — for  several  administrations,  now,  it's  not 
partisan — that  part  of  our  work  is  people-to-people  diplomacy.  And 
so,  how  the  ordinary — as  the  world  becomes  more  democratic— certainly 
as  Latin  America — let  me  just  confine  my  comments  there — certainly, 
as  Latin  America  has  become  more  democratic,  the  role  of  average 
citizens,  as  compared  to  the  role  elites  and  decision-makers  in 
societies,  is  frequently  as  important  as  those  elites.  So,  our  job 
has  changed  over  time  in  Latin  America  as  it  has  become  more 
democratic . 

We  used  to  focus  much  more  just  the  governing  elites,  the 
chattering  class,  the  business  executives.  Now,  we  have  a  very,  very 
robust  and  aggressive  soft  diplomacy  "Smart  diplomacy,'  Hillary 
Clinton  called  it — outreach. 

So,  the  release  of  the  purported  cables  gave  anybody  who 
could  read  a  newspaper  a  view  into  the  things  that  we  didn't  want  to 
say  publicly,  that  we —  the  harsher  or  the  more  critical  assessments 
that  we  made  in  those  cables  about  their  country,  their  government, 
what  their  leaders  were  doing;  that  was  all  put  out  there.  And  what 
that  did  was  it  had  the  effect  of  eroding  the  trust,  eroding  the 
access,  eroding  the  influence  that  we  have  tried  to  establish. 

Q.  And  what  was  the  most  significant  overall  cost  in  Latin 
America  at  the  time  of  the  unauthorized  releases? 
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A.  Well,  the — you  know.  It's  kind  of  like  a  smoker  who  smokes 
for  30  years.  You're  damaging  the  heart  over  time,  but  you  may  not 
see  that  heart  attack  until  30  years  later.  The  immediate  heart 
attack  was  the  PNG,  or  persona  non  grata  expulsion  of  our  ambassador 
in  Quito,  Ecuador.  And  the  Ecuadorian  government  openly  said,  "We've 
read  what  she  wrote  in  WikiLeaks.  We  find  that  absolutely— we  find 
it  untenable  to  keep  her  here  as  an  Ambassador,"  and,  under  the 
Vienna  Convention  on  Diplomatic  and  Consular  Relations,  PNG  persona 
non  grata  literally  means  "person  not  welcome" — a  host  government  can 
kick  an  ambassador  out  at  anytime.  All  host  governments  give  what's 
called  Au  Gramant,  an  old  French  word  that  means  they  give  an  okay 
before  that  ambassador  shows  up,  based  on  the  ambassador's  biography, 
what  they've  done,  and  you  can  withhold  Au  Gramant  and  never  even  let 
an  ambassador — a  particular  ambassador  come  into  a  country  for 
whatever  reason.  And  that's  done,  not  very  frequently,  but  that's 
done.  Persona  non  grata  is  very  rarely  done  because  it,  effectively, 
is  sort  of  signaling,  "That's  it,  we're  breaking  up.  It's  the  end  of 
the  relationship, "  even  though  the  Embassy  stays  open,  the 

MJ:  Yes?  Just  a  moment. 

ADC [MAJ  HURLEY]:  Just — I'm  sorry  to  interrupt,  Mr.  Feeley,  same 
obj  ection. 

MJ:  Qkay.  Go  ahead.. 
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[Examination  of  the  witness  continued.] 

A.  Even  though  the  Embassy  stays  open  and  there  are  people  in 
the  Embassy  working,  the  figure  of  the  ambassador  is  one  that,  in 
diplomacy,  is  absolutely  primordial  to  how  we  have  access. 

Q.  So,  in  your  opinion.  Ambassador  Hodges  was  PNG'd  as  a 
result  of  WikiLeaks. 

A.  Yes. 

Q.  And  how  did  that — why  is  it  important  for  the  U.S.  to 
engage,  diplomatically,  with  Ecuador? 

A.  It’s  important  for  the  United  States,  in  my  opinion,  to 
engage,  diplomatically,  with  any  country  we  can  for — not  simply 
don't  think  of  it  so  much  in  sort  of  rail  politic  terms.  Ecuador  is 
an  exporter  of  oil.  Ecuador  is  the  world's  largest  supplier  of 
bananas.  And  you  could  go  through  and  find  individual  little  things 
that  would  say  we  would  hurt  the,  you  know,  banana  consumption  in  the 
United  States,  but  I,  guite  frankly,  believe  that  that  trivializes 
why  we  should  engage.  We  should  engage  because  we  have  a  national 
interest  in  communicating  to  the  people  of  Ecuador  and  its  government 
what  our  values  are — what  U.S.  values  are  that  speak  to  democracy, 
human  right,  good  governance,  economic  stewardship,  prosperity.  And 
so,  when  you  lose  that  opportunity  to  do  that,  it’s  as  though  you 
have  lost  an  essential  communication  with  an  entire  population  and 
that,  simply,  is  not  in  our  interest  because  what  happens  in  that 
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vacuum— where  it  happens— I’m  sorry,  not  in  a  vacuum,  but— there  is 
no  vacuum— governments  that  are  inimical  to  U.S.  values  and  our 
objectives  fill  the  void 

Ecuador  undeniably  became  more  radically  vocal  in  terms  of  its 
participation  in  ALBA— in  terms  of  the  anti-American  discourse  of  its 
president  and  its  leaders  in  the  post-WikiLeaks  era. 

Q.  And  does  the  U.S.  have  any  specific  national  security 
interests  or  concerns  in  Ecuador? 

A.  We  do.  Ecuador  is  a  country  that  has  it  borders  Columbia. 
Columbia  has  the  oldest  guerrilla  insurrection  on-going  in  the 
hemisphere:  the  FARC,  the  Armed  Revolutionary  Forces  of  Columbia. 


Ecuador  is  also,  interestingly,  a  transit  country  that  for 
a  lot  of  migrants — illegal  and  undocumented  migrants  as  a  result  of 
Cuba's— and  this  happened  2  years  after  the  episode— the  WikiLeaks 
episode — but  Cuba  just  recently  relaxed  its  travel  standards  for  its 
citizens.  Previously,  you  had  to  get  an  exit  visa,  now  you  don't. 
Ecuador  has  visa-less  entry  for  Cubans. 
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Q.  And  after  Ambassador  Hodges'  expulsion,  how  long  did  the 
U.S.  not  have  an  ambassador  in  Ecuador? 

A.  I  don't  know,  exactly.  We  put  an  ambassador — because  I 
honestly  don't  recall — well,  it  had  to  have  been  in  January  2010  that 
we  put  an  ambassador  back  in  there.  We  currently  have  Ambassador 
Namm  and  he  went  back  last  summer — about  18  months. 

Q.  And  why  did  it  take  so  long  for  another  ambassador  to  be 
selected? 

A.  Because  there  were  some  very  difficult  conversations  with 
the  Ecuadorians  after  the  purported  cables  had  been  leaked  and  many 
of  the  unfavorable  opinions  and  the  critical  opinions  expressed  about 
the  Ecuadorian  government  and  their  hostile  posture  toward  the  United 
States  business  interests  and  diplomatic  interests.  They  were  not 
sure  they  wanted  a  U.S.  ambassador  and  we  worked  with  them  to  attempt 
to--and  did,  ultimately  and  successfully,  convince  them  that  we  may 
have  differences  of  opinion,  but  the  dialogue  is  important;  it's 
important  to  keep  talking.  We  don't  have  to  agree  on  everything,  but 
we  talk  most  effectively  through  diplomatic  channels  when  we  have 
ambassadors  resident  in  each  country. 
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And,  in  diplomacy,  you  almost  always  do  everything  based  on 
reciprocity  and  so  that  meant,  of  course,  that  we  would  accept  an 
Ecuadorian  ambassador  here,  in  Washington.  And  that  also  happened 
last  summer. 

Q.  And  once  the  new  ambassador  was  in  place,  did  cooperation 
improve  at  all  with  Ecuador? 

A. 


Q. 


A. 
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Q.  And  why  is  it  important  to  have  an  ambassador  in  a  country 
— that  we  don't  have  a  great  relationship 

with? 

A.  For  the  same  reason  it  was  important  to  keep  and  ambassador 
in  the  Soviet  Union  for  over  50  years.  Because  the  Soviet  Union  had, 
you  know,  nuclear-tip  missiles  pointed  at  us,  it  was  an  existential 
threat. 


and  the  United  States  holds,  as  a  value,  dialogue. 
Democracies,  historically,  tend  not  to  invade  one  another.  They  tend 
to  work  out  their  problems  through  dialogue.  It  doesn't  mean  you 
always  agree,  but  having  that  ambassador  there  means  that  you  have 
the  internationally-recognized  and  Vienna  Convention-codified  highest 
level  of  representation. 

Q.  And  would  the  State  Department  be  aware  of  initiatives  or 
activities  of  other  U.S.  government  agencies  in  Ecuador  at  the  time? 

A.  Oh,  absolutely.  The  ambassador — an  ambassador  is  also 
called  a  "Chief  of  Mission"  and  when  the  ambassador  gets  that  letter 
from  the  president  that  sends  him  or  her  to  a  foreign  country, 
everything  that  happens  under  the  aegis  of  the  U.S.  federal 
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government,  as  long  as  we're  not  in  a  state  of  war,  is  the 
responsibility  of  that  ambassador.  There  is  something  called  a 
"country  team"  that  ambassadors  and  charges  run  which  is  every  agency 
that  is  resident  in  that  country — and  even  those  agencies  that  aren't 
resident  but  that  send  temporary  duty-types  down  to  work  with — 
frequently  with  technical  counterparts  in  a  host  government — they  are 
obligated  to  come  fully  clean  and  inform  the  ambassador  and  inform 
the  front  office — we  call  it,  the  ambassador  and  DCM — as  to  the 
purpose  of  their  mission.  The  ambassador  can  decide  whether  or  not 
to  allow  that  go  forward.  We  have  something  called  a  "country 
clearance  system,"  so  not  all — not  frequently,  but  on  occasion,  I, 
myself,  have  thought  that  it  was  an  inopportune  time  for  a  particular 
agency  to  come  to  Mexico  and  do  a  certain  activity  with  Mexican 
counterparts,  for  whatever  reason — and,  generally,  you  don't  want  to 
just  sort  of  send,  bureaucratically,  back  the  denied  country 
clearance,  but  you  pick  up  the  phone  and  you  call  them.  So,  yeah, 
the  ambassador  knows — is  supposed  to  know  everything  that  happens. 

Q.  So  who — can  you  give  some  specific  examples  of  who  would  be 
represented  on  a  country  team? 

A.  Certainly.  We  call  it — they're  called  by  different  names: 
attaches,  delegates,  representatives,  section  chiefs,  but,  basically, 
every  State  Department  office — and  there  are  usually  five  of  them. 
It's  the  Consular  Chief — the  person  who  runs  the  consulate,  they're 
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called  a  Consul  General — it's  the  management  officer.  That's  kind  of 
like,  in  the  military,  the  S-l.  Think  of  it — if  you  think  of  a  joint 
staff,  it's  like  your  one  through  your  nine  kind  of  thing. 

MJ:  Yes? 

ADC [MAJ  HURLEY]:  Pardon  me,  Mr.  Feeley.  Ma'am,  same  objection, 
relevance  of  this  particular  information. 

M J :  Are  you  building  a  foundation? 

ATC [ CPT  OVERGAARD] :  Yes,  ma'am. 

MJ:  Overruled. 

[Examination  of  the  witness  continued.] 

A.  So  you  have  all  of  them  from  the  State  Department  and  then 
you  usually  have  the  senior  person,  the  attach^  or  the  regional 
director  for  all  of  the  other  agencies  who  are  resident.  It  can  be 
anything  from  seven  to  eight,  in  some  smaller  embassies.  In  the 
Embassy  in  Mexico  City,  it  was  37  different  agencies  that  were — 37 
different  agencies  and  sections  that  were  represented.  So,  DEA,  FBI, 
Foreign  Agriculture  Service,  TSA;  kind  of  the  alphabet  soup  of  the 
American  federal  government. 

Q.  And  then  who  heads  that  country  team? 

A.  The  ambassador. 

Q.  Are  you  aware  of  any  impact  to  initiatives  that  other 
members  of  the  Ecuador  country  teams  were  working  on  at  the  time  of 
the  leaks? 
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A.  We  saw  a  serious  decrease  in  cooperation  with  the 
Ecuadorian  military  in  the  wake.  I  can't  say  it  was  immediately 
right  after,  but  in  the  wake  of  WikiLeaks, 


Q.  So  what  was  the  role  of  the  DEA  in  Ecuador  at  the  time? 

A.  Same  role  as  it  is  everywhere;  it  is  to  work  in 
coordination  with  host  government  counter-narcotics  police  to  build 
cases  against  narcotics  traffickers  who  seek  to  export  narcotics, 
illegally,  to  the  United  States.  They  have  a  role  that's  very 
different  than  what's  called  "INL, "  the  State  Department's  Bureau  of 
International  Narcotics  and  Law  Enforcement  which  is  to  build  the 
long-term  capacity  of  those  institutions  of  law  and  order  or 
specialized  institutions  of  drugs  or  counter-terrorism.  DEA, 
basically,  makes  cases.  They  work  with  AUSAs  throughout  the  United 
States  to  build  cases,  to  bring  indictments  against  foreign  drug 
traffickers . 
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Q.  And  you  mentioned  there  was  a  chilling  effect  on  the  effort 
by  the  DEA.  Why  is  that  important  in  Ecuador — or  why  is  our  DEA 
effort  important  in  Ecuador? 

A. 


Q.  And  you  also  mentioned  that  there  is  an  impact  on  some 
counterterrorism  funding? 

A.  Uh-huh. 

Q.  Can  you  explain  what  that  is? 

ADC [MAJ  HURLEY]:  Ma'am,  we  would  object  to — the  basis  of  Mr. 
Feeley's  testimony  must  be  hearsay.  From  what  I  understand  of  his 
timeline,  that  this  is  when  he  was  the  Deputy  Chief  of  Mission  or 
charge  in  Mexico,  so  it's — it  was  reports,  one  assumes,  that  he 
received  either  in  that  capacity  or  since  he's  become  the  PDAS  for 
Western  Affairs,  so  our  objection  would  be  hearsay. 

MJ:  All  right.  What's  your  response? 
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ATC [CPT  OVERGAARD] :  It's  the  basis  for  his  expert  opinion, 
ma'am.  We're  not  going  to — we're  not - 

M J :  Well,  I  asked  you — I  told  you  before,  on  direct 
examination,  you  can  get  his  opinion  but  not  the  underlying  hearsay 
for  it. 

ATC [CPT  OVERGAARD]:  Yes,  ma'am. 

[Examination  of  the  witness  continued.] 

Q. 

MJ: 

Q- 

A. 

Q. 


A. 

ADC [MAJ  HURLEY]:  Again,  ma'am,  it's  the  same  objection, 
hearsay.  He  must  have  been — that  was  the  subject  of  reports. 

MJ:  No,  that's  his  opinion.  Overruled. 

[Examination  of  the  witness  continued.] 

Q.  Now,  getting  back  to  Mexico,  where  you  were,  at  the  time  of 
the  leaks,  are  you  aware  of  any  impacts  in  Mexico  because  of  the 
leaks? 
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1  A.  Yes.  The  ambassador  was  not  PNG'd  formally,  but  the,  then, 

2  President  of  Mexico  made  several  very  high-profile  press  statements 

3  and  gave  several  interviews  with  the  explicit  purpose  of  expressing 

4  his  disagreement  with  what  the  ambassador — or  that  the  ambassador's 

5  Embassy  had  written  in  a  purported  cable  regarding  the  Mexican 

6  military  and  that  he  had  lost  confidence  in  the  ambassador.  And  he 

7  never  went  so  far  as  to  say  that  he  would  formally  ask  him  to  leave, 

8  which  would  be  a  PNG,  but  he  left  it  hanging  that  he  had  no  intention 

9  of  dealing  with  him  and  that — he  was  putting  him — the  way  the  papers 

10  put  it,  there,  he  was  putting  him  and  our  Embassy  on  ice. 

11  Q.  And  did  he--did  the  president  meet  with  the  ambassador 

12  after  that? 

13  A.  No. 

14  Q.  And  what  are — I  guess — what  are  some  of  our  key  national 

15  interests  and  objectives  in  Mexico? 

16  A.  You  name  them.  My  personal  opinion  is  that  it's  the  country 

17  of  most  strategic  significance  to  the  people  of  the  United  States. 

18  Maybe  not  the  foreign  policy  cognoscenti,  but  Mexico  is  our  number 

19  three  trade  partner.  Mexican  jobs — or,  I'm  sorry,  Mexican  commerce 

20  amounts  to  over  a  billion  dollars  a  day  that  comes  across  our  border. 

21  Mexico  is  a  supplier  of  energy  to  the  United  States;  one  of  the  main 

22  ones  in  terms  of  petroleum. 
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We  share  a  2, 000-mile  border  that  is  a  source  for 


2  significant  undocumented  migration.  Much  of  that  migration  is 

3  performed  by  Mexican  drug  cartels  that  are  taking  a  lot  of  the 

4  cocaine  and  methamphet amine,  the  heroine  that  is  made  in  Mexico — the 

5  cocaine,  obviously,  comes  up  from  the  Andes — and  bringing  it  into  the 

6  United  States. 

7  Mexico  is  also  a  country  of  enormous  opportunity.  If  you 

8  eat  a  salad  between  November  and  March,  you’re  eating  something  made 

9  in  Mexico.  There  is  a  growing  aerospace  industry  in  Queretaro. 

10  There  is — many  times,  call  centers  in  the  United  States  are  in 

11  Mexico.  It's  just  a  plethora  of  sister-city  relationship.  I  would 

12  argue  that,  if  you  look  at  the  United  States  and  the  manner  in  which 

13  our  very  demography  is  changing  with  the  growth  of  the  Hispanic 

14  community  which  is  primarily  of  Mexican  descent — first,  second,  or 

15  third  generation — we  are,  de  facto,  becoming  more  Hispanicized  [sic] . 

16  All  of  that  leads  to  an  enormously  complex,  multifaceted,  deep,  and 

17  sort  of  inextricably  bound  up  relationship  and  you  put  on  top  of  that 

18  Mexico's  historical  suspicion  of  the  United  States,  its  enmity  for 

19  what  it  perceived,  in  1848,  as  an  unwarranted,  unfair  U.S.  land-grab 

20  for  about  a  third  of  its  northern  territory,  the  1938  nationalization 

21  of  standard  oil,  and  you  have  an  ingrained,  almost  taught,  sense  of 

22  reflexive  anti-Americanism  among  Mexicans.  It  sounds  like  cognitive 

23  dissonance,  because  it  co-exists  along  with  one  of  the  most 
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productive  and  vitally — economically  vital  relationships  that  we 
have,  but  that's  the  nature  of  it. 

Q.  And,  despite  these — and  despite  this  complex  relationship 
and  these  suspicions,  what  was  our  relationship  with  Mexico  like 
before  WikiLeaks? 

A.  It  was  on  an  upward  trajectory.  The — Felipe  Calderon  came 
into  office  in  2006.  He  was  the — only  the  second  president  from  an 
opposition  party.  The  other  party — the  other  main  party  had  held 
power  for  over  70  years. 
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10  In  2006,  President  Calderon  came  in.  He  won  a  very,  very 

11  narrow  election,  didn't  have  a  tremendously  strong  mandate,  and  he 

12  made  a  very  principled  decision  that  he  was  going  to  take  the  weight 

13  of  the  Mexican  state  and  he  was  going  to  focus  it  on  minimizing  the 

14  public  and  national  security  threat  that  these  gangs — that  these 

15  cartels  represented.  And,  in  a  very  unprecedented  move  that  I  think 

16  really — and  the  future  will  be  seen  as  a  watershed--he  not  only 

17  invited  the  United  States  to  participate,  he  sort  of  instructed  us 

18  that  it  was  our  consumption  in  the  United  States  that  was  partially 

19  the  cause  of  the  death  and  the  ripping  apart  of  the  social  fabric  and 

20  the  corruption  in  Mexico.  So,  not  only  were  we  invited,  but  we  had 

21  an  obligation.  We  heard  this,  it  made  very  good  sense  to  us,  and  we 

22  took  full  advantage  of  it.  And,  between  2006  and— or  really  the 

23  Merida  Initiative  was  born  of  that  newfound  partnership. 
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1  Q.  So,  with  that  partnership,  before  WikiLeaks,  how  frequently 

2  was  the  ambassador  in  contact  with  President  Calderon? 

3  A.  He  didn’t  spend  a  lot — he  had  gotten  there  only  a  little 

4  bit  before,  so  he'd  had  a  couple  of  meetings  with  him,  but  it's  not 

5  fair  to  say  he  was  talking  to  him,  you  know,  on  a  regular  basis.  He 

6  had  taken — he  met  him  when  he  first  checked,  he  had  done— he'd  been 

7  invited  on  his  plane,  once,  where  they  discussed  the — they  went  up  to 

8  Juarez,  which,  at  the  time  was  the  most  violent  city  in  the  Western 

9  Hemisphere — they  discussed  partnering  with  Merida  and  implementing 

10  it,  and  then  it  sort  of  began  and — WikiLeaks  began  and  he  never  saw 

11  him  again. 

12  We  continued  below  that  level;  we  continued  to  work  with 

13  our  Mexican  partners,  but  it  was  incredibly  difficult  and  it  was — it 

14  slowed  an  awful  lot  of  our  activities  down. 

15  Q.  And  who  filled  in  for  Ambassador  Pascual  when  he  was,  I 

16  guess — what  term  did  you  use?  Kind  of  frozen  out  of  the - 

17  A.  He - 

18  Q.  - the  ambassador? 

19  A.  Well,  he  stayed.  I  mean,  it  took  a  while.  He  was— 

20  because,  again,  the  nature  of  diplomacy  is  that  you're  patient.  It's 

21  not  kinetic  like  military  activities,  so  we  were  waiting  and  watching 

22  to  see  if  circumstances  would  change..  He — in  the  beginning  of  ’ll  — 

23  yeah  the  beginning — yes,  it  was — the  beginning  of  'll  was  when  it 
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really  got  bad  and  we  had  the  daily  news  reports  and  his  face  in  the 
newspaper  everyday  and  it  took  several  months  before  he  and  Secretary 
Clinton — former  Secretary  of  State  Clinton  came  to  the  conclusion 
that  we  were  not  going  to  be  able  to  weather  this  and  Carlos  Pascual 
made  the — I  think — the  very  principled  and  painful  decision  to  resign 
as  ambassador  and  that's  what  he  did. 

Q.  And,  to  your  knowledge,  was  that  because  of  WikiLeaks? 

A.  It  was  absolutely  because  of  WikiLeaks. 

Q.  What  was  your  position  at  the  time? 

A.  I  was  his  number  two;  his  Deputy  Chief  of  Mission. 

Q.  So  did  you  become  charge - 

A.  Yes. 

Q.  — — and  fill  in  for - 

A.  Uh-huh. 

Q.  So  did  you — after  the  ambassador  left,  what  was  your 
relationship  like  with  the  president? 

A.  I  never  saw  the  president.  I,  immediately — well,  not 
immediately — I  mean,  then  during  the  period — we  all  kind  of  knew — or, 
I  think  I  should  say — the  ambassador  and  I  suspected  that  this  is  how 
it  would  turn  out.  During  that  time,  I  had  a  range  of  government 
contacts,  both  from  the  presidency  and  the  foreign  ministry,  across 
all  of  the  police  and  military  agencies  and  I  had — in  my  private, 
informal  conversations  with  them,  I  had  sort  of  ascertained  that  I 
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1  was  not  considered  radioactive;  that  the  president  just  really  wanted 

2  the  ambassador  to  leave,  but  that  if  I  stayed — obviously,  I  wasn't 

3  ambassadorial  rank,  so  he  would  have  the  public  relations  victory,  in 

4  his  mind,  of  driving  out  a  11,. S.  ambassador  and  then  not  having  to 

5  really  deal  with  us;  to  allow  the  relationship  to  be  dealt  with  with 

6  the  United  States,  which  is,  by  far,  Mexico's  most  important 

7  relationship,  to  be  dealt  with  at  a  lower  level. 

8  ADG [MAJ  HURLEY]:  Ma'am,  we'd  object  as  to  hearsay  as  to  the 

9  reports  of  the  conversations  that  he  had  with  his  Mexican 

10  counterparts. 

11  MJ:  Overruled.  That  part  of  the  basis  of  his  opinion  under 

12  M.R.E.  703,  the  Court  finds  that  the  probative  value  in  helping  the 

13  fact-finder  evaluate  the  opinion  substantially  outweighs  the 

14  prejudicial  effect. 

15  Go  ahead. 

16  [Examination  of  the  witness  continued.] 

17  Q.  And  did  the  president  meet  with  you? 

18  A.  The  president  met  with  me  only  when  I  would  bring  high 

19  level  visitors.  I  met  with  him  with — and  I — meaning,  I  was  in  the 

20  room  and  I  escorted  visiting  congressmen,  visiting  governors, 

21  visiting  mayors,  one  or  two  cabinet  secretaries,  but  I  did  not  have 

22  a — certainly  didn't  have  a  one-on-one  relationship  with  him  and  I 
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1  didn't  do  anything  other  than  exchange  pleasantries  or  participate  in 

2  a  roundtable  conversation  when  these  high  level  visitors  came. 

3  Q.  And  was  that  the  same  with  the  foreign  minister? 

4  A.  No,  no,  the  foreign  minister  would  meet — she  would  meet 

5  with  me  not  very  frequently.  Again,  the  Mexicans  are  very  protocol- 

6  conscious  and  I  was  not  the  ambassador,  but  there  were  two  or  three 

7  occasions  where  I  needed  to  communicate  something  to  her  from  either 

8  Secretary  Clinton — for  example,  the  announcement  that  a  new 

9  ambassador  would  be  sent — I  did  meet  with  her  very  briefly  and  know 

10  that.  But  my  day-to-day  was  with  her  undersecretary  for  North 

11  America. 

12  Q.  So  that— that  would  have  been  over  a  year  later? 

13  A.  No,  it  was — Pascual  left  in  May  and  Wayne,  the  new 

14  ambassador - 

15  MJ:  May  of  what  year? 

16  WIT:  May  of — make  sure  I  get  it  right — May  of  'll  and  Wayne  came 

17  in  September  of  'll. 

18  [Examination  of  the  witness  continued.] 

19  Q.  Were  your  relationship - 

20  MJ:  So,  that's  another  ambassador? 

21  WIT:  Yes,  ma'am. 

Q.  Or  your  relationships  with  the  Mexican  government  officials 

23  equally  effective  after  WikiLeaks? 
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1  A.  It  was  a  very  interesting  time.  I,  personally — I'd  served 

2  in  Mexico  before,  I  knew  many  of  them,  I  had  built  up  a  great 

3  personal  reserve  of  trust,  confidence,  even  friendship  with  many  of 

4  them,  and  so,  again  it  sounds  like  cognitive  dissonance,  but  this  is 

5  how  it  happened.  On  a  personal  level,  the  professional  diplomats 

6  didn't  bear  any  animus  towards  me  on  a  personal  level.  I  would  still 

7  be  able  to  sort  of — they  asked  me  not  to  be  seen  in  public  as  much 

8  with  me,  so  lunches  or  things  like  that,  but  they'd  still  see  me. 

9  On  a  professional  level,  i.t  was  decidedly  more  formal  than 

10  it  had  been  in  the  past.  They'd  still  see  me  and  we  still  got  a  lot 

11  of  work  done.  Much  of  the  work  that  I  testified  to  in  the  open 

12  session  about  the  good  relationship  with  Mexico,  we  did  get  a  lot 

13  done,  but  the  opportunity  cost  of  how  much  more  we  could  have  gotten 

14  done  is  where  I  would  assess  that  some  of  the  greatest  damage 

15  happened. 

16  Q.  And  when  you  talk  about  opportunity  costs,  were  there  any 

17  specific  programs  or  initiatives  that  were  affected  as  a  result? 

18  A.  There  was  one - 

19  MJ:  Yes? 

20  ADC [ MA J  HURLEY]:  I'm  sorry,  we  would  object  as  to  the 

21  relevance.  Specifically,  we  would  cite  Payne  versus  Tennessee,  which 

22  is  the  case  we've  cited  before  about  the  specific  nature  of  the  harm 

23  and  how  the  opportunity  cost  is  too  vague  to  satisfy  that  mandate. 
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1  MJ:  What’s  your  question,  again? 

2  ATC[CPT  OVERGAARD] :  Which  specific  programs  or  initiatives  were 

3  affected  as  a  result  of  the,  basically,  chilled  relationships  with 

4  Mexico? 

5  MJ:  All  right.  I'm  going  to  overrule  that.  Go  ahead. 

6  [Examination  of  the  witness  continued.] 

7  A. 
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7  The  cooperation  with  the  new  government — now,  Calderon  left 

8  office — President  Calderon  left  office  in  December  of  2012;  a  new 

9  government  came  in.  What  I  said  in  public  testimony  and  the  Congress 

10  is  absolutely  true,  on  a  rhetorical  level,  they  have  pledged 

11  continuing  cooperation.  They  don't  want  to  do  as  much  of  that  kind 

12  of  intelligence-driven,  kinetic,  frontal  assault  on  armed  cartels. 

13  They  would  rather  focus  their  strategy  on  prevention  and  education 

14  and  strengthening  their  judicial  system;  sort  of  addressing  the  root 

15  causes  and  the  long-term  solutions. 

16  We  support  that  in  the  sense  that  you  can't  just  do  what's 

17  called,  "Kingpin  Strategy,"  or  " HVT  Strategy."  On  its  own,  that,  by 

18  itself,  is  never  going  to  eliminate  a  terrorist  or  a  criminal  threat; 

19  you  have  to  do  both  at  the  same  time. 
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Q.  So,  in  your  opinion,  the  chilled  relationship  that  was  a 
result  of  WikiLeaks  impacted,  at  least,  the  trust  between  the  Mexican 
government  and  the  United  States? 

A.  Yes,  it  would — I  would  not  say  it  was  the  only  factor,  but 
it  was  a  significant  factor. 

Q.  You  talked  about  the  Merida  Initiative  as  well. 

A.  Uh-huh. 

Q.  Was  that  initiative,  at  all,  impacted  by  WikiLeaks? 

A.  Yes.  The  way  that  was  impacted — under  Merida,  there  were — 
there  are,  still,  four  pillars;  four  main  lines  of  action. 
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Q.  So  what  was  the  impact  to  the  initiative? 

A.  The  impact — that  it  was  much  more  difficult  to  execute  the 
various — 149,  if  I  recall  correct — 149  lines  of  action  under  Merida 
very  concretely. 
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ADC [MAJ  HURLEY] :  Mr.  Feeley - 

MJ:  Yes? 

ADC [MAJ  HURLEY] :  If  I  may,  just — if  this  is  the  underlying 
basis  for  his  opinion,  he  rendered  his  opinion  and  we  would  just  go 
with  the  Court's  direction  as  to  limiting  this  sort  of  factual  data 
that  underlies  this  basis. 

ATC [ CPT  OVERGAARD] :  He's  testifying  about  his  first-hand 
knowledge  which  underlines  his - 

MJ:  Well,  there's  not — it's — the  hearsay  piece — there's  not  a 
hearsay  piece;  he's  talking  about  his  own  observations,  so  he  can 
testify  about  non-hearsay  factual  data. 

ADC [MAJ  HURLEY] :  Yes,  ma'am. 

MJ:  Go  ahead. 

[Examination  of  the  witness  continued.] 

A. 
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1  So  it  affected  it  in  that  way  which  is — you  could 

2  argue  is  symbolically,  but  symbolism  translates  in  politics  into 

3  willingness  to  engage  and  implement. 

4  It  affected  it  in  another  way.  We  had  something  that  I 

5  ran--there  were  three  levels  of  implementation  for  Merida:  the 

6  bilateral  implementation  working  group  which  was  the  day-to-day 

7  management  and  I  ran  that  with  my  counterpart  in  the  foreign 

8  ministry,  the  undersecretary  that  I  talked  to.  Then  there  was  a 

9  level  at  sort  of  the — at  the  deputy's,  here  in  the  United  States,  and 

10  that  was  run  by  former  White  House  Deputy  of  National  Security 

11  Adviser  John  Brennan.  We  called  that  the  "Policy  Coordinating 

12  Group. " 

13  And  then  there  was  something  called,  "The  High  Level 

14  Group,"  and  that  was  run  by  the  two  foreign  secretaries. 
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Q.  Sir,  are  you  familiar  with  the  Leahy  Vetting  Process? 

A.  I  am. 

Q.  And  were  some  of  the — were  cables  drafted  that  included  the 
information? 

A.  Yeah. 

Q.  Well - 

A.  And  the - 

Q.  - can  you  explain  to  us  what  the  Leahy  Vetting  Process 

is? 

A.  Sure.  Leahy  Vetting  is  a — is  U.S.  law  that  reguires  that 
no  appropriated  funding  goes  to  train  or  benefit — it's  actually  been 
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modified  in  the  last  round  of  our  appropriations — or  benefit,  which 
is  a  pretty  wide  term,  any  foreign  law  enforcement  or  military 
individual  or  unit  that  has — that  is  known  to  have — or  is  suspected — 
I'm  sorry,  not  known— suspected  of  having  committed  human  rights 
violations.  So,  basically,  the  shorthand  we  call  it,  "Human  rights 
vetting. " 

Everybody  that  we  bring  to  the  United  States  to  train  or 
that  we  train  in  their  own  country,  has  to  have  a  name  check  that's 
performed  at  the  Embassy  and  then  a  secondary  level  name  check  is 
performed  up  at  the  Department  of  State,  run  through  various 
databases  that  looks  to  see  if  this  individual  has — or  this  unit  has 
a  history  of  allegations  or  convictions,  in  some  cases,  of  human 
rights  violations.  We,  in  Mexico,  added  to  that — although  it  wasn't 
required  by  law,  but  just  out  of,  sort  of,  prudence — corruption. 

Q.  So  this  process  was  applied  to  Mexican  officials? 

A.  Strictly. 

Q.  And  what  was  the  embassy's  role? 

A.  The  Embassy  identified  the  defense-let '  s  —  it '  s  probably 
easiest  to  do  it  through  an  example .  The  Defense  Attache's  Office — 
I'm  sorry,  the  Military  Liaison  Office  that  runs  all  of  the  training, 
identifies  that  we  want  to  do  light,  army  infantry  tactics  for  X  unit 
of  the  Mexican  Army.  The  Mexican  Army  sends  us  a  list  of  all  of  the 
individuals  they  intend  to  have  take  this  training.  We  take  that 
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list — the  "Mil  Group,"  as  we  call  it,  the  Military  Office — or 
Training  Office  in  an  Embassy — takes  that  and  then  they  run  it 

they  run  it  through  a — what's  called  a  "Consular 
Database,"  visas  to  make  sure  they  don't  have  negative  information 
there,  and  they  run  it  through  the  Political  Section's  database  where 
they  keep — we  are  reguired  to  keep  information  from  open  sources  on 
human  rights  abuses  to  produce  the  annual  human  rights  report.  And 
they  run  them  through  those  three,  then  the  names  get  sent  from  the 
Embassy  via  cable — now,  they've  actually  moved  to  email,  but  they 
used  to  be  done  via  cable — up  to  Washington.  And,  in  Washington,  an 
office  that  works  for  me — that  reports  to  me — we  have  a  full-time 
vetter  who  runs  them  through  intelligence  databases  that  are  up  here, 
in  Washington,  to  also  make  sure  that  they  have  a  clean  record 
regarding  human  rights.  And  only  once  that  vetting  has  been 
accomplished,  is  that  individual  cleared  to  go  for  training. 

ATC [CPT  OVERGAARD] :  One  moment,  please. 

TC [MAJ  FEIN]:  Your  Honor,  the  United  States — may  we  have  a  15- 
minute  recess  to  get  clarification  on  an  issue? 

MJ:  All  right.  This  is  actually  a  very  good  time  to  take  a 

recess.  How  much  longer  is  this  expected? 

ATC [CPT  OVERGAARD]:  Not  very  much  longer,  ma'am;  very  few 
guestions  left? 
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MJ:  All  right.  Any  issues  on  the  recess? 

ADC [ MA J  HURLEY]:  No,  ma’am. 

MJ:  All  right.  Court  is  in  recess,  then,  why  don't  we  say 

until  1730—5:30. 

[The  court-martial  recessed  at  1717,  1  August  2013.] 

[The  court-martial  was  called  to  order  at  1733,  1  August  2013.] 

M J :  Court  is  called  to  order.  Let  the  record  reflect  all 
parties  present  when  the  court  last  recessed  are  again  present  in 
court.  The  witness  is  on  the  witness  stand.  Captain  Overgaard? 

ATC [CPT  OVERGAARD]:  Yes,  ma’am. 

[Mr.  Feeley  was  reminded  of  his  previous  oath  and  examination 
continued. ] 

Q.  And  what  impact,  if  any,  ultimately,  did  WikiLeaks  have  on 
foreign  diplomacy  in  Mexico? 

A.  It  had  the  effect  of  corroding  our  relationship  to  the 
point  where  we  lost  an  ambassador  and  where  we — think  the  effect  was 
very  well-put  by  President  Calderon,  himself,  who  said,  very 
publicly,  "It  takes  an  awful  lot  of  time  and  energy  to  generate 
confidence,  but  you  can  lose  it  very  quickly."  And,  at  the  heart  of 
diplomacy  is  trust  with  whom  you're  talking  and  we  lost  a  lot  of  it, 

Q.  And  does  the  disclosure  of  the  cables  on  WikiLeaks,  does 
that  still  impact  the  department’s  ability  to  operate  in  Latin 
America  today? 
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1  A.  It  affects  how  we  operate;  I  don't  think  it  would  be  fair 

2  to  say  that  it  has  prohibited  us  from  operating,  but  we  always  have 

3  to  be  prepared  to  have  that  same  conversation.  You  always  have  to  be 

4  ready  to  have  somebody  that  you  are  trying  to  develop  as  a  contact, 

5  somebody  who  you  are  trying  to  use  as — keep  in  mind,  we  call  the 

6  people  we  talk  to  "contacts."  We  don't  call  them  sources;  they're 

7  not  paid.  We  don't  do  intel  work.  We  do  diplomatic  contact 

8  reporting.  So,  when  you  get  assigned  to  a  new  country  and  you  are 

9  meeting,  for  the  first  time,  a  counterpart  in  the  foreign  ministry  or 

10  a  counterpart  in  another  agency  of  that  government,  you  always  have 

11  to,  now,  be  prepared  to  have  kind  of  the  awkward  WikiLeaks  moment. 

12  They  may  ask  you  about  it,  they  may  know  about  it,  they  may  know 

13  where  you  came  from  in  your  previous  posting,  and  have  tracked  you. 

14  And  so,  you  know,  I've  had  many  folks — from  jokingly  to  in  a  barbed- 

15  way,  say,  "Oh,  I  see,  you're  a  published  author,  right?  You  wrote 

16  those  cables  in  Mexico."  And  that's  awkward  and  it's  uncomfortable 

17  and,  ultimately,  we  can  get  over  being — you  know,  we  get  paid  to  be 

18  in  awkward  and  uncomfortable  situation,  but,  ultimately,  I  can't 

19  guantify  trust.  I  can't  tell  you  if  I  have  gotten  somebody  fully  on 

20  board  with  cooperating  with  us  or  if  they  are  holding  back  because 

21  they  fear  what  they  tell  me  might  be  inappropriately  disclosed.  And 

22  I  have  had  many  Latin  American  Diplomats  and  others,  non-diplomats, 

23  tell  me  that. 
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1  ATC [CPT  OVERGAARD] :  Thank  you.  No  further  questions. 

2  MJ:  Defense? 

3  ADC [MAJ  HURLEY]:  Ma’am,  thank  you. 

4  RECROSS  EXAMINATION 

5  Questions  by  the  assistant  defense  counsel  [MAJ  HURLEY] : 

6  Q.  Good  afternoon,  Mr.  Feeley. 

7  A.  Good  afternoon.  Major. 

8  Q.  Well,  in  fairness,  let's  start  here.  I  was  going  over  your 

9  testimony  in  front  of  Congress  on  May  23rd  of - 

10  A.  Yeah. 

11  Q.  - of  this  year  and  we  got  to  a  portion  of  it  that  you 

12  felt  would  compel  a  response  that  had  classified  information.  So, 

13  I'll  ask  you  the  question  again:  do  you  remember  saying,  "The  United 

14  States  fully  supports  this  further  refinement  of  our  joint  strategic 

15  partnership"? 

16  A.  It  do. 

17  Q.  And  that  was  your — and  that  was  the  substance  of  your 

18  testimony  in  Congress? 

19  A.  That  was  what  I  testified  in  Congress. 

20  Q.  And  that  was  true? 

21  A.  That  is  true,  but  it  is  not  full  disclosure  and  that's  what 

22  I  wanted  to  be  able  to  clarify. 

23  Q.  Okay.  Well,  fully  disclose. 
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Q.  So,  I  guess  just  to  go  over  again,  when — the  language  that 
you  used  in  front  of  Congress  which--and  that  language  was,  "The 
United  States  fully  supports,"  I  guess  that's — you  would  qualify  that 
in  a  classified  setting  like  this? 

A.  It  would  be — I  don't  think  it  will  come  to  us  as  a  shock 
this  isn't  classified  information,  but  hearings  on  Capitol  Hill  are  a 
good  part  of  political  theater  and  I  was  fully  truthful  when  I  said. 
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"We  fully  support." 

That  would  have  been 

inappropriate  for  that  setting,  but  it  was  a  truthful  statement;  it 


remains  a 

truthful  statement. 

Q. 

And  so — sir,  let  me  pull  back  on  this  idea  for  just  one 

second 


A. 

Uh-huh. 

Q. 

The  United  States  government  pursues,  in  its  own  political 

borders — and  this  just  relies  on  your  common  sense  and  knowledge  of 
the  ways  of  the  world,  and  less  your  expertise — we  pursue  that 
kinetic  strategy  that  you're  talking  about  when  it  comes  to  law  and 
enforcement,  correct? 


A. 

We  have — in  places  where  we’ve  been  able  to  do  it — 

actually. 

the  term  is  "Kingpin." 

Q. 

Right . 

A. 

Kingpin  strategy  in  law  enforcement  relates  to — it's  a  very 

specific  strategy.  It  relates  to  what  are  called  "CPOTs," 
Consolidated  Priority  Organizations  Targets,  that  are  designated  by 
DEA  and  the  law  enforcement  community. 

The  thought  is  you  sort  of  whack  off  the  head  of  the  snake, 
that's  Kingpin  Strategy.  We’ve  been  doing  that  in  Latin  America  for 
at  least  20,  25  years. 
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Q. 


A. 


Q.  All  right,  sir,  but  my  question  was  much  more  narrowly 
tailored  and  it  was  this:  the  United  States  government  uses  Kingpin 
Strategy — I’ll  use  that  term — inside  the  United  States,  correct? 

They  go - 

A.  Oh,  I  can’t  speak  to  that;  I  don’t  know. 

q.  All  right.  Thank  you.  But  the  United  States  uses  Kingpin 
Strategy — and  I  think  in  your  answer  that  you  just  gave  me — we  use  it 
in  the  Bureau  of  Western  Hemisphere  Affairs  to  target  specific 
people,  right? 

A.  That's  correct. 


Closed  Session  48 


11662 


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 


o 


9 


Q.  That's  a  process  that's  internal  to  the  United  States 
government  that  we  would — that  we — and  when  I  say  it's  internal,  it's 
executing  an  internal  priority  of  the  United  States  government? 

A.  Let  me  see  if  I  got  it  straight.  I  can't  speak  to  IJ.S. 
domestic  law  enforcement  with  any  expertise,  but  my  sense  is  you  are 
correct.  We  identify — we  have  an  FBI  top-10  list. 

Q.  Right. 

A.  We  identify  bad  people  that  we  form  taskforces  to  go  after 
and  to  arrest,  try,  and  bring  before  justice. 

Q.  Right. 

A.  We  do  this  in  the  Western  Hemisphere  in  complete 
cooperation  and  coordination  with  another  sovereign  government. 

There  are  times  when  the  sovereign  government  doesn't  agree  with  us 
on  who  should  be  the  targets.  So,  it's — it  would  be  a  mistake  to 
think  that  this  is  a  cookie-cutter  kind  of  thing  you  pull  off  the 
shelf,  you  slap  on  an  Embassy,  and  you  say,  "Here,  go  ahead  and  just, 
you  know,  add  water."  So,  I  don't  see  the — is  it  a  priority  for  the 
United  States  to  go  after  major  cartel  figures?  Absolutely. 

Q.  Using  kinetic  operations? 

A.  Where  we  can. 

Q.  Right.  But  that's  a  priority  that  we  have - 

A.  And  kinetic  operations  that  are  wholly - 

Q.  In  concert  with - 
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A.  - implemented — no,  implemented  by  foreign  partners. 

Q.  Right.  Thank  you.  But  sometimes  our  foreign  partners,  as 
you  described  in  your  answers  just  now,  they  have  different  levels  of 
permission? 

A.  That's  accurate. 

Q.  And  that's  a  choice  of — 

of  the  policy-makers  that  have  been  democratically  elected 

A.  And  history;  the  context  in  which  they've  been  elected. 

Q.  Right.  So  let's  go  back  to  the  initial  part  of  your  closed 
session  testimony  when  you  talked  about  your — what  you  did  in  the 
immediate  aftermath  while  you  were  the  DCM  in  Mexico  City. 

A.  Uh-huh. 

Q.  And  if  you  would,  Mr.  Feeley,  just  a  yes  or  no  if  it's,  you 
know - 

A.  Sure. 

q.  - if  it's  going  to  be  limited  to  that  or  if  you  have  a 

longer  answer,  answer  it,  but  the  answers  all  have  to  be  verbal  for 
the  court  reporter. 

A.  Okay. 

Q.  Thank  you.  So  you  got  a  group  of  people  together  when  you 
were  triaging  the  cables? 

A.  Yes. 

SfiGRET 
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Q.  You  gave  them  instructions  to  skim  through  the  cables — or 
not  skim,  but  look  through  the  cables? 

A.  I  relayed  the  instructions  that  I  had  received  from 
Washington , 

Q.  And  do  you  recall  having  two  sessions? 

A.  Yes,  I  recall  two  sessions.  There  might  have  been  others 

where  they  got  together  on  their  own  to  finish  the  work.  I  did  not 
sit  and  go  through  all  of  the  cables  myself;  that  was  something  that 
I  delegated  to  them  to  do. 

Q.  And  those  sessions  lasted  several  days? 

A.  Yes. 

Q.  Maybe  a  work  week? 

A.  At  the  outside,  yeah,  about  a  work  week.  But  I  have  to  be 
honest,  I  don't  remember  that  detail  all  that  explicitly. 

Q.  Thank  you,  sir.  And  you  said  an  impact  was,  at  least  in 
the  Mexico  City  Embassy — is  it  best  to  call  it  a  Mexico — the  Mexico 
Embassy  or  the  Mexico  City  Embassy? 

A.  It's  the  American  Embassy  in  Mexico  City. 

Q.  All  right. 

A.  So,  the  easiest  thing  to  do  is  just  say,  "The  Embassy." 

Q.  The  Embassy?  I'll  do  that  from  now  on.  So  the — there  was 

an  effect  at  the  Embassy  where  cables  weren't  as  complete  as  they 
were  before  these  disclosures? 
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A.  Not  as  complete?  That — I  wouldn't  say  that.  There  was  an 
effect  where,  in  cables  that  we  generated  and  wrote  afterwards - 

Q.  Uh-huh. 

A.  - we  were  less  willing  to  be  as  explicit  in  our 

assessments  for  fear  that  they  might  leak,  but  we  reported  completely 
what  had  happened.  It  was  in  that  assessment  in  comment  phase  that  I 
noticed — myself,  I  felt,  do  I  really— it  was  just  sort  of  an  extra 
layer  of  a  filter,  if  you  will.  You  know,  we  always  joke  about  the 
Washington  Post  Test.  You  know,  don't  ever  write  anything  you  don't 
want  to  see  in  the  front  page  of  the  Washington  Post.  Well,  this  is 
exactly  what  happened;  we  saw  them  on  the  front  page  of  the 
Washington  Post . 

Q.  And  that  Washington  Post  Test,  you've  heard  of  that  test 
long  before  you  took  up  as  the  Deputy  Chief  of  Mission  in  the 
Embassy? 

A.  Yes. 

Q.  So  you  included  all  of  the  facts  in  these  cables — these 
subseguent  cables,  but  the  punches  that  were  pulled  were  pulled  in 
the  comments?  Is  that  accurate? 

A.  I  would  say  that's  the  general  sense. 

Q.  And  that  reticence  was  temporary? 

A.  I  think  that's  fair  to  say,  yes. 
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Q.  Over  time,  you  reverted  back  to  your  years  of  training  in 
the  Department  of  State  and  landed  the  punches  in  those  comments 
sections? 

A.  Yeah.  Keep  in  mind,  when  you  send  a  cable — and  I  do — I 
don't  know  if  he  needs  this,  but  I  think  it's  important  context — when 
you  send  a  cable  that  is  classified,  there  is  an  implicit  internal 
trust  that  the  people  who  are  reading  it  are  cleared  to  read  it.  So, 
it  doesn't  matter  how  many  people  might  read  it;  they're  cleared. 

So,  if  I  send  a  cable  about  Mexico  and  the  desk  officer  for  Pakistan 
wants  to  read  it  because  he  might  be  interested  in  someday  bidding  to 
go  to  Mexico  and  work  there,  I  don't  have  any  concerns  about  him 
reading  that  even  though  he  may  not  know  anything  about  Mexico 
because  he  has  sworn  an  oath,  he  has  signed  a  piece  of  paper  that  he 
will  not  disclose  it.  So  it  was — the  reason  that  we  held  back  was 
because  that  trust  had  been  broken  and  we  were  not  sure,  initially, 
whether  it  was  a — something  that  would  continue  to  be  on-going  or 
whether  it  was  just  a  one-time  leak  that  was  staunched  or  what  the 
scenario  was.  So,  it  took  time,  as  you  can  imagine — as  Calderon 
said,  it  takes  time  to  build  trust.  But,  over  time,  I  think  it  is  a 
fair  assessment  to  say  that,  yes,  the  integrity  of  the  cable  system 
was  re-established,  but  it  took  a  while. 

Q.  But  that  was  established — the  integrity  was  re-established? 

A.  Until  Mr.  Snowden  came  along. 
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Q.  Okay.  It  was  re-established  after  WikiLeaks? 

A.  Yes,  it  was.  It  was,  to  rny  assessment,  as  an — as  a  non¬ 
technical  expert,  but  a  user  of  it,  yes,  it  was. 

Q.  All  right.  So,  let's  first  turn  our  attention — I  think  the 

order  that  we're  going  to  go  in  is  Ecuador  and  then  Mexico. 

A.  Okay. 

Q.  So  Ecuador  was  part  of  ALBA  before  the  release  of  these 
cables,  right? 

A.  It  was. 

Q.  And  what  happened  was — or,  as  I  understood  it — there  was 
concern  about  the  content  of  a  cable  that  was  released  on  the  part  of 
the  Ecuadorian  government? 

A.  There  was  anger  at  characterizations  that  the  Embassy  had 
made  about  President  Correa  and  other  members  of  the  government  in 
cables . 

Q.  And  Ambassador - 

A.  Heather  Hodges. 

Q.  - Hodges — thank  you  so  much.  Ambassador  Hodges  was 

labeled  a  persona  non  grata ? 

A.  Correct. 

Q.  And  had  to  return  to  the  United  States? 

A.  Correct. 
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Q.  And  that’s  not — we  did  something  in  response  to  that 
labeling,  correct?  The  United  States  did? 

A.  Oh,  yeah.  As  I  said  earlier — I  think  it  was  in  the  open 
session — we  do — a  part  of  diplomacy — the  development  of  it  is — there 
is  no  rule  that  says  you  have  to,  but  almost  always,  when  you  are 
dealing  with  the  diplomatic  presence  of  another  country  in— or  in  a 
context  of  bilateral  relationship — you  do  things  in  terms  of 
reciprocity. 

We  expelled  some  of  their 

folks.  So,  those  things  happen  and,  yes,  their  ambassador,  who's 
name  I'm  blanking  on  right  now — Lucho,  I  think  was  his  nickname — but 
I  was  still  in  Mexico,  so  I  didn't  know  that  case  real  well,  but, 
yes,  he  was  also  asked  to  return  to  Ecuador. 

Q.  So,  we  reciprocated? 

A.  We  reciprocated. 

Q. 

A. 

Q- 


Closed  Session  55 


SEW 

11669 


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 


o 


SEGBS^S- 


A. 


A. 


Q. 
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A. 

Q- 

A.  Uh-huh. 

Q.  Do  you  recall  that?  And,  again — and,  sir,  when  I  say  you 
have  to  provide  a  verbal  response,  it  can  be  yes,  it  can  be  no,  it 
can  be  something  longer,  but  it  has  to  be  something  verbally.  The — 
answer - 

A.  Oh,  I'm  sorry.  Yes. 

Q.  - question  verbally. 

A.  Yes . 

Q.  And  what  I'm  asking  you  to  do - 

A.  "Uh-huh"  doesn't  cut  it? 

Q.  Does  not.  What  I'm  only  asking  you  to  do - 

A.  I'm  sorry  about  that. 

Q.  - sir - 

A.  Yes. 

Q.  - -is  answer  the  question,  one  way  or  another,  verbally. 

Thank  you. 

A. 
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Q. 

A. 

Q- 

A. 

Q.  Now,  you  were  in  Mexico  at  this  time? 

A.  That's  correct. 

Q.  So,  you  weren't  in  the  business  of  looking  at  the 
information  that  was  being  sent  from  the  Ecuadorian  Embassy  back  to 
DC,  were  you? 

A.  No,  our  Embassy  in  Ecuador,  no. 

Q.  Right. 

A.  I  was  not. 

Q.  The  American  Embassy - 

A.  Right. 

Q.  - the  American  Embassy  is  what  I'm  talking  about.  This 

effect  that  you  noted,  you  noted  through  reporting  at  the  time  or 
reporting  once  you  assumed  your  current  position? 

A.  No,  it  was  through — well,  some  reporting  at  the  time.  We 
talk  among  ourselves.  I  knew  people  who  were  in  the  Embassy  in 
Ecuador  at  that  time — I  had  some,  but  I  was  not — I  simply  didn't  have 
time  to  read  Ecuador's  cable  traffic  back  to  the  United  States — back 
to  the  State  Department  at  the  time. 
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But  when  I  assumed — so,  I  had  a  general  sense.  I  read 
press  clips,  I  saw  a  few  people  and  talked  to  them,  but  when  I 
assumed  my  current  position,  I  had  in-depth  briefings  on  every 
country  relationship  and  it  was  in — so  my  comments  are  informed  by 
those  in-depth  briefings  by  people  either  on  what  we  call,  "The 
desk,"  or  the  Office  of — you  know,  "The  desk,"  is  sort  of  like  our 
term  for  "The  Office  of - 

Q.  Right. 

A.  - Ecuadorian  Issues  and  Affairs."  And  the — a  colleague 

of  mine — a  Deputy  Assistant  Secretary  colleague  of  mine  has  been 
doing  that  portfolio  for  at  least  3  1/2,  4  years;  so,  from  discussion 
with  him.  That's  where  my  knowledge  of  Ecuador  comes  from. 

Q.  Now — so,  with  respect  to  this  interagency  cooperation  that 
was  and  then  wasn't  happening  in  Ecuador,  do  you  recall  whether  it's 
from  the  reporting  that  you  observed  at  the  time,  or  as  a  result  of 
these  briefings  that  you  received,  whether  or  not  the  American 
officials  in  Ecuador  heard  their  Ecuadorian  counterparts  attributed 
to  WikiLeaks?  Was  it  like,  "Man,  we'd  love  to  keep  doing  this,  but 
WikiLeaks"? 

A.  Certainly  the  highest  levels  of  dialogue  were  attributed  by 
the  Ecuadorian  government  to  WikiLeaks.  So,  the  order  to  PNG 
Ambassador  Hodges  was  in  a  statement  from  the  Ecuadorian  government. 
So,  to  the  extent  that,  down  the  chain,  they  tend  to  have,  the  same 
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way  we  do,  hierarchical  organizations  and  the  people  at  the  top  sort 
of  set  the  policy  and  set  the  vector  and  the  people  below  follow 
those  orders,  I  don't  know,  first-hand  or  second-hand  if  individual, 
mid-level  ranking  Ecuadorians  told  our  Embassy,  "Boy,  we'd  love  to 
continue  with,  you  know,  doing  this  DEA  investigation  or  this  USAID 
program,  but,  because  of  WikiLeaks,  we  can't."  I  think  it's  probably 
more  the  case  that  it  was  a  tacit  pall  that  was  cast  over  any 
cooperation.  People  stopped  showing  up  at  your  meetings,  people 
don't  show  up  at  your  receptions.  A  lot  of  diplomacy  is  form,  as 
well  as  substance.  So  you  send  signals  by  not  reciprocating  letters 
or  not  returning  phone  calls.  Those  are  demonstrable  activities  and 
I'm  pretty  sure  that  all  those  things  happened  in  Ecuador,  similar  to 
the  way  I  know  they  happened  in  Mexico. 

Q.  And  you  are  pretty  sure,  in  that  there  is  a  supposition  in 
there,  right,  that  because  you  did  not  know — you  never  heard  the 
reporting  that--from  not  only  Embassy  officials,  but  these  other 
members  of  the  interagency — the  American  interagency,  you  never  heard 
reporting  from  them  that  their  counterparts  said,  "No,  cannot  help 
you;  WikiLeaks"? 

A.  Not  that  I  recall,  not  that  explicitly. 
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Q.  So  let  us  turn  to  Mexico  now.  So,  Ambassador  Pascual 
resigned? 

A.  He  did. 

Q.  And  that  was  a  choice  that  he  made? 

A.  It  was. 

Q.  And,  it  was  a  choice  that  he  made  in  consultation  with  the 
Secretary  of  State,  then  Secretary  Clinton? 

A.  It  was. 

Q.  And  he  did  that  at  the  end  of  a  period  of  time  where  he 
attempted  to  re-ingratiate  himself  with  his  Mexican  counterparts? 

A.  Re-ingratiate,  I  would  not  use  that  term.  It  was  at  the 
end  of  the  period  where  he  attempted  to  continue  business  as  usual 
and  he  found  that  it  was  impossible;  that  he  was  not  being  received 


by  people;  that  he  was  not  having  his  phone  calls  returned;  that  he 
was  not  being  invited  to  do  the  kinds  of  public  speeches  or  events 
that  he  would  normally  do;  and  it  was  at  the  end  of  several  months  of 
experiencing  this  and  seeing  that  it  was  not  going  to  change  and  then 
deciding  what  the  Secretary  of  State  that  it  would  be  better  if  he 


left . 
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Q.  Now,  Ambassador  Pascual  was  married  at  the  time? 

A.  No,  he  was  not. 

Q.  Not  married  at  the  time.  Did  he  subsequently  get  married? 
A.  He  married  over  this  past  holiday  period. 

Q.  And,  who  did  he  marry? 

A.  He  married  the  woman  that  he  was  in  a  relationship  with  at 


the  time. 

Q.  And,  where  is  she  from? 

A.  Her  name  is  Gabriela  Rojas,  she  is  the  daughter  of  a  pretty 
well-known  politician.  At  a  time,  he  was  in  the  opposition  to  the 
president.  She  was  the  ex-wife  of  the  President's  Chief  of  Staff. 
And,  they  met  socially  and  began  a  relationship. 

Q.  They  met  socially  in  Mexico  City? 

A.  Yes. 

Q.  And,  they  began  a  relationship  during  Ambassador  Pascual 's 
tenure? 

A.  Yes. 

Q.  And,  as  you  indicated,  this  woman  that  he  ended  up 
marrying,  she  was  the  daughter  of  a  politician  not  in  the  same  party 
as  Calderon? 

A.  That  is  correct. 
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Q.  And,  it  was  after — and,  Calderon  knew  this  information  as 
it  was  happening?  Or,  do  you  have  any  idea  if  he  knew  it  was 
happening — knew  that  Pascual  and  this  woman  were  in  a  relationship? 

A.  He  knew  after — he  certainly  knew  after  several  months 
because  it  was  published  in  the  papers.  I  am  not  privy  to  when  their 
relationship,  you  know,  began  in  earnest.  But,  some  time  probably  in 
the  spring  of — well  no,  actually  I  do  recall  something.  I  want  to 
say  springtime,  probably  April.  There  was  an  annual 

MJ:  Of  what  year? 

A.  I  am  sorry,  ma'am,  of  2010.  Pascual  arrived  in  August  of 
2009.  In  April  2000 — and  springtime  of  2010  there  was  a  Red  Cross 
Ball  which  is  a  big  society,  kind  of  White  House  press  conference — 
or,  press  correspondents  dinner.  It  is  sort  of  one  of  the  events  on 
the  regular  circuit  in  Mexico.  And,  he  and  she  went  to  that  together 
and  that  got  picked  up  in  the  gossip  columns  and  put  out.  So, 
Calderon  had  known  about  it  by  then.  My  guess  is,  given  his  Chief  of 
Staff,  he  knew  about  it  beforehand. 

Q.  It  was  his  Chief  of  Staff  that  this  woman,  Gabriela  was  his 
Chief  of  Staff's  ex-wife? 

A.  Correct. 

Q.  I  just  want  to — I  think  I  bungled  the  relationship  there. 
Thanks  for  helping  me  clear  that  up.  Now,  is  this  type  of 
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relationship  typical  for  Department  of  State  personnel,  especially 
ambassadors? 

]\m  xt  had  occurred  before.  The  previous  Ambassador,  President 
Bush's  ambassador  for  six-and— a— half  years  to  Mexico  married  a  very 
high-profile  Mexican  businesswomen,  the  owner  of  Modelo  beer  which 
produces  Corona.  She  is  the — allegedly,  the  wealthiest  woman  in 
Latin  America. 

Q.  Getting  back  to  this  relationship,  did  Ambassador  Pascual 
consider  any  risk  associated  with  dating  the  ex-wife  of  the  Mexican 
president's  Chief  of  Staff  that  you  are  aware  of? 

A.  None  that  he  ever  expressed  to  me. 

Q.  And,  how  long  did  you  personally  work  together  at  the 
Department  of  State — at  the  Mexican  Embassy? 

A.  We — I  had  met  him  before  and  I  knew  him  from  previous 
incarnations  in  the  Department  of  State  but  we'd  never  worked 
directly  as  colleagues.  We  started  in  August  of  2009  and  worked  on  a 
daily  basis  together  through  his  departure  in  May  of  2011. 

Q.  And,  you  developed  a  personal  relationship  over  the  course 
of  that  time? 

A.  Yes. 

Q.  Would  you  consider  him  a  friend? 

A.  I  do. 
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Q.  And  you  believe  that  the  WikiLeaks  disclosures  compelled 
the  resignation  of  your  friend  from  his  post  as  Mexican  ambassador? 

A.  I  do. 

Q.  It  takes  a  good  bit  of  work  to  become  an  ambassador,  does 
it  not? 

A.  It  does. 

Q.  And  that  is  the  culmination  of  a  lifetime  spent  working  in 
the  foreign  service,  often? 

A.  Often,  it  is. 

Q.  And,  such  was  the  case  with  Ambassador  Pascual? 

A.  He  had  been  ambassador  before.  He  had  been  an  ambassador 
in  the  Ukraine,  so  this  was  his  second  Ambassadorial  assignment.  As 
a  matter  fact,  he  had  retired  from  the  department — he  was  a  USAID 
officer  but  he  has  spent  many  years  working  in  the  Department  of 
State  and  he  retired  from  active  duty  during  Secretary  Powell's  time 
or  right  at  the  end,  probably  2005  or  so  and  he  was  the  head  of  the 
Brookings  Institution's  foreign-policy  office.  And  then,  he  was 
asked  to  come  back  into  service  by  Secretary  Clinton. 

Q.  And,  after  these  disclosures,  you  observed — after  these 
disclosures,  but  while  Ambassador  Pascual  was  still  working  as 
Ambassador  to  Mexico,  you  observed  him  being  treated  roughly  by  the 
Mexican  press? 

A.  Yes,  that  is  true. 
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Q.  And  you  observed  him  being,  for  want  of  a  better 
expression,  disrespected  by  his  Mexican  counterparts? 

7\.  Yes.  Disrespected  in  a  sense,  never  not  disrespected,  I 
observed  them  disengage  from  him,  his  counterparts.  I  observed  the 
press  write  all  manner  of  scurrilous  things  about  him. 

Q.  And  they  were  disengaged  to  the  point  that  he  ended  up 
having  to  leave  the  post? 

A.  That  is  correct. 

Q.  Let  us  go  to — you  have  talked  couple  of  times  and  it  is 
hard  to  make  sure  I  get  this  timeline  right  before  we  go  any  further. 
The  cables  were  released  in  January  of  2011,  does  that  sound  about 
the  Mexican  cables  were  released  in  January  2011? 

A.  Yes,  I  think  that  is — I  think  El  Pais  began,  if  I  recall 
correctly,  they  began  November  with  Der  Spiegel,  and  those  were  the 
European  ones.  And  then,  El  Pais  began  to  release  them  either  over 
the  holidays  or  in  January,  '10  to  ’ll. 

Q.  Now  and.  Ambassador  Pascual ’ s  resignation  was  in  May  of 


2011? 

A.  His  resignation  was  in  March  and  he  actually  left  the 
country  in  the  beginning  of  May,  I  believe. 

Q.  So,  let's  talk  generally — and,  we  are  going  to  talk 
generally  about  an  attitude  in  Latin  America  and  then  we  are  going  to 
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1  narrow  it  down  specifically  to  Mexico.  Generally  in  Latin  America 

2  there  can  be  a  negative  attitude  towards  the  United  States? 

3  A.  Generally  in  Latin  America  there  is  a  tremendous  amount  of 

4  bifurcated  opinion.  People  will  hold  and  express  very  negative 

5  opinions  about  U.S.  policy  but  express  great  admiration  for  American 

6  society,  as  in  Barack  Obama.  In  previous  times,  in  Latin  America, 

7  people  will  express  very  negative  opinions  about  President  Bush  but 

8  held  a  relatively  high  opinion  of  American  society,  our  openness,  our 

9  freedom  of  expression,  things  like  that.  So,  the  truth  is  that  most 

10  Latin  Americans,  regardless  of  their  social  economic  standing,  all 

11  live  with  a  certain  amount  of  cognitive  dissonance  regarding  the 

12  United  States.  And,  most  Latins  are  somewhat  conflicted. 

13  Q.  The  conflict  comes  from  liking  the  American  Society  and  its 

14  society  generally,  right?  Most  like  the  idea  of  the  American 

15  Society,  is  that  correct? 

16  A.  A  big  part  of  it  is  American  society,  a  big  part  of  it  is 

17  American  assistance,  a  big  part  of  It  is  the  way  in  which  the  U.S. 

18  economy  provides  them  with  their  number  one — really  number  one 

19  trading  partner  for  most  of  Latin  America  with  the  exception  of  the 

20  ALBA  countries.  So  really  it  comes  from  a  mix  of  things,  but  among 

21  that  without  a  doubt  is  the  nature  of  American  society. 
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Q.  But,  in  this  bifurcated  opinion,  there  are  some  in  Latin 
America  whose  opinion  towards  U.S.  policy  towards  Latin  America  is 
negative,  like  they  have - 

A.  Yes. 

Q.  And,  that  negative  opinion  comes  from  this  idea  that  there 
is  American  overreach  in  Latin  America  and  they  should  treat  us  as — 
the  Americans  should  treat  [the]  U.S.  as  equal  partners  and  not  in 
the  way  that  we  perceive  that  we  are  being  treated  by  America? 

A.  Stored  in  Mexican  Spanish  is  achichincle,  which  means  a 
peon,  and  that  is  very  true.  In  a  certain  segment  there  is  still 
that  perception  and  it  stems  from — it  does  not  stem  from  anything 
recent.  It  starts  with  the  Monroe  Doctrine  and  continues  up  through 
two  centuries  of  history. 

Q.  Right.  And,  that  process  has  been  going  on,  as  you  said, 
for  centuries? 

A.  M-hmm  [indicating  an  affirmative  response] . 

Q.  And,  that  same  idea — I  am  not  going  to  use  the  Mexican 
expression,  but  that  same  concept  is  true  in  Mexico  as  it  is  true 
elsewhere  in  Latin  America,  right? 

A.  In  Mexico  it  is  heightened  compared  to  other  places. 

Q.  And  some  of  that  heightened  sense  of  it  has  to  do  with  the 
fact  that  we  are  neighbors? 

A.  Absolutely. 


Closed  Session  68 


SECRET 

11682 


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 


O  J 


Q.  And  that  Mexico  feels,  you  know,  not  only  are  they  treated 
like  peons  sometimes,  but  this  goes  way  back,  but  they  also  feel  like 
their  sovereignty  is  routinely  tread  upon  by  United  States? 

A.  Thebe  are  Mexicans  who  do  believe  that,  yes. 

Q.  And,  that  was  true  long  before  WikiLeaks? 

A.  Yes. 

Q.  And,  there  is  a  degree  of  it  that  is  still  true  today? 

A.  Yes. 

Q.  So,  let's  talk  about  the  effects.  Now,  I  am  just  going  to 
go  back  to  your  testimony  in  front  of  Congress  and  you  will  just  tell 
me  whether  or  not  this  was  political  theater  or  something  else.  You 
said,  "When  we,"  that  is  the  American  government,  "and  our  Mexican 
partners — and  most  recently  from  2009  to  2012  when  we  and  our  Mexican 
partners  truly  transformed  our  security  and  commercial 
relationships."  Do  you  remember  saying  that? 


A. 

Yes, 

I  do. 

Q- 

And, 

that  was  the  truth? 

A.  That  was  the  truth. 

Q.  It  is  truth? 

A.  Correct. 

Q.  Our  relationship  has  been  truly  transformed  over  the  last 
three  years,  I  guess  from  2009  to  2012? 
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A.  It  has  been  transformed,  but  it  has  not  been  transformed  to 

the  point  where  it  could  have  been  and  it  has  taken  a  very  serious 
hit,  if  you  will,  as  a  result  of  the  disclosure  of  the  purported 
cables.  But,  if  you  look  at  where  we  were  in  2006,  the  net — we 
cannot  metric  these  things,  but  my  assessment  is  we  are  still  much 
better  than  we  were  in,  certainly,  the  1970s  and  80s.  We  are  better 
than  we  were  in  2006,  but  we  are  not  where  we  would  have  liked  to 
have  been  had  it  not  been  for  WikiLeaks. 

Q.  So,  you  first  go  to  Mexico  in  2002? 

A.  My  first  time  in  Mexico  was — no,  2001. 

Q.  2001,  in  the  immediate  aftermath  of  9/11? 

A.  No,  it  was  right  before. 

Q.  Okay,  so  it  was  around  the  time  of  9/11? 

A.  Yes. 

Q.  And  at  that  point,  the  Mexican-American  relationship  was 
not  going  well? 

A.  No.  Actually,  right  before,  in  2000,  July  of  2000,  Vicente 
Fox  is  elected.  He  is  the  opposition.  He  is  the  PAN  party,  same 
party  as  President  Calderon.  He  represents  the  first  time  in  seven 
decades  that  Mexico  has  held  a  really  genuine  democratic  election. 
There  was  enormous  euphoria.  President  Bush  and  he  established  an 
immediate,  very  personal,  very  Texas-centric,  very  border-centric 
kind  of  personal  relationship.  There  is  talk  of  an  immigration 
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1  reform  that  President  Bush  was  pushing  against  the  wishes  of  much  of 

2  his  own  party.  And,  on  9/11,  what  happened  was  the  United  States, 

3  and  I  think  this  is  a  fair  assessment,  it  is  certainly  what  the 

4  Mexicans  say,  is  United  States  did  not  pay  attention  to  Mexico  except 

5  to  put  it  through  a  counterterrorism  lens.  And  so,  all  of  the  other 

6  priorities  that  we  had,  the  U.S.  government  shifted  away  from  that 

7  and  shifted  onto  a  very  heavy  emphasis  on  protecting  our  southern 

8  border. 

9  Q.  And  then,  there  is  a  deterioration  in  the  Mexican-American 

10  relationship  around  the  Iraq  war? 

11  A.  Yes. 

12  Q.  The  relationship  to  its  nadir,  essentially,  in  2005/2006 

13  timeframe? 

14  A.  I  think  that  is  probably — yeah,  I  think  that  is  probably 

15  fair  to  say  and  probably  '04  to  '06,  was  bad.  In  '06  Calderon  is 

16  elected  and  he  beats  a  guy  who  was  much  more  inimical  to  U.S. 

17  interests  in  Mexico  and  in  the  region.  And  so,  I  think  it  is  fair  to 

18  say  that  it  begins  to  pick  up  a  little  bit.  But  yeah,  the  last  two 

19  years  of  Fox's  government,  relations  were — 'they  were  okay. 

20  Paradoxically,  our  ambassador  at  that  time  had  terrific  access  and 

21  was  able  to  go  in  frequently  and  discuss  very  openly  with  President 

22  Fox  various  issues. 

23 
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1  Q.  And  then  from  2006  until  WikiLeaks,  there  was  a  dramatic 

2  improvement  in  the  Mexican  relationship? 

3  A.  Nothing  ever  happens  dramatically. 

4  Q.  There  was  an  improvement  in  the - 

5  A.  There  was  a  trend-line  of  closer  relations  and  a  trend-line 

6  of  the  Mexican  government  realizing  that  because  of  Calderon’s 

7  principled  decision  to  fight  the  cartels,  it  could  not  completely  do 

8  it  on  its  own  and  because  of  the  nature  of  the — the  cross-border 

9  nature  of  the  crime,  we  had  to  be  involved  with  them. 

10  Q.  And,  from  the  disclosures  of  WikiLeaks  until  2012,  that 

11  trend-line  still  going  up,  right? 

12  A.  Yeah,  it  is  going  up  but  it  has  flattened.  The  angle  of 

13  your  trajectory  takes  a  big  dip  and  then  slowly  starts  to  come  back 

14  up  but  it  planes.  And,  I  would  argue  that  it  never  reaches  the  same 

15  level  that  we  had  prior  to  the  release. 

16  Q.  Did  you  include  that  in  your  testimony  to  Congress? 

17  A.  No,  I  did  not. 

18  Q.  Because  what  you  talked  about  with  Congress  was  this  true 

19  transformation,  right? 

20  A.  It  was  a  transformation,  but  as  I  said,  again,  this  is  a 

21  little  bit  misleading  to  try  and  graph  it  like  the  stock  market,  but 

22  it  seems  that  is  what  you  are  looking  for. 

23  Q.  I  am  just  trying  to  get  a  sense,  sir,  of  the  process? 
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1  A.  Okay,  then  let  me  take  it  away  from  graphing  it. 

2  Q.  All  right. 

3  A.  He  was  a  true  transformation.  If  you  take  a  look  at  where 

4  we  were  in  2006,  in  terms  of  our  law  enforcement  and  our  commercial 

5  cooperation,  we  did  not  have  anywhere  near  the  level  of  operational 

6  engagement  by  five-to-six  individual  agencies  of  the  federal 

7  government  working  cheek  by  jowl  with  their  counterparts  to 

8  investigate  and  bring  to  justice  bad  guys  and  take  down  bad  networks 

9  that  traffic  in  everything;  from  drugs,  guns,  cash,  women,  migrants, 

10  etc.  That  is  a  transformation.  That  was  not  a  completely  steady 

11  upward  trajectory.  That  required  a  tremendous  amount  of  daily 

12  interaction  to  build  trust  over  time  and  allowed  the  Mexicans  to  feel 

13  comfortable  sort  of  coming  out  of  the  shadows  of  their  own  history 

14  that  dictated  to  them  in  a  very  atavistic  way,  always  be  careful  of 

15  the  Americans.  Do  not  ever  let  them  fully  into  the  henhouse,  kind  of 

16  thing.  But  the  relationship  was  transformed.  So,  there  was 

17  significant  damage  done  to  that,  however,  as  a  result.  So,  the 

18  question  in  my  mind  is,  it  seems  like  what  you  are  asking  for,  is, 

19  "Was  that  damage  just  a  momentary  blip  on  the  radar  or  was  that 

20  damage  lasting?"  And,  my  assessment  is,  that  damage  is  lasting.  It 

21  does  not  mean  that  we  are  going  to  break  relations  off  but  it  does 

22  mean  that  the  Mexicans  now,  like  1848,  Treaty  of  Guadalupe  Hidalgo, 

23  that  is  a  Jeopardy  question  for  most  Americans.  For  most  Mexicans 
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1  that  is  as  drilled  into  their  brains  as  is  the  Declaration,  you  know, 

2  1776  for  Americans.  That  is  when  Mexico  lost  almost  a  third  of  its 

3  territory  to  the  United  States.  In  1938,  another  seminal  moment, 

4  they  kick  out  standard  oil,  they  nationalize  it,  and  they  make 

5  America,  again,  if  you  go  down  on  the  walls  of  Mexican — the  Mexican 

6  National  Palace,  there  are  caricatures  of  Americans  with  long  fangs 

7  and  these  sort  of  robber  baron  hats.  We  were  actively  and 

8  aggressively  promoted  as  bad  actors  who  sought  to  just  exploit 

9  Mexico.  We  sort  of  continue  on  the  scope  of  history  and  what  you  get 

10  in  WikiLeaks  is  another  one  of  those  seminal  reinforcements  to  the 

11  Mexican  psyche  that  says  you  can’t  trust  the  gringos.  So,  we  have 

12  transformed  the  relationship  and  we  are  working  with  them  better  than 

13  we  were  10,  15,  20  years  ago,  but  we,  as  a  result  of  WikiLeaks,  the 

14  damage  is  that  we  have  unwittingly — the  episode  has  reinforced  for 

15  another  generation  of  Mexican  decision-makers,  you  can't  really  trust 

16  them  in  their  offer  of  partnership. 

17  Q.  Do  you  recall — there  was  another  place  in  your  testimony 

18  where  you  talked  about — here  it  is.  "It  has  sustained  us  in  moments 

19  of  adversity,  such  as  when,  on  occasion,  our  cooperation  encroached 

20  upon  the  tired  shibboleths  of  outdated  sovereignty  red  lines  and  we 

21  saw  Calderon  administration  officials  justify  our  bilateral  role  in 

22  front  of  their  own  Congress."  Do  you  recall  saying  that? 

23  A.  I  do. 
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Q.  And,  was  it  true? 

A.  It  was. 

Q.  Is  it  true? 

A. 


Q. 

A. 

Q. 

MJ: 
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WIT: 


MJ: 


Q. 


Q. 


Q. 


A. 
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A. 

Q. 


Q.  Which  gets  us  to  a  broader  question  with  respect  to  Mexico.. 
Because  of  our  neighbor  status ,  there  are  direct  partnerships  across 
what  we  would  call  the  interagency,  right? 

A.  Yes,  there  are.  But,  it  is — well,  there  are  direct 
partnerships  in  most  embassies  around  the  world.  That  does  not  have 
anything  to  do  with  our  physical  proximity.  Around  the  world  in 
embassies  or  throughout,  let  us  just  say  throughout  Latin  America, 
cops  talk  to  cops,  soldiers  talk  to  soldiers,  diplomats  talk  to 
diplomats,  you  know,  development  experts  talk  to  development  experts. 
So,  that  is  not  unique  to  Mexico.  That  is  just  the  way  bilateral 
relations  work  because— and  we.  State  Department  officers  and  the 
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ambassador  and  the  DCM  especially,  we  are  by  design,  generalists  and 
we  are  meant  to  have  enough  knowledge  of  all  of  the  facets  of  the 
relationship  that  we  can  engage  in  a  substantive  manner  and  usually 
with  the  support  of  our  science  and  technology  counselor  or  our  FBI 
attache.  All  of  those  people  you  are  asking  me  earlier  are  on  the 
country  team,  we  are  supported  by  them.  But  in  general,  those 
interagency  relationships  with  Mexicans  are  structurally  the  same  as 
in  any  Embassy. 

Q.  Structurally  the  same  but  the  physical  proximity  allows  for 
liaison  opportunities  that  are  not  even  necessarily  through  the 
American  Embassy  in  Mexico  City? 

A.  That  is  very  true  up  along  the  border. 

Q.  Up  along  the  border,  but  they - 

A.  Very  much  so. 

Q.  So  in  a  sense  then,  the  Department  of  State  and  the 
American  Embassy  in  Mexico  is  not  the  only  show,  or  is  the  only  way 
that  there  can  be  cooperation  and  coordination? 

A.  At  the  federal  level,  everything  that  happens  in  Mexico  has 
to  be  run  through  the  Embassy.  So  for  example - 

Q.  But,  does  everything  happen  at  the  federal  level? 

A.  Pretty  much.  I  mean,  in  the  government?  Yes.  For 
example,  Texas  has  a  long  border.  El  Paso  and  Juarez  share  a  border. 
If  the  governor  of  Texas  wants  to  begin  a  program  whereby,  I  don't 
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know,  people  who  are  seeking  to  do  charity  work  from  a  church  in  El 
Paso  go  into  Juarez  to  set  up  a  soup  kitchen,  that  would  be  an 
activity  that  the  U.S.  ambassador  would  have  to  approve.  And 
certainly  if — and  it  should  approve.  If  they  can  do — now  that  is  if 
it  is  a  government  sponsor.  Now  a  church,  which  does  not  respond  to 
the  government,  churches  do  that  all  the  time  without  the  Embassy 
knowing  but  that  is  not  government  relations.  Those  are  people 
relations  between  ordinary  citizens.  So,  there  is  an  important 
distinction  there  because  the  damage  we  are  talking  about  is  damage 
that  was  done  to  the  government  to  government  relations. 

Q.  Sir,  you  also  indicated  in  your  Congressional  testimony 
that  we  have  transformed  our  commercial  relationships.  Have  those 
commercial  relationships  been  damaged  as  a  result  of  WikiLeaks? 

A.  They  were  made  a  lot  more  complicated  in  one  particular 
area.  In  1994  the  United  States  signed,  with  Mexico  and  Canada,  the 
first  free  trade  agreement  called  NAFTA.  It  truly  revolutionized  how 
we  do  business  among  the  three  countries  of  North  America  and  it  has 
tripled,  actually  now  quadrupled  our  trade  with  Mexico.  That  is 
obviously  a  very  good  thing.  It  creates  jobs  in  the  states,  it 
creates  jobs  in  Mexico,  it  brings  down  cost,  the  whole  holistic  good 
cycle  of  things — the  virtuous  cycle  of  things  that  happen.  As  part 
of  that  agreement  there  was  an  aspect  of  the  treaty  that  the  United 
States  did  not  implement  and  it  had  to  do  with  cross-border  trucking. 
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1  Given  our  2000  mile  border,  you  can  drive  a  truck  across  it.  The 

2  United  States  had  the  ability  to  send  its  trucks,  let's  say  a  Wal- 

3  Mart  truck,  from  Oklahoma  or  Bentonville,  Arkansas  down  into  the 

4  heartland  of  Mexico,  drive  across  just  like  any  other  car,  one  of  the 

5  40-odd  ports  of  entry.  Because  of  the  Teamsters  political  pressure 

6  in  the  United  States  they  brought  to  bear  such  pressure  that  we  did 

7  not  allow,  the  United  States  government,  did  not  allow  Mexican  long- 

8  haul  truckers  to  come  into  the  United  States.  And  so,  there  had  been 

9  a  very  long-standing  drayage  or  cabotage  system  whereby  Mexican 

10  trucks  loaded  with  produce  would  come  to  a  place  near  the  border  and 

11  there  were  these  trucks  that  just  went  back  and  forth  and  they 

12  swapped  the  trailers  off  the  back.  It  is  an  enormously  sensitive 

13  political  issue  on  both  sides. 

14 

15 

16 

17 

18 

19 

20 
21 


22 


Q. 


23 
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1  A. 

2 

3  Q. 

4 

5  A. 

6  Q. 

7 

8  A. 

9  Q. 


10  A.  If  asked  by  the  Congress,  in — I  mean,  that  is  a  statement. 

11  That  is  a  statement  that  is  meant  to,  by  design,  promote  our  policy. 

12  If  I  am  asked  by  the  Congress  about  problems  in  the  relationship,  as 

13  I  was  during  that  testimony  if  you  recall. 

14  Q.  I  do. 

15  A.  About  Manuel  Placer,  an  American  citizen  who  had  been  held 

16  in  a  prison  in  Guadalajara  for  over  a  year  in  pretrial  detention. 

17  Representative  Smith  let  me  have  it  with  both  barrels.  I  had  to,  and 

18  I  did,  truthfully  answer  the  status  of  that  problem  which  was  honest 

19  and  critical  about  the  Mexican  government  and  the  Mexican  judiciary's 

20  handling.  But,  in  my  opening  statement,  remember  the  purpose  of  an 

21  opening  statement  is,  in  effect,  to  sell  to  Congress,  to  our 

22  oversight  committee,  what  we  are  doing.  And  so,  it  should  be — it  is 
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1  not  that  it  is  untruthful  but  it  is  purposely  putting  our  policy  in 

2  the  most  favorable  light  that  we  possibly  can. 

3  Q.  There  has  been  some  testimony  that  has  been — yeah,  some 

4  testimony,  Mr.  Feeley,  that  this  idea  of  WikiLeaks  has  been  put  up  on 

5  a  shelf  in  most  places  and  that  people  are  not  really  taking  about  it 


6  anymore. 

Would  you  agree  with  that  or  disagree  with  that? 

7  A. 

You  mean  other  witnesses,  there  has  been  testimony? 

8  Q. 

There  has. 

9  A. 

Okay.  I  think - 

10  Q. 

There  has  been  testimony--let  me  be  clear.  There  has  been- 

11  - 


12  MJ: 

Well,  let  us  not  talk  about  what  other  witnesses  said.  Why 

13  don't  you  just  rephrase  the  question? 

14  ADC [MAJ  HURLEY] :  Absolutely,  ma'am.. 

15  Q.  In  most  places  in  the  Western  Hemisphere,  WikiLeaks  has 

16  been  put  up  on  a  shelf. 


17  A. 

Put  up  on  a  shelf  as  in  discarded,  forgotten  about? 

18  Q. 

Right. 

19  A. 

Yeah,  I  think  it  is  fair  to  say  that  in  all  diplomatic 

20  relations, 

,  like  any  relationship,  time  does  tend  to  mitigate  the  raw 

21  aspect  of 

the  emotions  but  if  you  will,  and  I  don't  want  to  sound 

22  hyperbolic,  but  if  you  will,  think  of  a  bilateral  relationship  as  a 

23  relationship--as  a  marriage.  And,  people  work  on  a  marriage  on  a 
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1  daily  basis.  If  the  husband  cheats  and  the  wife  finds  out,  over  time 

2  they  may  not  divorce  and  the  raw  aspect  of  the  emotion  that  the  wife 

3  feels  may  lessen  but  it  is  still  there.  And,  I  think  that  is  how  I 

4  would  describe  the  relationship  with  Mexico.  It  is  not  a  topic, 

5  WikiLeaks  — well,  I  should  say  it  was  not  a  topic  until  just  recently 

6  with  Mr.  Snowden.  I  don't  conflate  the  two,  but  the  truth  of  the 

7  Mexican  context  and.  the  Latin  American  context  is  that  the  two  have 

8  been  tremendously  conflated.  So,  it  is  fair  to  say  that  WikiLeaks, 

9  if  it  had,  and  I  think  it  is  fair  to  say  that  it  had  been  somewhat 

10  minimized  as  a  daily  topic  of  conversation  with  your  interlocutors. 

11  The  ember  is  there  and  in  light  of  the  latest  revelations,  there  is  a 

12  huge  conflation  between  the  two. 

13  Q.  But  prior  to  the  latest  revelations,  that  ember  had  gotten- 

14  - 

15  A.  It  had  not  been  extinguished  but  it  had  diminished.  But 

16  again,  when  you  are  talking  about  trust  as  the  core  of  what  you  seek 

17  to  build,  it  was  there. 

18  Q.  Just  a  second. 

19  A.  Certainly. 

20  ADC [MAJ  HURLEY]:  Just  a  second,  ma'am. 

21  MJ:  That  is  fine. 

22  ADC [MAJ  HURLEY]:  Ma'am,  no  further  questions. 

23  MJ:  All  right,  redirect? 


Closed  Session  83 


nxnjitrix 

11697 


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 


c  Q 


ATC[CPT  OVERGAARD]:  One  second  please,  ma'am? 

REDIRECT  EXAMINATION 

Questions  by  the  assistant  trial  counsel  [CPT  Overgaard] : 

Q.  Just  a  couple  of  questions..  In  your  opinion,  just  to 
clarify,  why  did  Ambassador  Pascual  resign? 

A.  Because  the  President  stated  that  he  had  lost  confidence  in 
him  as  a  result  of  reading  his  assessment  that  the  Mexican  Army  was 
risk-averse.  And  so.  Ambassador  Pascual  felt  he  could  not  be  an 
effective  emissary  for  U.S.  interests. 

Q.  So,  it  was  not  a  result  of  the  relationship  the  Major 
Hurley  brought  up? 

A.  I  did  not  believe  it  was. 

ATC [CPT  OVERGAARD]:  Thank  you. 

EXAMINATION  BY  THE  COURT-MARTIAL 
Questions  by  the  military  judge: 

Q.  Okay,  I  have  a  couple  of  questions.  That  was  one  of  them 
actually,  the  relationship,  I  believe  you  testified  that  the  Mexican 
President  would  have  known  somewhere  around  the  spring  of  2010,  and  I 
also  believe  you  testified  that  Mr.  Pascual — or.  Ambassador  Pascual 
did  not  resign  until  spring  of  'll.  Is  there  any  change  in 
relationship  between  President  Calderon  or  his  chief  of  staff  and 
Ambasador  Pascual  once  this  dating  relationship  was  public  knowledge? 

A.  Not  that  was — not  that  I  was  aware  of. 
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Q.  And,  would  you  have  been  aware  of  it? 

A.  I  believe  I  would,  have.  Your  Honor. 

Q.  The  other  question  I  had  was,  the  New  York  Times  drone 
release,  you  testified  it  was  in  the  spring  of  2011,  which  was — was 
that  before  or  after  Ambassador  Pascual  had  resigned. 

A.  You  know,  I  would  have  to  say — I  am  trying  to  think  of  when 
that  exactly  when  they  came  out.  Your  Honor,  are  you  allowed  to 
google  it  here? 

Q.  No,  unfortunately  we  cannot.  Where  I  am  going  with  this 


10  is - 

11  A. 

12 

13 

14 

15 

16 

17 
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1  Q.  Because,  you  testified  earlier  there  was  a  two-month  lapse. 

2  I  think  you  said  that  Ambassador  Pascual  made  the  decision  to  resign 

3  in  March  of  2011  and  actually  did  resign  in  May  of  2011? 

4  A.  Right.  He  tendered  his  resignation  to  the  Secretary  in 

5  March  and  in  that  resignation,  or  in  the  statement  he  came  out  from 

6  the  Department  of  State,  the  Secretary  issued  one  saying  that  it  was 

7  her  great  disappointment  but  she  had  accepted  his  resignation  but  had 

8  asked  him  to  stay  on  to  effect  an  orderly  transition  process.  And, 

9  there  was  about  two  months . 


10 

Q. 

11 

12 

13 

A. 

No. 

14 

Q. 

No,  did  I  miss - 

15 

A. 

I  am  sorry,  I  am  thinking  about  when  it  was 

written . 

No, 

16 

it  was 

written - 

17 

Q. 

You  said  you  think  they  started  on  Thanksgiving  of  2010  but 

18 

that  cable  was  not  released  until  after  the  New  Year, 

I  believe  was 

19 

your  testimony? 

20 

A. 

That  is — I  am  pretty  sure  that  it  is  right. 

Yes,  ma 

'  am. 

21 

Q- 

Because  that  really  doesn't  leave  much  time 

between 

the 

22 

release 

and  the  resignation.  I  mean,  was  that  enough 

time  to 

figure 

23 

that  out? 
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Q. 
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A. 

MJ:  I  think  that  is  all  I  have. 

Does  either  side  have  anything  based  on  that? 
ATC [CPT  OVERGAARD] :  No,  ma'am. 

ADC [MAJ  HURLEY] :  Yes,  ma'am. 

MJ:  Thank  you. 

RECROSS - EXAMI NAT I ON 

Questions  by  the  assistant  defense  counsel  [MAJ  Hurley] : 

Q. 


A. 

Q. 


A. 

Q. 
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Q. 


Q. 


Q. 


A. 
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10  MJ:  All  right  Major  Hurley,  where  are  we  going  with  this? 

11  ADC [MAJ  HURLEY]:  I  will  stop,  ma'am. 

12  MJ:  Please. 

13  ADC [MAJ  HURLEY] :  Thanks. 

14  MJ:  Anything  else? 

15  ATC [CPT  OVERGAARD] :  No,  ma'am. 

16  MJ:  Temporary  or  permanent  excusal? 

17  ATC [CPT  OVERGAARD]:  Temporary,  ma'am. 

18  [The  witness  was  temporarily  excused,  duly  warned,  and  withdrew  from 

19  the  courtroom.] 

20  MJ:  All  right,  is  there  anything--the  witness  has  departed. 

21  Is  there  anything  else  we  need  to  address?  I  believe  both 

22  sides  told  me  you  wanted  to  start  at  0930  tomorrow? 
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1  TC [MAJ  FEIN]:  Yes,  ma'am.  Before  that,  ma'am,  the  United 

2  States  requests  that  the  Court,  as  trier  of  fact,  disregard  Mr. 

3  Feeley's  testimony  prior  to  last  recess  in  reference  to  the  Leahy 

4  vetting  cables. 

5  MJ:  Yes,  I  intended  to  do  that.  Thank  you  for  reminding  me  to 

6  put  that  on  the  record.  The  parties  came  in  at  an  RCM  802  conference 

7  and  the  government  advised  me  that  that  portion  of  the  testimony 

8  about  the  Leahy  vetting  was  part  of  the  information  that  the 

9  government  in  their  505(g) (2)  filings  had  asked  the  Court  to  redact. 

10  Now, --Major  Hurley,  are  you? 

11  ADC [MAJ  HURLEY]:  Oh,  no  ma'am,  I  am  just  getting  up  as  a  matter 

12  of  course. 

13  MJ:  What  does  concern  me  about  this  is,  what  I  want  the 

14  government  to  do  is — I  mean,  there  was  a  lot  of  records  court  went 

15  through  in  the  505(g) (2)  processes  with  the  various  different 

16  agencies.  I  want  the  government  to  go  back  through  all  of  those, 

17  look  at  what  the  government  redacted  on  the  promise  that  if  they  do 

18  not  give  it  to  the  defense,  the  Court's  order  was  they're  not  using 

19  it.  So,  I  want  the  Government  to  go  through  all  that  and  have  one  of 

20  the  three  of  you  certify  to  me,  as  officers  of  the  court,  that  you 

21  are  not  using  any  of  it. 

22  TC:  Yes  ma'am,  we  will.  And  to  clarify,  ma'am,  the  reason  the 

23  United  States  brought  this  to  the  Court's  attention  is  because  this 
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1  information  was  provided  as  part  of  the  Department  of  State 

2  discovery;  other  agencies  that  it  was  redacted  from  and  that  is  why 

3  we  brought  to  the  Court's  attention. 

4  MJ:  Okay,  and  I  am  not  suggesting  the  Government  is  going  to  do 

5  anything  they  should  not  do. 

6  TC [MAJ  FEIN]:  Yes,  ma’am. 

7  M J :  All  I  am  saying  is  that  I  want  a  double-check  mechanism  in 

8  place  because  if  it  has  happened  once  I  just  want  to  make  sure  it  has 

9  not  happened  before  or,  it  is  not  going  to  happen  for  the  rest  of  the 

10  case. 

11  TC [MAJ  FEIN]:  Absolutely,  ma'am.  Yes,  ma'am. 

12  MJ:  Okay,  is  the  Defense  happy  with  that? 

13  CDC[MR.  COOMBS]:  Yes,  Your  Honor.  And,  just  on  the  last  part 

14  of  the  cross  for  PDAS  Feeley,  where  we  were  going  with  that  was  just 

15  the  fact,  intervening  events - 

16  MJ:  I  know  where  you  are  going  with  that. 

17  CDC [MR.  COOMBS] :  So,  that  was  the  answer  to  that  question, 

18  ma'am. 

19  M J :  Okay.  All  right,  is  there  anything  else  we  need  to  address 

20  before  we  recess  until  0930  tomorrow? 

21  CDC [MR.  COOMBS]:  No,  ma’am. 

22  TC[MAJ  FEIN]:  No,  ma'am. 
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1  MJ:  Okay,  so  Defense,  are  you  going  to  have  enough  opportunity 

2  to  interview  the  witnesses  coming  tomorrow  if  we  start  at  0930? 

3  CDC [MR .  COOMBS]:  Yes,  ma'am. 

4  ADC [MAJ  HURLEY] :  Ma'am,  just  to  clarify  for  the  Court,  we  had-- 

5  the  witness  is  coming  at  7:30  so  that  gives  us  that  two-hour  window 

6  that  we  are  talking  about. 

7  M J :  All  right. 

8  Court  is  in  recess  until  0930  tomorrow. 

9  [The  court-martial  recessed  at  1911,  one  August  2013.] 

10  [The  court-martial  was  called  to  order  at  1911,  1  August  2013.] 

11  MJ:  Court  is  called  to  order. 

12  There  is  one  thing  I  also  wanted  to  address  and  I  think 

13  this  will  be,  when  the  transcript  is  redacted,  I  do  have  some 

14  concerns  about  the  idea  of  Mr.  Snowden.  I  want  to  advise  both  sides 

15  that  the  Court  is  not  considering  anything  of  the  appearance  of  Mr. 

16  Snowden  with  respect  to  PFC  Manning  and  anything  happening  here.  As 

17  far  as  I  am  concerned,  it  is  irrelevant. 

18  Does  either  side  have  anything  further,  or  think  about  it? 

19  I  intend  to  completely  disregard  anything  about  Mr.  Snowden. 

20  CDC [MR.  COOMBS] :  Yeah,  the  defense  would  agree,  it  is 

21  irrelevant. 

22  MJ:  Government? 
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1  TC[MAJ  FEIN]:  Ma’am,  if  we  could  get  back  to  the  Court,  only 

2  because  defense  continues  to  ask  questions  about  continuing  damage 

3  and  whether  information  was  shelved  or  not.  It  would  be  appropriate 

4  if  the  answer  was,  "Mo,  it  is  not  shelved."  Now,  it  does  not  need  to 

5  be  asked,  "Why?"  But,  that  is  how  that  came  out  this  last  witness. 

6  MJ:  No,  I  understand.  I  mean,  the  defense  brought  the 

7  information  about  Mr.  Snowden  but  I  think  he  testified  a  little  bit 

8  on  direct  too.  But,  all  I  am  saying  is,  I  intend  to  disregard 

9  everything  with  respect  to  Mr.  Snowden. 

10  TC [MAJ  FEIN]:  Yes,  ma'am. 

11  CDC [MR.  COOMBS]:  Yet,  and  I  guess  on  Major  Fein's  point  there, 

12  if  in  fact  Mr.  Snowden  caused  any  sort  of  continued  harm  or  re-harm 

13  after  it  has  been  shelved,  that  obviously  would  not  be  1001(b) (4) 

14  evidence  in  the  defense's  position. 

15  MJ:  And  that  is  the  Court's  position  as  well.* 

16  TC [MAJ  FEIN]:  Yes,  ma'am. 

17  MJ:  Okay,  Court  is  in  recess. 

18  [The  court-martial  recessed  at  1913,  1  August  2013.] 

19  [END  OF  PAGE] 
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[The  court-martial  was  called  to  order  at  0931,  2  August  2013.] 

MJ:  Court  is  called  to  order.  Major  Fein,  please  account  for 

the  parties. 

TC [MAJ  FEIN]:  Yes,  ma'am.  All  parties  when  the  Court  last 
recessed  are  again  present  with  the  exception  of  Captain  Morrow;  he 
is  absent.  Also,  ma'am,  as  of  0925  this  morning  there  are  seven 
members  of  the  media  at  the  Media  Operations  Center,  one 
stenographer.  There's  no  media  in  the  courtroom.  There  are  four 
spectators  in  the  courtroom  and  no  spectators  in  the  overflow 
trailer,  although  it  will  be  available  throughout  the  day. 

MJ:  All  right.  Have  there  been  any  new  appellate  exhibits 

added  to  the  record? 

TC [MAJ  FEIN]:  Yes,  ma'am.  What's  been  marked  as  Appellate  630 
is  the  government's  reply  to  the  Defense's  motion  for  relief  under 
R.C.M.  1001(b)(4),  dated  yesterday,  1  August  2013. 

MJ:  All  right.  And  the  Court  received  an  email  from  the 

defense  that  the  defense  requests  an  oral  argument  on  this  motion. 

CDC [MR .  COOMBS]:  That  is  correct.  Your  Honor. 

MJ:  All  right.  And  the  Court  —  I  met  with  the  parties  for  a 

brief  R.C.M.  802  conference  earlier  today  where  we  discussed 
logistics.  That  oral  argument  is  going  to  take  place  either  after 
the  first  witness  testifies  or  at  the  end  of  the  day  after  the  second 
witness  testifies,  depending  how  things  shake  out  for  the  day  and 
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what  works  best  time  wise.  Is  that  acceptable  to  the  parties? 

CDC [MR.  COOMBS]:  Yes,  Your  Honor. 

TC [MAJ  FEIN] :  Yes,  Ma'am. 

MJ:  All  right,  is  there  anything  else  before  we  call  the  first 

witness? 

TC [MAJ  FEIN]:  No,  ma'am. 

CDC [MR.  COOMBS]:  No,  Your  Honor. 

TC [MAJ  FEIN]:  Ma'am,  the  United  States  calls  Ms.  Susan  Swart. 

SUSAN  SWART,  civilian,  was  called  as  a  witness  for  the  prosecution, 
was  sworn,  and  testified  as  follows: 

DIRECT  EXAMINATION 

Questions  by  the  trial  counsel  [MAJ  FEIN] : 

Q.  And  you're  Ms.  Susan  Swart,  the  current  Chief  Information 
Officer  for  the  International  Monetary  Fund? 

A.  Yes. 

Q.  And  you  were  previously  the  Department  of  State's  Chief 
Information  Officer? 

A.  Yes. 

Q.  And,  ma'am,  you're  here  today  —  or  at  least  your 
understanding  is  you're  here  today  to  discuss  your  expertise  in  the 
field  of  the  Department  of  State  Information  Systems? 

A.  Yes. 

Q.  So  the  Department  of  State  Information  Systems  and  the 
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Department  of  State's  Information  Sharing? 

A.  Yes. 

Q.  And,  ma'am,  with  that  — 

MJ:  Yes  [speaking  to  the  defense]? 

ADC [CPT  TOOMAN] :  Your  Honor,  we'll  stipulate  to  the  witness' 
expertise  as  long  as  limited  to  the  time  she  was  at  the  Department  of 
State . 

MJ:  All  right.  That's  acceptable. 

TC [MAJ  FEIN]:  Ma'am,  the  United  States  —  what  has  been  marked 
—  Ms.  —  and  move  to  admit  Ms.  Swartz  bio  from  the  Department  State. 
MJ:  All  right.  Any  objection? 

ADC [CPT  TOOMAN]:  No,  ma'am. 

MJ:  All  right.  So,  based  on  that  stipulation  the  foundational 

guestions  can  be  limited. 

TC [MAJ  FEIN]:  Yes,  ma'am. 

MJ:  May  I  see  the  exhibit,  please? 

[The  document  was  marked  Prosecution  Exhibit  200  for  identification 
and  handed  to  the  Military  Judge.] 

MJ:  Thank  you.  Proceed. 

Questions  continued  by  the  trial  counsel  [MAJ  FEIN] : 

Q.  Ma'am,  when  did  you  leave  the  Department  of  State? 

A.  In  —  the  end  of  July  2012. 

Q.  Thank  you.  And  what  were  your  general  duties  and 
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1  responsibilities  as  the  Chief  Information  Officer  at  the  Department 

2  of  State? 

3  A.  To  oversee  the  information  systems  of  the  Department  — 


4 

administrative  systems,  general  messaging  systems,  and  the 

5 

communications  both  within  the  headquarters  and  in  the  field. 

6 

Q. 

And  when  you  were  still  at  the  Department,  were  you 

a 

7 

Foreign 

Service  Officer? 

8 

A. 

Yes. 

9 

Q. 

And  how  long  were  you  a  Foreign  Service  Officer? 

10 

A. 

Twenty-three  years. 

11 

Q. 

And  at  what  rank  within  the  Foreign  Service  did  you 

retire? 

12 

A. 

Minister  Counselor. 

13 

Q. 

And  what  is  the  equivalent  in  the  military? 

14 

A. 

I  think  about  a  two  star. 

15 

Q. 

Thank  you.  And  out  of  your  —  approximately  —  or 

your  23 

16 

years, 

how  long  —  or  how  many  years  within  the  23  years  did 

you  deal 

17 

with  information  management  or  information  sharing  - 

18 

A. 

Within  that  - 

19 

Q. 

-  within  your  entire 

20 

A. 

- 23? 

21 

Q. 

—  career  as  a  Foreign  Service  Officer  --  approximately? 

22 

A. 

Approximately  19,  maybe  more  --  20. 

23 

11715 


o 


9 


1  Q.  As  the  CIO  of  the  State  Department,  what  level  or  at  what 

2  level  kind  of  an  organizational  chart  does  that  fall? 

3  A.  An  Assistant  Secretary  equivalent.  So  I  reported  directly 

4  to  the  Undersecretary  for  Management . 

5  Q.  Thank  you.  And  prior  to  becoming  the  CIO  what  position  did 

6  you  hold? 

7  A.  Deputy  CIO. 

8  Q.  And  very  briefly,  could  you  kind  of  just  summarize  for  the 

9  Court  the  different  positions  you  held  overseas  in  the  field  of 


10 

information  systems  and  information  sharing? 

11 

A. 

I  was  the  IM  --  the  Information  Management 

Officer 

at  the 

12 

Embassy 

in  Cairo,  the  Information  Management  Officer 

at  the 

Embassy 

13 

in  Lima, 

.  and  the  Deputy  Systems  Manager  —  or  the  systems  manager  at 

14 

Cairo  — 

— 

15 

Q. 

And  what  were  your  - 

16 

A. 

-  and  Caracas. 

17 

Q. 

-  oh,  I'm  sorry. 

18 

A. 

I  was  also  the  - 

19 

Q. 

So  in  those  four  - 

20 

A. 

-  systems  manager  in  Caracas. 

21 

Q. 

-  in  those  four  overseas  assignments,  what  were 

your 

22 

general 

duties  as  far  as  the  information  management. 

information 

23 

systems, 

,  and  information  sharing? 
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A.  So  in  the  two  —  in  the  first  —  the  first  time  —  the 
Information  Systems  Officer  was  overseeing  the  unclassified 
applications;  how  those  ran,  counselor,  financial,  you  know,  the 
logistics  type  systems  and  messaging  systems.  As  the  IMO  --  so  in 
Cairo  and  in  Lima,  overseeing  all  of  those  systems,  plus  the 
classified  systems  and  the  communications  capability  for  the  mission. 

TC [MAJ  FEIN]:  One  moment,  please. 

[Pause] 

Q.  As  the  CIO  or  Deputy  CIO  for  the  Department  of  State,  have 
you  ever  had  to  represent  the  Department  of  State  within  the  U.S. 
government,  either  interagency  or  before  Congress? 

A.  Yes,  once  before  Congress  on  IT  security,  and  in  a  number 
of  interagency  groups  with  other  agencies  related  to  IT  issues;  the 
CIO  counsel,  the  IPC  following  WikiLeaks,  and  a  number  of  other 
interagency  groups  around. 

Q.  And  what  is  a  CIO  counsel? 

A.  The  CIO  counsel  is  the  —  is  a  collection  of  CIOs  from 
agencies  that  are  large  agencies  that  get  together  on  a  monthly  basis 
and  help  implement  administration  priorities  related  to  IT. 

Q.  And,  ma'am,  what  is  the  IRM  department  at  the  Department  of 
State?  First,  what  does  IRM  stand  for  and  what  was  it? 

A.  Information  Resource  Management.  And  it's  the  department 
that  does  centralized  IT  for  the  whole  State  Department. 
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Q.  And  how  did  that  fall  under  your  —  did  that  fall  under 


your - 

A.  Yes,  I  was  the  head  of  that  department. 

Q.  As  the  CIO? 

A.  As  the  CIO.  Where  other  departments  would  be  headed  by 
someone  who  had  an  assistant  secretary  title  the  CIO  was  the  head  of 
IRM. 


Q.  And  —  and  specifically  what  role  did  IRM  play  within  the 
Department  of  State? 

A.  Managed  communications  worldwide.  That  includes  network 
communications,  telephones,  radios,  and  manage  the  systems,  data 
centers  and  develop  some  systems  also;  classified  and  unclassified. 

Q.  In  that  management  of  systems  does  that  include  the 
telegrams  and  cables  that  are  sent  between  embassies? 

A.  Yes,  it  does. 

Q.  And  as  the  CIO  and  Deputy  CIO,  were  you  involved  in 
decisions  about  how  cables  were  transmitted,  accessed  or  stored  prior 
to  2010? 

A.  Yes. 

Q.  Prior  to  - 

A.  Yes.  Yes.  Yes.  Yes. 

Q.  - prior  to - 

A.  Yes.  Yes. 
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Q.  -  prior  to  WikiLeaks  offense?  And  can  you  describe  in 

general  terms  the  process  by  which  cables  were  sent  or  available  to 
customers? 

A.  Okay.  Cables  —  if  I  take  a  headquarters  view,  cables  were 
sent  —  pushed  electronically  to  other  agencies  based  on  an 
organizational  address. 

Q.  And  what  do  you  mean  by  that? 

A.  That's  —  let's  say  —  if  I  —  Fort  —  if  I  picked  Fort 
Huachuca  —  you  put  Fort  Hua  —  there's  an  address  that's  recognized 
by  multi-agency  system  that  says  Fort  Huachuca.  And  then  you  would  - 
-  that  message  would  be  sent  --  pushed  out  to  Fort  Huachuca  because 
it  was  addressed  by  the  originator  to  Fort  Huachuca. 

Q.  Now  is  this  an  automated  process  or  is  someone  literally 
like  a  telephone  operator  in  sending  messages? 

A.  It's  an  automated  process. 

Q.  And  what  about  within  the  Department  once  a  cable  is  pushed 
out  from  an  embassy  or  any  location? 

A.  A  cable  that's  pushed  out  comes  to  an  address  —  SECSTATE 
is  the  address  for  Headquarters,  and  then  it's  distributed  based  on  a 
set  of  rules  to  various  subcomponents  of  the  organization,  and  then 
to  individuals. 

Q.  And  has  that  system  been  in  place  —  or  how  long  has  that 
system  really  been  in  place  generally  within  the  Department  of  State? 
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A.  That  basic  system  —  I  mean,  there  have  been  some 
modifications,  but  that  basic  logic  of  that  system  and  the  way  it 
works,  has  been  in  place,  well,  more  --  I  know  more  than  23  years  — 
twenty  something  years  - 

Q.  So  longer  than  your  - 

A.  -  maybe  even  back  to  the  - 

Q.  - term - 

A.  - yes. 

Q.  -  at  the  Department  of  State? 

A.  Yeah. 

Q.  And,  ma'am,  what  is  Net-Centric  Diplomacy? 

A.  Net-Centric  Diplomacy  was  an  approach  to  providing, 
identified  by  the  originator  or  the  approver,  cable  traffic  that 
would  be  valuable  in  the  interagency  community. 

Q.  What  do  you  mean  by  "valuable"  in  the  interagency 
community? 

A.  That  other  organizations  would  find  the  reporting  or 
whatever  was  put  into  NCD  valuable  to  their  work  —  relevant  to  their 
work. 

Q.  And  why  was  NCD  then  created? 

A.  Because  there  was  people  —  there  were  people  that  were  not 
getting  information  that  they  needed  to  do  their  job  through 
traditional  means. 
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Q.  How  did  NCD  fix  that  issue? 

A.  Because  you  --  if  you  were  on  SIPRNet  or  on  the  classified 
network  at  the  Department,  you  could  access  any  of  the  telegrams  or 
messages  that  were  captured  with  a  certain  caption  and  sent  to  that 
system.  A  pull  --  more  of  a  pull  method. 

Q.  What  do  you  mean  by  "pull"? 

A.  If  you  were  on  the  system  —  if  you  had  access  to  a 
classified  system,  SIPRNet  or  class'  net,  you  could  get  those 
telegrams.  So  you  would  go  out  to  look  for  them  as  opposed  to  wait 
for  them  to  get  to  you  through  the  push  —  push  method. 

Q.  So  you  mentioned  push  and  pull.  Could  you  just  briefly 
describe  for  the  Court  - 

A.  Well,  can  I  use  an  - 

Q.  -  what  you  mean  by  that? 

A.  -  analogy  --  I'll  use  an  analogy. 

Q.  Please. 

A.  So  if  I'm  pushing  something  to  —  if  I  —  if  I  was  going  to 
push  a  message,  let's  say  to  Vienna,  Virginia,  I  would  send  it  with 
an  address,  Vienna,  Virginia.  And  then  they  would  determine  whether 
it  should  go  to  the  fire  chief  or  the  mayor  or  the  hos  —  the  head  of 
the  hospital,  et  cetera.  In  the  other  method  that  NCD  used,  all 
those  people  --  the  end  point  people  that  have  access  to  the  SIPRNet 
or  to  class'  net,  they  could  then  go  and  look  for  those  messages 
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based  on  the  topic. 

Q.  Thank  you.  And  who  used  NCD  to  access  cables? 

A.  Largely  DoD  users,  SIPRNet  users,  and  State  Department 
people  used  it,  too. 

Q.  Did  --  and  how  did  Department  of  State  employees  use  Net- 
Centric  Diplomacy? 

A.  I  think  they  use  it  because  the  interface  was  very  nice. 

So  they  could  easily  go  out  and  find  things  that  what  —  might  not 
have  either  reached  them  because  of  their  job  or  their  organizational 
tie.  They  could  go  out  and  see  certain  kinds  of  reporting  they 
couldn't  see  that  they  wouldn't  get  through  the  traditional  method  or 
couldn't  get  easily. 

Q.  And  what  are  some  examples  of  Department  of  Defense  —  that 
you  personally  know  of  —  Department  of  Defense  employees  that  would 
be  using  NCD  and  rely  on  it? 

A.  Okay,  individuals  that  were  in  the  field  --  and  I'm  using 
that  loosely  —  in  the  field  that  would  not  have  an  avenue  to  get 
that  kind  of  cables  through  the  lit  —  they  weren't  getting  that  kind 
of  information  —  information  that  they  identified  as  needing 
through  the  traditional  methods.  So  they  found  that  interface  very 
helpful  to  get  it  quickly.  You  know,  as  soon  as  it  went  to  —  as 
soon  as  it  was  sent  with  a  SIPDIS  caption  it  would  be  posted  to  NCD 
and  they  had  access  to  it. 
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Q.  And  based  on  your  experience,  ma'am,  was  it  an  effective 
way  of  sharing  Department  of  State  cables  with  other  organizations? 
A.  Yes. 

Q.  And  why? 

A.  Because  you  —  you  could  determine  or  pursue  what  you 
needed  to  see  versus  waiting  for  the  Legacy  System  to  get  it  to  you, 
if  it  ever  did  get  it  to  you. 

Q.  And,  "by  you"  do  you  mean  the  end  user? 

A.  The  end  user  —  the  person  at  the  end  of  the  line. 

Q.  So,  ma'am,  are  you  familiar  —  now  I  —  just  to  focus  on 
the  —  the  WikiLeaks  disclosures  and  PFC  Manning's  misconduct,  are 
you  familiar  with  the  WikiLeaks  releases  in  this  case? 

A.  Yes.  I  mean,  not  the  subject  matter  in  great  deal  but, 

yes . 

Q.  That  it  occurred? 

A.  That  it  occurred,  yes. 

Q.  And  when  did  you  first  learn  of  the  purported  State 
Department  information  being  available  publicly? 


A. 

In  20  —  sometime 

in 

2010. 

What  --  the  exact 

dates? 

Q. 

No,  ma'am.  Just 

was 

it  the 

spring  or  fall  -- 

summer? 

A. 

I  believe  —  the 

spring,  I 

think. 

Q. 

Of  2010  or? 
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1  A.  2010,  I  think  —  I  mean  I  was  aware  on  the  Reykjavik  cable- 

2  — 

3  Q.  Okay. 

4  A.  -  that  that  happened.  So  —  and  then  from  all  the 

5  events  on. 

6  Q.  Yes,  ma'am.  And  were  you  or  IRM  under  your  — your 

7  responsibility  involved  in  reacting  or  responding  to  the  immediate 

8  release  of  information? 


9 

A. 

Yes. 

10 

Q. 

And  how? 

11 

A. 

We  started  reviewing  our  systems,  what  —  looking  at 

the 

12 

logs,  tightening  up  our  own  security,  republishing  our  guidance 

about 

13 

removable 

media  --  a  whole  series  of  events  to  tighten  - 

14 

ADC [CPT  TOOMAN] :  Your  Honor  - 

15 

MJ: 

Yes? 

16 

ADC [CPT  TOOMAN]:  -  your  Honor,  we  would  just  interject 

our 

17 

1001  (b)  (4! 

)  objection  here. 

18 

MJ: 

Got  it.  Go  ahead. 

19 

Q- 

So,  please,  so  how  —  to  reask  the  question,  ma'am  — 

- 

20 

A. 

Okay. 

21 

Q. 

-  how  are  you  and  IRM  involved  in  responding  -- 

22 

immediately  responding  to  it? 

23 

A. 

Immediately  reviewing  the  access  to  NCD,  and  how  we 
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1  provided  access  to  NCD,  and  how  we  would  go  about  limiting  that 

2  access. 

3  Q.  And  why  was  that  the  immediate  —  why  were  those  the  steps 

4  of  IRM? 

5  A.  Because  we  manage  the  system.  So  we  had  to  figure  out 

6  technically  how  we  would  do  that  when  that  decision  —  when  and  if 

7  that  decision  was  made  to  cut  it  off,  which  it  was  made  rather 

8  quickly. 

9  MJ:  Did  I  not  see  in  your  motion  you're  —  the  government 

10  saying  you' re  not  bringing  that  kind  of  information  before  the  Court? 

11  TC [MAJ  FEIN]:  No,  ma'am.  What  the  United  States  said  —  drew 

12  the  line.  Your  Honor,  was  the  immediate  effects  in  order  to  —  to  — 

13  to  mitigate  harm.  Your  Honor,  versus  the  steps  the  government  took  in 

14  order  to  prevent  future  acts  similar  to  PFC  Manning's.  So  here 

15  specifically  written  in  the  motion.  Your  Honor,  was  the  mitigation 

16  team  at  the  Department  of  State  and,  of  course,  it  will  be  discussed 

17  later,  but  the  United  States  doesn't  intend  to  go  through  any  of  this 

18  with  Ms.  Swart  or  any  other  witness. 

19  MJ:  What's  the  —  well.  I'll  ask  you  this  later.  Go  ahead.  Yes 

20  [speaking  to  the  defense]? 

21  ADC [CPT  TOOMAN] :  Ma'am,  we'd  just  note  our  —  our  objection  to 

22  mitigation  efforts  by  the  government  generally,  which  was  part  of  our 

23  motion. 
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1  MJ:  It's  part  of  your  objection.  I  have  it.  Yes.  Go  ahead. 

2  Questions  continued  by  the  trial  counsel  [MAJ  FEIN] : 

3  Q.  So,  ma'am,  in  the  immediate  —  after  the  immediate 

4  releases,  what  other  steps  did  IRM  take  in  order  to  prevent 

5  continuing  disclosures  in  that  immediate  timeframe? 

6  A.  Redefined  the  use  of  —  working  with  others  —  defined  the 

7  —  reiterate  how  SIPDIS  should  be  used,  looked  at  how  to  cut  off  the 

8  system,  looked  at  any  possible  ways  to  provide  access  through  other 

9  avenues,  implemented  training. 

10  Q.  Yes,  ma'am.  And,  now,  ma'am,  to  focus  on  information 

11  sharing;  once  NCD  was  removed  from  SIPRNet  how  did  customers  get 

12  access  to  the  cables? 

13  A.  They  either  got  them  through  JWICS  because  JWICS  —  NCD 

14  also  resided  on  JWICS.  So,  JWICS  users  continued  to  see  telegrams 

15  that  had  SIPDIS  caption.  And  others  —  very  few  others  —  very  few  - 

16  -  handful,  we  worked  on  a  couple  of  workarounds  for  individuals  so 

17  they  could  have  access.  Then  they  relied  on  the  Legacy  —  went  back 

18  to  the  Legacy  method  of  getting  telegrams. 

19  MJ:  I'm  sorry,  what  was  the  Legacy  method? 

20  WIT:  The  pushing;  where  you  send  them  to  an  addressee. 

21  Q.  Did  the  Department  ever  try  to  develop  another  type  of 

22  system  similar  to  NCD  that  would  pre  —  that  would  track  —  that 

23  would  limit  users  on  SIPRNet  from  pulling  this  information? 
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1  A.  [No  response] 

2  Q.  I'll  ask  it  a  different  way. 

3  A.  Yeah,  ask  me  —  it  can  be  asked  in  a  different  way.  Did  we 

4  think  about  doing  that? 

5  Q.  Did  --  did  - 

6  A.  Yeah,  metadata  —  we  had  this  —  yes,  there  was  a 

7  discussion  of  another  avenue  - 

8  ADC [CPT  TOOMAN] :  Your  Honor,  I'm  sorry  —  the  Court  —  we  think 

9  this  would  fall  under  the  what  they  did  to  prevent  future  —  future 

10  acts  —  that  would  be  similar. 

11  MJ:  That's  why  I'm  looking  at  this.  I  have  in  your  motion,  the 

12  United  States  maintains  it  would  not  present  evidence  of  subsequent 

13  remedial  measures  to  prevent  future  criminal  acts  similar  to  those 

14  which  the  accused  has  been  convicted  of,  which  this  is  sounding  very 

15  much  like  that  to  me. 

16  TC [MAJ  FEIN]:  Yes,  ma'am. 

17  MJ:  You  want  this? 

18  TC [MAJ  FEIN]:  That  was  not  the  government's  intent.  Yes, 

1 9  ma ' am . 

20  Questions  continued  by  the  trial  counsel  [MAJ  FEIN] : 

21  Q.  Ma'am,  why  --  so  why  with  NCD  within  the  information 

22  sharing  were  there  not  greater,  I  guess,  security  provisions  required 

23  for  Soldiers  or  anybody  on  SIPRNet? 
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A.  Or  anybody  —  because  the  belief  was  that  everyone  who  had 
access  to  that  --  to  the  system,  whether  it  was  class'  net  in  the 
department  or  SIPRNet,  that  they  were  vetted  and  cleared  to  handle 
classified  information. 

Q.  And  do  you  believe  that  stricter  controls  should  have  been 
in  place  in  order  to  secure  NCD  at  the  time  of  the  compromise  of 
information? 

A.  At  the  time  of  the  comp  —  pre-the  compromise? 

Q.  Yes,  ma'am. 

A.  Yeah  —  no,  because  all  of  the  —  I  mean,  I  believe  that 
the  intent  of  the  system  was  —  was  correct  that  if  you're  on  a 
system  and  you're  cleared  —  and  you've  been  cleared  to  handle 
classified  information,  that  you're  going  to  handle  it  appropriately. 

Q.  And,  ma'am,  in  your  experience  as  —  ma'am,  in  your 
experience  would  there  have  even  been  an  effective  way  to  allow  users 
across  SIPRNet  to  access  the  information  and  then  put  controls  in 
place  to  track  that  access  by  person? 

A.  I  don't  think  that  there  would  have  been  a  feasible  way  to 
do  that. 

Q.  And  what  do  you  mean  by  that? 

A.  There  could  be  —  technically  we  could  give  everybody  a 
logon  and  password,  but  then  we  would  have  to  manage  that.  And  that 
was  not  very  feasible. 


11728 


w 


9 


1 

2 

3 

4 

5 

6 

7 

8 
9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 
21 
22 
23 


Q.  Why  was  it  not  feasible,  ma'am? 

A.  Because  of  the  numbers. 

Q.  And  what  do  you  mean? 

A.  Because  so  many  people  have  access  to  SIPRNet. 

Q.  Could  there  have  been  another  —  any  other  type  of 
technical  means  implemented  —  another  system  prior  to  the  release  of 
these  purported  cables? 

A.  That  would  have  allowed  the  same  kind  of  access? 

Q.  Yes,  ma'am. 

A.  I  don't  think  so. 

Q.  And,  ma'am,  what  would  the  --  what  would  the  drawbacks  have 
been  if  the  State  Department  had  implemented  these  user  name  or  logon 
or  other  restrictions? 

A.  I  think  the  beau  —  besides  that  it  would  have  been 
resource  intensive  to  manage  that,  I  think  just  the  bureaucracy  of 
getting  logons  for  everybody  and  monitoring  them  basically  across  the 
world  would  keep  —  would  —  would  significantly  limit  the  access  — 
just  the  bureaucracy  of  managing  all  of  that  - 

Q.  And  when  you  say  "limiting  access"  - 

A.  -  from  the  State  Department's  point  of  view.  I  mean,  to 

manage  IDs  and  passwords  or  logons  across  that  whole  spectrum  for  the 
State  Department  would  have  been  a  huge  bureaucratic  burden,  and  I 
believe  it  would  be  a  burden  on  the  individual,  as  you  compare  it  to 
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1  the  type  of  access  they  had  through  NCD. 

2  Q.  And  then,  ma'am,  would  the  same  information  then  be 

3  available  to  all  these  users? 

4  A.  I  don't  think  it  would  have  been  available.  I  think  that's 

5  what  drove  the  creation  of  NCD,  because  it  wasn't  available. 

6  TC [MAJ  FEIN]:  Okay,  ma'am.  Thank  you,  very  much.  There's  no 

7  further  questions.  Your  Honor. 

8  ADC [CPT  TOOMAN] :  Can  I  have  a  moment.  Your  Honor? 


9 

MJ: 

Yes . 

10 

CROSS-EXAMINATION 

11 

Questions 

by  the  assistant  defense  counsel :  [CPT  TOOMAN] : 

12 

Q. 

Good  morning,  Ms.  Swart. 

13 

A. 

Good  morning. 

14 

Q. 

Ma'am,  you  testified  that  you  were  the  Chief  Information 

15 

Officer  at  the  Department  of  State  when  WikiLeaks  releases 

happened' 

16 

A. 

[Responded  in  the  affirmative.] 

17 

Q. 

And  as  the  CIO,  you  were  responsible  for  all  the 

18 

information  resources  at  the  Department  of  State,  correct? 

19 

A. 

Generally,  yes. 

20 

Q. 

Information  Resource  Management,  I  think,  is  the 

term  you 

21 

used? 

22 

A. 

Yes . 

23 

Q. 

And  as  the  boss  of  IRM,  you  were  responsible  for 

all  the 
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cables,  correct,  and  how  they  moved  throughout  the  Department  of 
State,  correct? 

A.  There  are  some  —  no.  There  are  some  other  handling 
instructions  that  were  —  and  people  that  handled  certain  parts  of  it 
that  were  not  under  IRM's  control  —  so  not  undermine. 

Q.  Okay,  but  generally  you  were  responsible  for  how  folks 
accessed  - 

A.  How  they're  electronically  disseminated  and  accessed 
electronically. 

Q.  How  they're  accessed  and  how  they're  distributed? 

A.  With  some  exception. 

Q.  What  would  those  exceptions  be? 

A.  The  things  that  go  to  the  Secretariat. 

Q.  Okay,  so  to  the  highest  level;  you  wouldn't  have  anything 
to  do  with  that? 

A.  Just  that  —  we  had  a  feed  to  them.  They  controlled  their 
own  dissemination. 

Q.  Okay.  So  as  the  person  who  was  responsible  for  how  this 
information  was  held  and  how  it  was  distributed,  when  this  happened 
you  probably  got  asked  a  lot  of  questions? 

A.  Yes,  around  NCD,  yes. 

Q.  And  they  probably  asked  you  a  lot  of  questions  on  how  this 
happened? 
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A.  People  were  fairly  well  versed  with  NCD  —  the  people  that 
were  part  of  that  discussion,  so. 

Q.  People  —  your  bosses  would  have  come  to  you  and  said,  Ms. 
Swart,  how  did  this  happen?  Why  did  this  happen? 

A.  Not  —  I  think  they  understood  how  it  happened.  I  don't  — 

no. 

Q.  So  no  one  came  to  you  and  said  - 

A.  I  mean 

A.  To  discuss  what  to  do,  post  how  it  happened  or  how  the 
access  list  to  NCD  in  my  opinion  was  fairly  widely  known. 

Q.  Okay.  So  no  one  was  looking  to  you  for  questions  on  how 
this  might  have  happened? 

A.  Maybe  to  understand  better  how  the  —  how  the  —  I'd  have 
to  say  generally,  no.  People  knew  that  —  how  --  what  the  intent  was 
at  NCD  and  what  the  access  mechanism  was. 

Q.  And  they  didn't  ask  you  any  questions  about,  hey,  was  there 
anything  we  could  have  done  to  stop  this? 

A.  I  think  in  the  —  in  the  —  in  the  sense  of  going  forward 
and  could  we  have  put  login  —  this  —  kind  of  using  as  an  example 
logon  and  passwords,  yes.  But  in  the  discussion  in  the  buildup  of 
NCD,  that  hurdle  was  kind  of  already  crossed  and  actually  creating 
the  system  the  way  that  it  was. 

Q.  So  then  after  this  happened,  no  one  asked  you  tough 
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questions  about  the  fact  that  this  happened? 

A.  They  asked  me  about  —  I  mean  not  in  the  sense  of  —  if 
you're  going  towards  did  I  feel  blamed?  I  didn't  feel  blamed.  No,  I 
don't  think  so  —  there  was  enough  understanding  with  my  —  no,  I 
don't  think  so. 

Q.  Okay.  I  want  to  talk  about  SIPDIS  and  the  captions  —  and 
the  NCD  generally.  Now  SIPDIS  was  a  caption  that  when  an  author  at 
an  embassy  would  write  a  cable,  they  would  put  SIPDIS  on  it,  and  then 
it  would  go  to  the  NCD,  correct? 

A.  Yes. 

Q.  And  populate  —  and  then  get  populated  into  that  subject  — 

A.  Yeah,  the  author  puts  it  on  and  the  approver  —  yes  —  the 
author  and  the  approver  of  the  tele  --  yes  —  of  the  telegram  - 

Q.  Right  - 

A.  -  to  see  that  SIPDIS  is  there. 

Q.  -  and  then  it  —  okay.  And  it  ends  up  in  the  Net- 

Centric  Diplomacy  database? 

A.  Yes. 

Q.  The  way  the  Net-Centric  Diplomacy  database  worked  was  this 
—  you  talked  about  the  push  and  pull  method.  This  was  more  of  the 
pull  method,  right? 

A.  Yes. 
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Q.  So  the  NCD  has  all  these  cables,  and  you  give  access  to  the 
NCD  to  your  interagency  partners? 

A.  They  get  access  because  they're  --  'cause  class'  net  is 
connect  —  class'  net,  where  NCD  sat  --  the  State  Department 
classified  network  is  connected  to  those  other  classified  networks. 

Q.  Okay,  and  then  really  it  was  up  to  those  agencies.  So  if 
you're  sharing  with  DoD,  DoD  would  control  who  had  access  to  the  NCD? 

A.  They  control  it  by  who  has  access  to  SIPRNet  - 

Q.  Right.  So  DoD  - 

A.  - to  the  system - 

Q.  -  so  DoD  is  deciding,  hey,  we  want  Captain  Tooman  to 

have  SIPRNet,  they  give  me  access  - 

A.  Yes. 

Q.  -  or  they  give  any  Soldier  access  - 

A.  Yes. 


Q.  -  correct?  Now  after  the  leaks,  you  mentioned  that  the 

NCD  was  taken  off  of  the  SIPRNet,  right? 

A.  [Responded  in  the  affirmative.] 

Q.  And  then  it  was  just  available  on  JWICS,  correct? 

A.  [Responded  in  the  affirmative.] 

Q.  And  it  was  still  the  pull  method,  wasn't  it? 

A.  Yes  —  on  JWICS. 

Q.  So  if  you're  sharing  with  the  Department  of  Defense,  the 
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Department  of  Defense  is  still  determining  who  has  access  to  JWICS, 
right? 

A.  For  their  users  on  JWICS.  Yes. 

Q.  So  Soldiers  - 

A.  Yes. 

Q.  -  or  airmen  or  sailors  or  marines  - 

A.  Yes. 

Q.  -  DoD  is  telling  them,  yes,  you  get  access  to  JWICS, 


9  correct? 

10  A.  Yes. 

11  Q.  So  DoD  would  be  making  the  determination  —  would  still  be 

12  making  determination  as  to  who  got  access  to  the  NCD? 

13  A.  I  don't  think  that's  what  they  are  thinking  when  they  are 

14  giving  them  access  to  JWICS.  They're  not  —  I  don't  —  I  think  it's 

15  —  they're  not  going  to  think,  okay,  I'm  going  to  give  you  --  the 

16  reason  they' re  giving  someone  access  to  JWICS  is  probably  related  to 

17  their  job  responsibilities  and  not  so  they  can  get  to  NCD. 

18  Q.  Sure.  But  the  Department  of  Defense  is  still  the  one 

19  determining  who  has  access  to  JWICS,  correct? 

20  A.  Yes. 

21  Q.  And,  if  the  DoD  felt  that  someone  needed  access  to  JWICS, 

22  they  would  give  them  access  to  JWICS,  presumably,  right? 

23  A.  If  they  needed  access  to  JWICS  —  for  the  intent  of  JWICS. 
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Q.  Sure.  So  if  someone  needed  access  to  these  cables,  and 
these  cables  were  on  JWICS,  the  Department  of  Defense  still  had  the 
power  to  give  those  individuals  access,  correct? 

A.  They  may  have  had  the  power,  but  that  wouldn't  have  been  a 
logical  way  to  get  them  to  NCD  in  my  opinion. 

Q.  But  they  could  have? 

A.  Technically  they  could  have. 

Q.  They  could  give  anybody  access  to  JWICS  if  they  wanted, 
right  —  the  Department  of  Defense  could  do  that? 

A.  Technically  speaking,  but,  again,  I  say  that  - 

Q.  Okay. 

A.  -  would  be  illogical. 

Q.  And  Department  of  Defense  or  any  other  agency  is  in  the 
best  position  to  determine  what  their  people  need  access  to,  right? 

A.  Yes. 

Q.  And  if  they  decided  that  this  Soldier  or  this  sailor  needs 
access  to  cables,  and  the  cables  are  on  JWICS,  they  could  say,  we'll 
give  you  access  to  JWICS,  if  they  wanted  to?  Is  that  correct? 

A.  They  technically  could,  but  I  still  don't  --  I  don't  buy 
the  logic  that  you' re  - 

Q.  Okay.  Now  let's  talk  a  little  bit  more  about  SIPDIS 
cables.  These  SIPDIS  cables,  you  said  they  would  go  to  NCD.  And 
before  the  leaks  they  were  on  SIPRNet,  right? 
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A.  [Responded  in  the  affirmative.] 

Q.  You  knew  that  SIPRNet  was  a  wide  distribution,  correct? 

A.  [Responded  in  the  affirmative.] 

Q.  And  you  knew  that  a  lot  of  people  —  and,  ma'am,  I  just 
need  you  to  give  verbal  answers,  yes  or  no. 

A.  Yes. 

Q.  You  all  knew  that  SIPRNet  had  a  lot  of  —  a  lot  of  users, 
correct? 


A.  Yes. 

Q.  And,  in  fact,  you  —  understanding  that,  you  put  out 
guidance  to  the  embassies  around  the  world  —  to  the  people  drafting 
these,  here's  what  you  put  in  them,  here's  what  you  don't  put  in 
them? 


A.  Yes. 

Q.  Now  there  are  a  number  of  other  captions  that  can  be  used 
to  limit  distribution,  right? 

A.  [Responded  in  the  affirmative.] 

Q.  And  I  going  to  walk  through  some  of  those,  okay?  One  of 
those  captions  would  be  —  and  I'll  probably  butcher  the 
pronunciation  of  this,  but  it  would  be  AGREMENT  or  probably  said  with 
a  more  French  accent? 

A.  AGREMENT.  Yes. 

Q.  AGREMENT.  Okay.  And  that  would  be  used  for  communications 
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between  the  ambassadors  and  the  Secretary? 

A.  I  believe  so.  But  that's  not  a  common  —  go  ahead  — 
that's  not  a  common  - 

Q.  But  it  existed? 

A.  It  exists.  Yes. 

Q.  And  that  would  be  top  level  stuff? 

A.  Yes. 

Q.  Okay.  And  then  there  was  something  called  DIRGEN  as  well? 

A.  Yeah. 

Q.  Okay,  and  that  would  be  between  the  director  —  that's  like 
human  resource  type  stuff? 

A.  Yes. 

Q.  And  then  there  would  be  NODIS  - 

A.  Yes. 

Q.  -  which  is  kind  of  a  weird  name  because  it  means  no 

distribution,  but  that  was  one  of  the  captions? 

A.  Yes. 

Q.  Okay.  And  these  were  highly  sensitive,  correct? 

A.  I  think  they  were  controlling  who  gets  something  -- 
sensitive  isn't  the  label  I  would  put  on  those. 

Q.  Okay. 

A.  They're  around  specific  kinds  of  content.  And  I  think 
AGREMENT  is  about  the  host  nation's  country's  approval  of  a  certain 


11738 


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 


O 


o 


ambassador.  It's  a  very  narrow  subject.  A  DIRGEN  is  giving  an 
individual  privacy  to  talk  directly  to  the  —  to  the  director  general 
of  the  Foreign  Service  about  a  specific  issue. 

Q.  Sure.  And  NODIS  messages  are  messages  between  chiefs  of 
mission,  ambassadors.  Secretary  of  State,  and  the  President,  right? 

A.  Yes. 

Q.  Again,  high  level? 

A.  Yes. 

Q.  And  those  sorts  of  messages  you  don't  just  leave  lying 
around.  Those  get  locked  up  at  the  end  - 

A.  Yes. 

Q.  -  of  each  day.  And  then  there's  something  called  the 

ROGER  Channel  as  well,  right? 

A.  Yes. 

Q.  And  ROGER  channel  is  where  you  would  distribute  —  that's 
how  you  would  distribute  intelligence,  correct?  And  what  would  you  - 

A.  Certain  kinds  of  intelligence. 

Q.  -  okay,  what  kinds  of  intelligence  would  be  in  here? 

A.  I  wouldn't  know  —  I  mean,  the  —  talking  to  the  subject 
within  the  content  of  it  —  I  can't  really  speak  to  that  very  well, 
but  intelligence  information. 

Q.  Okay.  And  then  STADIS  as  well  was  another  one? 
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A. 

Yeah.  State  - 

2 

Q. 

And  that  would  just  be  something  internal  to  the  State 

3 

Department? 

4 

A. 

State  only,  yes. 

5 

Q. 

Okay.  And  then  EXDIS  - 

6 

A. 

[Responded  in  the  affirmative.] 

7 

Q. 

-  is  that  exclusive  distribution  or  executive 

8 

distribution? 

9 

A. 

Executive  distribution. 

10 

Q. 

Okay.  And,  again,  that  would  be  - 

11 

MJ: 

I  didn't  hear  that. 

12 

WIT: 

I  think  it's  executive  distribution. 

13 

Q. 

And  that,  again,  would  be  high  level? 

14 

A. 

Yes . 

15 

Q. 

Okay.  And  then  TERREP  as  well?  Are  you  familiar 

16 

A. 

Yeah . 

17 

Q. 

-  with  that?  And  that  was  - 

18 

A. 

As  a  channel,  but  I  couldn't  speak  very  well  to  what's 

19 

that . 

20 

Q. 

Those  would  be  things  related  to  terrorism? 

21 

A. 

Yeah,  terrorism. 

22 

Q. 

Is  that  right? 

23 

A. 

Yes . 
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1  Q.  I  want  to  talk  just  briefly  about  the  cables  —  the 

2  purported  cables.  Did  you  look  at  those  cables  —  purported  cables? 

3  Did  you  do  any  sort  of  review  of  those? 


4 

A. 

Did  I  —  of  the  content  of  the  cables? 

5 

Q. 

Not  the  contents  substantively.  But  did  you  look 

at  them? 

6 

A. 

No. 

7 

Q. 

Are  you  familiar  with  - 

8 

A. 

Not  as  part  of  my  —  no. 

9 

Q. 

Are  you  familiar  with  how  they  were  classified? 

10 

A. 

I  mean,  just  in  gener  —  in  generalities. 

11 

Q. 

Okay,  so  did  you  know  that  - 

12 

A. 

And  maybe  at  one  point  I  would  --  I  would  have  known  the 

13 

numbers . 

Am  I  going  to  know  them  now,  like  how  many  were  this 

14 

classification,  how  many  were  that  —  but  I  don't  know  that 

now. 

15 

Q. 

If  I  give  you  the  number,  will  you  be  able  say  — 

tell  if 

16 

it's  in 

the  ballpark? 

17 

A. 

Maybe . 

18 

Q- 

Okay.  Does  133,887  unclassified  sound  about  right? 

19 

A. 

Yes . 

20 

Q. 

Does  100,748  conf identials  sound  about  right? 

21 

A. 

About  right,  I  guess. 

22 

Q. 

Okay. 

23 

A. 

I  mean  —  I'm  - 
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Q. 

Sure . 

2 

A. 

Okay. 

3 

Q. 

And  does  15,652  secret  sound  in  the  ballpark? 

4 

A. 

In  the  ballpark. 

5 

Q. 

And  none  of  those  were  top  secret,  correct? 

6 

A. 

None  of  those  were  top  secret. 

7 

Q. 

Now  --  and  I  want  to  go  back  briefly  to  JWICS  and 

the 

8 

SIPDIS 

cable  caption,  when  you  would  caption  something  SIPDIS  after 

9 

WikiLeaks,  it  would  still  go  to  the  Net-Centric  Diplomacy, 

right  — 

10 

A. 

Yes . 

11 

Q. 

-  database? 

12 

A. 

Yes. 

13 

Q. 

But  it  wouldn't  necessarily  be  top  secret.  Even 

though 

14 

that ' s 

where  we  keep  our  top  secret  stuff  - 

15 

A. 

It  still  did  not  have  top  secret  stuff  - 

16 

Q. 

Right,  it  was  still  - 

17 

A. 

-  ever.  Yeah. 

18 

Q. 

-  probably  the  same  sort  of  breakdown  in  terms 

of 

19 

classification. 

20 

ADC [CPT  TOOMAN] :  Could  I  have  a  moment,  Your  Honor? 

21 

MJ 

Yes. 

22 

[Pause] 

23 

ADC [CPT  TOOMAN]:  No  further  questions,  ma'am. 
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1  MJ:  All  right.  Government,  any  redirect? 

2  TC [MAJ  FEIN]:  Yes,  ma'am. 

3  REDIRCT  EXAMINATION 

4  Questions  by  the  trial  counsel  [MAJ  FEIN] : 

5  Q.  Two  questions,  ma'am.  Now  you  spoke  about  captions  and 

6  substance,  would  you  please  explain  for  the  Court  how  captions  are 

7  used  for  routing? 

8  A.  There's  a  certain  kind  of  --  it's  used  for  distribution  - 

9  - 

10  Q.  Okay. 

11  A.  -  not  route.  So  it  would  control  the  distribution  once 

12  it  gets  to  whoever  it  is  addressed  to,  and  based  on  that  caption  it 

13  will  be  disseminated  according  to  the  rules  of  that  caption. 

14  Q.  Now  you  started  to  say  but  you  didn't  finish  an  answer 

15  about  sensitivity  and  why  you  don't  consider  the  level  of  sensitivity 

16  to  necessarily  warrant  a  caption.  What  do  you  mean  by  that? 

17  A.  I  don't  make  —  I  —  so  the  sensitivity  to  me  is  the 

18  classification,  and  the  channel  —  the  captions  are  more  about  the 

19  content  and  the  type  of  information  that  are  included  in  those 

20  captions  —  messages. 

21  Q.  And  what  do  you  mean  by  sensitivity  is  about  the 

22  classification? 

23  A.  Well,  I  would  say  —  if  I  use  an  HR  —  there's  like  a  PER 


11743 


o 


o 


1 

2 

3 

4 

5 

6 

7 

8 
9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 
21 
22 
23 


channel  or  a  MED  channel.  MED  channel  would  be  about  medical 
conditions  related  to  an  individual.  And  —  and  not  about  whether  or 
not  there' re  classified,  unclassified,  or  confidential.  And  they're 
—  there  to  prot  —  because  that  information  needs  to  be  known  by  MED 
and  the  individual;  there's  no  added  value  to  anybody  else  knowing 
that  information. 

Q.  So  is  that  independent  of  the  classification? 

A.  It's  independent  of  the  classification. 

Q.  So  if  it  was  a  EXDIS  or  NODIS  cable  - 

A.  Yes. 

Q.  -  is  that  determination  and  that  caption  independent  of 

the  classification? 

A.  Yes. 

Q.  And  when  the  defense  counsel  asked  you  about  EXDIS  and 
NODIS  being  types  of  cables  that  aren't  just  left  out  at  the  end  of 
the  day,  are  any  classified  cables,  in  your  experience,  left  out  at 
the  end  of  the  day? 

A.  No,  they  are  not. 

Q.  Why  not? 

A.  Because  there  are  rules  about  the  storage  of  classified 
information  and  they  can't  be  left  out.  You  have  to  control  them  — 
there  are  rules  about  how  they're  controlled. 

Q.  And  does  that  have  anything  to  do  with  the  captions  or  tags 
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1  or  anything  else  - 

2  A.  No. 

3  Q.  -  about  the  cable? 

4  A.  No.  In  fact,  it's  totally  related  to  the  classification  of 

5  the  telegram. 

6  Q.  And  what  are  the  —  I  know  that  throughout  this  trial  and 

7  you  talking  with  counsel  the  term  "captions"  and  "tags"  have  been 

8  confused.  What  are  —  what's  the  difference? 

9  A.  A  tag  —  a  tag  is  around  the  subject  matter.  So  you  can  — 

10  you  know,  if  it's  about  —  there's  —  there  are  --  AMGT  would  be 

11  about  management  issues.  And  BUD  would  be  about  budget.  And  there 

12  are  country  tags  and  there  are  topic  tags.  So  it's  a  way  of  —  it 

13  improves  the  storage  of  the  information  and  retrieval  around  those 

14  subjects.  In  some  cases  sub  —  sub-distribution.  And  a  caption  is 

15  around  a  certain  kind  of  communication  channel,  I  would  say.  I  mean, 

16  using  the,  you  know,  MED  is  to  MED,  and  the  Director  General  is  to 

17  the  Director  General,  and  NODIS  is  to  the  Secretary. 

18  Q.  And,  ma'am,  in  terms  of  the  numbers  that  Captain  Tooman 

19  used  with  you  about  the  purported  released  cables,  do  you  know  if 

20  whether  —  is  it  —  were  those  numbers  of  what  —  how  the  cables  were 

21  marked  or  whether  those  cables  were  actually  gone  through  a 

22  classification  reviewed  to  be  determined  to  be  unclassified,  secret, 

23  or  confidential? 
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A.  I  believe  that  they're  how  —  how  they  were  marked. 

Q.  Okay,  so  that's  how  they  were  inputted  - 

A.  Yes. 

Q.  -  but  not  necessarily  based  off  the  actual  subject 

matter? 

A.  Yeah. 

Q.  And  when  you  were  talking  about  —  when  you  were  testifying 
about  NCD  being  removed,  why  was  it  removed  from  SIPRNet? 

A.  I  think  in  —  from  SIPRNet  in  reaction  to  the  —  to 
WikiLeaks . 

Q.  And  what  do  you  mean  by  that? 

A.  To  that  infor  —  to  the  information  being  shared  over  the 
internet . 

Q.  And  --  and  you  also  mentioned,  when  you  testified  —  when 
Captain  Tooman  asked  you  about  that,  that  it  was  fairly  obvious  about 
why  —  about  why  this  happened.  What  did  you  mean  by  "fairly 
obvious"? 

A.  Can  you  say  that  again? 

Q.  Sure.  When  he  asked  you  about  it  being  —  NCD  being 
removed  from  SIPRNet,  your  answer  was  it  fairly  obvious  why  you 
weren't  asked  any  other  questions  about  NCD. 

A.  Oh.  Because  NC  —  the  way  NCD  operated,  it  was  known.  It 
was  not  a  surprise  that  users  on  SIPRNet  had  access  to  the  system.  I 
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mean  it  was  advertised  that  way  throughout  its  history. 

Q.  And  was  it  a  surprise  that  251,000  cables  were  stolen  and 
transmitted? 

A.  Yes.  Yes,  it  was. 

Q.  And  why  was  that  a  surprise? 

A.  Because  the  belief  was  that  even  —  that  the  people  that 
were  vetted  to  be  on  classified  systems,  regardless  of  where  those 
classified  systems  were,  understood  the  rules  for  handling  classified 
information . 

Q.  And,  ma'am,  when  you  talked  about  the  NCD  being  removed 
from  SIPRNet,  defense  then  asked  you  about  it  being  available  on 
JWICS? 

A.  Yes. 

Q.  Now  is  JWICS  a  Secret  or  Top  Secret? 

A.  Top  Secret. 

Q.  So  when  NCD  was  removed  from  SIPRNet,  would  those 
individuals  within  the  Department  of  Defense  have  access  to  those 
cables  if  they  didn't  have  a  Top  Secret  clearance? 

A.  No.  And  even  in  the  —  I  can't  say  —  I  don't  know  about  - 
-  in  the  State  Department  —  I  don't  know  if  this  was  the  same  for 
DoD,  not  every  single  person  who  has  a  top  secret  clearance  has 
access  to  JWICS.  It's  a  subset  of  that  group. 

Q.  And  you  also  testified  on  cross-examination  about  the 
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1  Legacy  System. 

2  A.  [Responded  in  the  affirmative.] 

3  Q.  The  Legacy  System  that  was  available  post-WikiLeaks,  is 

4  that  the  same  Legacy  System  that  was  available  pre-NCD? 

5  A.  Yes. 

6  Q.  And  did  that  Legacy  System,  pre-NCD,  did  that  system  meet 

7  the  requirements  of  information  sharing  within  U.S.  government? 

8  A.  I  would  say  that  it  —  no,  that  it  didn't. 

9  Q.  And  why? 

10  A.  Because  it  was  not  —  because  of  the  structure  of  the 

11  distribution  of  telegrams  out  of  that  system,  and  the  systems  that  it 

12  went  to  in  other  agencies,  it  did  not  always  reach  the  people  that 

13  would  need  or  find  value  in  that  information. 

14  TC [MAJ  FEIN]:  Thank  you,  ma'am.  No  further  questions.  Your 

15  Honor. 

16  MJ:  All  right.  Defense? 

17  ADC [CPT  TOOMAN] :  Yes,  ma'am.  Thank  you.  Your  Honor. 

18  MJ:  And,  government,  you  have  the  last  word;  it's  your  witness. 

19  [END  OF  PAGE] 
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RECROSS-EXAMINATION 

Questions  by  the  assistant  defense  counsel  [CPT  TOOMAN] : 

Q.  Now,  Ms.  Swart,  when  —  when  NCD  got  pulled  off  of  the 
SIPRNet,  you  didn't  get  very  many  complaints,  did  you? 

A.  We  got  a  —  I  mean  —  I  wasn't  the  focal  point  for  the 
complaints.  We  did  get  complaints. 


Q. 

You  didn't  get  very  many  complaints? 

A. 

I  mean,  I  don't  think  we  got  millions  of  complaints.  But 

we  got 

complaints . 

Q. 

And  there  was  a  process  in  place  through  which  a  work 

around 

can  happen,  right? 

A. 

Yes . 

Q. 

So  if  someone  came  to  you  and  complained,  and  you  all 

determined  that  they  had  a  need  to  know  this  information  for  some 
reason,  they  could  be  given  access? 

A.  Well,  it  was  a  very  small  subset.  And  I  would  say  many  of 
those  or  the  majority  were  POLADs;  so  State  Department  people  with 
DoD  commands  —  with  commands  that  needed  NCD  to  access  information. 
And  then  a  very  few  limited  number  of  high  level  people  within  DoD  -■ 


I  mean 

like  a  handful. 

Q. 

So  those  —  those  high  level  people  in  DoD  didn't  have 

JWICS? 

A.  I  don't  know  if  they  all  had  JWICS 
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Q.  Okay. 

A.  I  mean,  I  don't  know  if  anybody  in  DoD  has  JWICS.  They 
don't.  It's  a  smaller  subset.  So,  no,  they  didn't,  because  if  they 
had  access  to  JWICS,  then  they  could  have  gotten  it  that  way. 

Q.  When  you  say  "high  level",  what  —  what  level  are  we 
talking  about? 

A.  I'd  say  flag  officers  - 

Q.  Okay. 

A.  -  in  my  recollection. 

Q.  And  —  but  suffice  it  to  say,  when  people  came  to  you  and 
asked  you,  hey,  we'd  still  really  like  to  have  this,  there  was  a  way 
in  which  you  could  still  give  it  to  them,  correct? 

A.  No.  I  mean  —  technically?  Of  course. 

Q.  And  you  did  on  occasion? 

A.  To  a  very  small  --  very,  very,  small  subset  of  people  that 
we  individually  discussed  and  talked  to  determine  whether  or  not  that 
—  how  critical  that  need  was.  I  mean,  it  wasn't  as  if,  you  know,  if 
you  can't  get  up  the  steps,  here's  a  ramp  to  walk  up  to  get  to  the 
entrance  of  the  building.  It  was  not  an  avenue  that  was  available  to 
very  many  people. 

ADC [CPT  TOOMAN] :  Okay.  Thank  you. 

MJ:  Any  final  redirect? 

TC [MAJ  FEIN]:  Yes,  ma'am. 
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1  REDIRECT  EXAMINATION 

2  Questions  by  the  trial  counsel  [MAJ  FEIN] : 

3  Q.  Just  --  ma'am,  in  that  answer  just  now  you  said 

4  technically,  yes,  but  --  and  they  you  didn't  finish  that.  So  what  is 

5  "but?" 

6  A.  But  it  wasn't  done  —  but  we  didn't  do  it  just  because  it 

7  was  technically  feasible.  We  vetted  and  scrutinized  the 

8  justification  that  all  of  those  people  gave  before  we  allowed  the 

9  handful  of  them  access  to  NCD. 

10  Q.  And  why  did  the  Department  of  State  have  to  vet  Department 

11  of  Defense  individuals? 

12  A.  Because  after  the  WikiLeaks  incident  you  couldn't  just 

13  believe  that  it's  a  trusted  individual. 

14  TC [MAJ  FEIN]:  Thank  you. 

15  MJ:  All  right.  Temporary  or  permanently  excusal. 

16  TC [MAJ  FEIN]:  Temporary,  Your  Honor. 

17  [The  witness  was  temporarily  excused,  duly  warned,  and  withdrew  from 

18  the  courtroom.] 

19  MJ:  Counsel,  looking  at  the  time,  it  appears  that  this  morning 

20  might  be  a  better  time  for  oral  argument. 

21  CDC [MR .  COOMBS]:  The  defense  agrees.  Your  Honor. 

22  TC [MAJ  FEIN]:  Yes,  ma'am. 

23  MJ:  All  right.  How  long  of  a  recess  do  you  need  before  we 
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1  begin?  I  want  to  take  at  least  a  small  one. 

2  TC [MAJ  FEIN]:  We'd  ask  for  a  20  minute  recess,  ma'am. 

3  MJ:  All  right,  any  objection? 

4  CDC [MR.  COOMBS]:  No  objection. 

5  MJ:  All  right.  Court  is  in  recess  for  20  minutes. 

6  [The  court-martial  recessed  at  1015,  2  August  2013.] 

7  [The  court-martial  was  called  to  order  at  1038,  2  August  2013.] 

8  MJ:  The  Court  is  called  to  order.  Let  the  record  reflect  all 

9  parties  present  when  the  Court  last  recessed  are  again  present  in 

10  court  except  - 

11  TC [MAJ  FEIN]:  I'm  sorry,  ma'am.  Captain  Overgaard  is  absent. 

12  Captain  von  Elten  is  present. 

13  MJ:  Thank  you. 

14  TC [MAJ  FEIN]:  Yes,  ma'am. 

15  MJ:  All  right,  during  the  recess  I  asked  the  parties  to  provide 

16  me  with  the  tasking  from  Secretary  Gates  for  the  task  force  that  was 

17  testified  about  yesterday  —  or  not  yesterday  —  two  days  ago  from 

18  Brigadier  General  (Retired)  Carr  and  Mr.  Kirchhofer.  Does  either 

19  side  desire  —  have  any  objection  to  me  considering  this  as  an 

20  appellate  exhibit  for  purpose  of  this  motion? 

21  CDC [MR .  COOMBS]:  No,  Your  Honor. 

22  TC [MAJ  FEIN]:  No,  Ma'am. 

23  MJ:  Okay,  do  we  have  a  copy  marked  as  appellate  exhibit? 
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1  [The  document  was  marked  as  Appellate  Exhibit  631.] 

2  MJ:  All  right,  defense,  you  ready  to  argue? 

3  CDC [MR.  COOMBS]:  Yes,  Your  Honor. 

4  TC [MAJ  FEIN]:  Ma'am,  that's  marked  as  Appellate  Exhibit  631 

5  [handing  the  document  to  the  Military  Judge] . 

6  MJ:  Thank  you.  Before  you  begin,  let  me  just  write  that  down 

7  in  my  appellate  exhibit  list. 

8  [Pause] 

9  MJ:  And  what  is  Appellate  Exhibit  630? 

10  CDC [MR.  COOMBS]:  I  believe  that  might  be  the  government's 

11  response,  ma'am  —  629  is  the  - 

12  MJ:  Okay. 

13  CDC [MR.  COOMBS]:  defense's  motion. 

14  MJ:  Got  it. 

15  TC [MAJ  FEIN]:  Yes,  ma'am. 

16  [Pause] 

17  MJ:  All  right,  Ms.  Coombs,  proceed. 

18  CDC [MR.  COOMBS]:  Yes,  Your  Honor.  We  had  —  prior  to  the 

19  start  of  this  case,  had  significant  litigation  on  what  would  and 

20  would  not  be  appropriate  during  the  merits  phase.  And  during  that  — 

21  those  arguments  with  regards  to  what  was  or  was  not  the  damage  caused 

22  by  these  leaks,  the  government's  position  was  what  could  happen  was 

23  relevant  in  merits.  And  that's  what  was  only  relevant  in  merits. 
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1  The  actual  damage  of  what  actually  happened,  that  would  be  relevant 

2  only  in  the  sentencing  phase.  And  that's  what  the  Court  determined, 

3  and  that  is  the  position  that  we  advanced  from  that  point. 

4  So  we  talked  about  and  heard  testimony  about  what  could 

5  happen  during  the  merits  phase.  And  now,  when  we  get  to  the 

6  sentencing  phase,  what's  relevant  is  what  actually  happened;  the 

7  actual  damage.  That  is  what's  relevant.  And  it's  relevant  from  the 

8  standpoint  of  1001(b) (4).  In  the  defense's  motion,  we  lay  out  our 

9  position  on  1001(b) (4),  and  obviously  the  Court  has  had  the  ability 

10  to  read  that.  So  for  our  oral  argument  I'd  like  to  concentrate  on 

11  the  defense  —  or  on  the  government's  reply. 

12  So  looking  at  the  government's  reply,  the  government  starts 

13  off  talking  about  the  fact  that  —  and  this  is  on  —  going  into  Page 

14  3,  so  that's  when  they  really  get  into  their  argument  on  what  they 

15  believe  is  proper  aggravation  evidence.  And  they  begin.  Your  Honor, 

16  by  referencing  1001(b) (4),  and  then  also  saying  that  the  drafters 

17  contemplated  additional  aggravating  factors  for  the  determination  of 

18  punishment  and  they  reference  1004.  Now  R.C.M.  1004  deals  obviously 

19  with  capital  cases.  And  the  extent  that  the  Government  is  looking  to 

20  R.C.M.  1004,  this  Court  should  not  entertain  R.C.M.  1004  when 

21  determining  what  would  be  appropriate  under  R.C.M.  1001(b)  (4). 

22  MJ:  Why  not? 
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1  CDC [MR.  COOMBS]:  Because  there  are  two  very  —  well,  actually 

2  three  very  important  distinctions  with  R.C.M.  1001(b) (4)  and  R.C.M. 

3  1004.  Having  taught  capital  litigation  R.C.M.  1004  is  dealing 

4  directly  with  the  burden  —  the  added  burden  in  order  to  find  a 

5  Soldier  and  give  a  Soldier  the  death  penalty.  R.C.M.  1004  has  within 

6  it  a  burden  of  proof  standard.  That  burden  of  proof  standard  now 

7  applies  to  the  government  in  proving  those  aggravating  factors. 

8  R.C.M.  1004  also  has  a  voting  requirement.  The  panel  members  must 

9  vote  and  specifically  find  beyond  a  reasonable  doubt  the  aggravating 

10  factors.  Those  two  indications  alone  indicate  that  this  is  not  the 

11  type  of  aggravation  evidence  that  would  normally  be  admissible  or 

12  would  —  or  should  even  be  considered  under  1001(b) (4).  The  two  are 

13  - 

14  MJ:  Well,  wait  a  minute.  Wait  a  minute  then,  if  —  if  —  I'm 

15  understanding  your  argument  to  me,  that  I  shouldn't  consider  it.  Now 

16  you're  saying  I  should  consider  it  to  find  it's  not  aggravating. 

17  CDC [MR.  COOMBS]:  No,  that's  not  argument,  ma'am.  My  argument 

18  was  that  1004  —  R.C.M.  1004  is  capital  cases. 

19  MJ:  Yes. 

20  CDC [MR.  COOMBS]:  And  the  aggravating  factors  that  are  listed 

21  there  are  aggravating  factors  that  the  drafters  have  found  in  order 

22  to  subject  an  accused  to  the  death  penalty,  here  are  aggravating 

23  factors  that  the  government  can  list  to  —  to  have  that  as  a  possible 
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1  punishment.  R.C.M.  1004  has  a  proof  beyond  a  reasonable  doubt 

2  requirement.  It  also  has  a  voting  requirement.  So  the  defense's 

3  position  is  R.C.M.  1004  should  not  be  considered  at  all  when  you're 

4  looking  at  R.C.M.  1001(b)(4). 

5  MJ:  Okay.  Got  it. 

6  CDC [MR.  COOMBS]:  Now  the  government  goes  on  to  then  reference 

7  specific  cases.  And  what  I  would  like  to  do  is  go  through  their 

8  cases  and  show  how  in  each  instance  their  case  either  does  not 

9  support  the  proposition  that  they  reference  it  for  or  is  --  well, 

10  actually,  in  every  case  it  doesn't  support  the  proposition  they 

11  reference  them  for.  And  we'll  start  with  the  first  one,  again,  on 

12  the  same  page.  United  States  v.  Barber,  that's  the  27  MJ  885. 

13  MJ:  Okay. 

14  CDC (MR.  COOMBS]:  And  The  United  States  v.  Barber,  you  have  an 

15  accused  who  was  found  guilty  of  violating  a  regulation.  And  that 

16  regulation  was  essentially  not  purchasing  items  on  the  black  market. 

17  And  —  and  he  did  so.  So  he's  in  Korea  and  he  purchases  items  on  the 

18  black  market,  and  that's  what  he's  found  guilty  of.  In  aggravation 

19  the  government  brings  in  the  command  sergeant  major  to  testify  about 

20  how  the  impact  on  the  —  on  the  unit  for  the  black  market  is 

21  problematic,  and  that's  the  number  one  source  of  crime.  What  the 

22  government  has  failed  to  reference  here  is  on  appeal  the  Court  said 

23  that  that  aggravation  evidence  was  improper.  So  the  government  cites 
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it  for  a  —  a  position  that  makes  it  seem  as  if  that  that  was  proper 
aggravation  evidence.  But  the  Appellate  Court  actually  found  that 
that  aggravation  evidence  failed  the  M.R.E.  403  analysis,  and  that 
the  military  judge  should  have,  in  fact,  excluded  that  evidence.  And 
kind  of  the  basis  behind  why  you  would  exclude  that  evidence  was 
because  the  command  sergeant  major  had  no  knowledge  of  the  particular 
Soldier,  he  had  very  limited  knowledge  of  the  black  market,  and  it 
was  —  it  was  based  upon  --  his  limited  knowledge  was  based  upon 
things  he  read,  you  know,  basically  inferences  that  he  was  drawing 
from  reporting  that  he  had  received  --  general  reporting  on  the 
statistics  within  the  unit  and  within  the  Division  of  problems  on  the 
black  market.  Very  similar  to  the  type  of  generalized  reporting  that 
many  of  these  witnesses  have  testified  to  of  hearing  certain  things, 
hearing  certain  impact. 

So  obviously  that  would  have  been  an  important  thing  for 
the  government  to  alert  the  Court  to  that  —  that  that  actually  was  - 
-  failed  the  403  standard. 

The  next  case,  as  we  go  down,  still  on  that  same  page. 
United  States  v.  Jones,  that's  44  MJ  103,  the  government  cites  this 
for  the  proposition  that  subjecting  the  victim  to  a  risk  of  potential 
harm  was  admissible  under  R.C.M.  1001(b) (4).  And,  again,  what  they 
really  failed  to  do  is  reference  the  actual  facts  and  why  that  was 
determined  to  be  the  case.  The  United  States  v.  Jones  is  an  HIV  case 
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where  the  accused  tested  positive  for  HIV,  and  at  that  point  was 
given  an  order  to  warn  any  future  sexual  partners  of  his  status  of 
having  HIV.  And  he  was  found  guilty  of  basically  failing  to  warn. 

And  —  well,  actually  it  was  —  the  aggravated  assault,  and  the 
failure  to  warn  was  deemed  directly  related  to  the  offense  of  the 
aggravated  assault.  And  here  that  is  a  —  a  proper  thing  under 
1001(b) (4)  because  that  is  the  actual  direct  harm  —  the  failure  to 
warn  —  related  to  the  aggravated  assault  theory;  he  assaulted  this 
individual  by  subjecting  that  person  to  the  potential  of  contracting 
HIV.  To  correlate  that  to  this  case,  it  would  be  similar  to  —  if  in 
the  Jones  case  the  prosecutor  said,  you  know  what,  you  —  she  could 
have  contracted  HIV  because  you  failed  to  warn.  And  if  she 
contracted  HIV,  she  could  have  lost  her  health  insurance  because  of 
that.  And  if  she  lost  her  health  insurance,  she  would  have  had  to 
then  use  her  money  to  pay  for  the  medications  that  she  needed  in 
order  to  stay  alive.  If  she  had  to  do  that,  she  would  have  not  been 
able  to  pay  her  mortgage  for  her  house.  And  if  she  couldn't  pay  her 
mortgage  for  her  house,  she  would  lost  her  home  and  been  homeless. 

And  if  she  was  homeless,  she  could  be  subjected  to  possible  assault 
by  other  people  because  she  doesn't  have  a  place  to  sleep.  That's 
the  never  ending  chain  of  events  that  we  see  similar  in  this  case, 
where  the  direct  harm  would  be  what  one  of  the  witnesses  did  testify 
about  were  —  we  —  we  immediately  looked  at  the  cables  to  assess 
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whether  or  not  there  was  some  problem  —  the  man-hours  required  for 
that  potentially.  But  then  all  of  these  far  removed,  you  know,  I 
really  feel  that  they  weren't  talking  to  us  as  much  or  I  really  feel 
that  this  could  have  impacted  this  or  the  lost  opportunity  testimony, 
all  this  stuff,  the  far  removed  stuff,  is  not  directly  related  to  - 

MJ:  How  is  that  not  directly  related  to  the  harm  the  leaks 

caused? 

CDC [MR.  COOMBS]:  Because  it  —  it  is  —  when  you  go  back  to 

what  the  requirement  is  under  the  rule,  it's  —  first  of  all  it's 
speculative  at  best,  but  the  —  the  way  CAAF  has  interpreted  this, 
and  it's  spelled  out  best  in  Hardison ,  64  MJ  279,  what  the  phrase  of 
"directly  related  to"  actually  means.  And  it's  a  function  of  both 
what  evidence  can  be  considered  and  how  strong  a  connection  the 
evidence  must  have  to  the  offenses  the  accused  committed.  And  in 
Hardison,  CAAF  said  that  the  Court  has  consistently  held  that  the 
link  between  R.C.M.  1001(b) (4)  evidence  of  uncharged  misconduct  and 
the  crime  for  which  the  accused  has  been  convicted  must  be  direct  as 
the  rule  states  and  closely  related  in  time,  type  and/or  often 
outcome  to  the  convicted  crime. 

MJ:  But  that's  an  uncharged  misconduct  case.  This  one  isn't. 

CDC [MR.  COOMBS]:  But  that's  the  —  that's  the  same  type  of 

idea  of  —  when  you  —  when  you  start  saying,  for  example,  this  leak, 
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1  we  —  we  believe  the  people  didn't  talk  to  us  as  well.  And  —  and 

2  because  of  that  some  initiatives  that  we  are  trying  to  do  didn't  go 

3  quite  as  well  as  I  think  it  probably  could  have.  And  I  think  it 

4  would  have  gone  better.  And  if  that  initiative  had  gone  better,  then 

5  I  think  over  —  we  would  have  had  this  other  opportunity  to  explore 

6  various  other  things.  That  type  of  remoteness  is  directly  what 

7  Hardison  is  talking  about  of  directly  related  to.  So  the  defense's 

8  position  is,  that's  back  to  the  kind  of  could  cause  harm,  which  would 

9  have  been  proper  in  merits,  but  in  sentencing  we're  dealing  with  what 

10  actually  happened  —  what  was  the  actual  harm.  And  the  defense's 

11  position  is  this  is  not  actual  harm. 

12  MJ:  Well,  let  me  —  let  me  just  stop  you  there  for  a  minute.  So 

13  you're  talking  could  cause  harm,  but  you're  talking  about  testimony 

14  that  the  witness  has  said  —  I  hear  you  on  the  speculative  piece,  but 

15  the  —  if  the  witness  has  testified,  I  was  there;  the  relationship 

16  degraded,  how  is  that  a  "could  cause  harm"  analysis? 

17  CDC [MR.  COOMBS]:  If  the  —  when  the  witnesses  —  well,  when  a 

18  witness  testifies,  you  know,  I  was  there  and  I  believe  that  —  that 

19  this  information,  you  know,  caused  a  degraded  relationship,  that  — 

20  if  that's  in  a  vacuum,  then,  yes,  those  are  connections.  What  we  did 

21  on  cross  was  to  show  other  possible  reasons  why  that  would  have  been 

22  the  case.  And  —  you  know,  especially  in  the  —  and  I  —  I  don't 

23  think  anyone  would  argue  this  from  the  Department  of  State,  but  in 
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1  diplomacy  there  are  so  many  factors  that  come  into  play  in 

2  relationships.  And  it's  very  complex,  obviously.  And  so  to  draw  a 

3  straight  line  to  one  thing  and  say  that ' s  why  somebody  did  something, 

4  oftentimes  there  are  many  external  factors  that  come  into  play.  And 

5  that's  what  defense  has  tried  to  do  on  cross;  to  show  the  Court  that 

6  many  of  the  so-called  ills  of  the  world  that  are  laid  at  my  client's 

7  feet  really  have  —  there  are  a  lot  of  other  factors  that  are 

8  influencing  that  that  are  unrelated.  And  in  some  instances  it  is 

9  kind  of  the  go-to  reasoning  when  there  is  another  reason  for  it 

10  that's  clear,  like  the  person  —  certain  countries  look  for  any 

11  reason  to  do  a  certain  act.  And  so  the  —  their  decision  to  do  that 

12  is  totally  unrelated  to  my  client's  conduct.  They  might  have 

13  referenced  that  in  order  to  give  a  justification  for  what  they  did, 

14  but  their  decision  to  do  that  was  independent  wholly  of  the  conduct. 

15  It  was  —  it  was  conduct  that  they  were  going  to  do  anyways.  And  so 

16  that's  —  that's  defense's  position  on  that. 

17  When  you  look,  ma'am,  at  the  next  case  in  line  for  the 

18  government  in  their  motion,  it's  The  United  States  v.  Bauer,  and  that 

19  is  on  Page  4.  And  The  United  States  v.  Bauer,  you  have  a  witness 

20  testifying  about  how  drug  use  could  lead  to  selling  classified 

21  information.  And  the  testimony  comes  from  the  witness  on  rebuttal. 

22  So  what  happens  is  the  defense  puts  up  some  good  Soldier  witnesses  in 

23  sentencing,  and  then  in  rebuttal  the  trial  counsel  puts  up  certain 
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witnesses,  four  to  be  exact,  to  testify  about  how  the  drug  use  —  the 
use  of  drugs  by  this  analyst,  could  have  impacted  national  security. 
And  what's  important  here  though  is  —  the  testimony  comes  in  with 
the  witness  saying,  well,  I  could  see  how,  if  somebody's  using  drugs, 
they  may  —  they  may  have  such  a  problem  with  that  that  in  order  to 
pay  for  the  drugs  they'll  —  they  might  turn  to  selling  classified 
information.  Yes,  I  could  see  that  happening.  But  the  important 
thing  in  this  case  is  the  witness  then  testified  —  that  same  witness 
testified,  I  did  not  see  that  with  the  accused.  I  didn't  see  him 
with  having  such  a  problem  that  that  would  be  a  concern. 

Secondly,  what's  important  is  the  trial  counsel 
specifically  indicated  and  stated  on  the  record  that  no  adverse 
impact  to  national  security  occurred.  So  you  have  the  government 
indicating  that  this  potential  didn't  happen,  and  we  agree  it  didn't 
happen.  Then  the  military  judge,  because  it's  a  panel  case, 
instructs  the  members  that  you  could  consider  this  potential,  if  any, 
to  cause  harm.  The  —  the  use  of  —  of  this  information  in  rebuttal 
and  how  it  was  argued  by  the  government  is  not  this  case.  In  this 
case  the  government  is,  in  fact,  trying  to  argue  damage.  And  —  and 
that's  why  under  1001(b)  (4)  the  defense's  position  is  that  it  has  to 
gualify  to  be  directly  related  to  or  resulting  from.  And  Bauer  would 
not  be  a  case  that  would  support  the  government's  position  as  a  cite 
in  their  motion  that  the  instruction  for  the  members  to  consider 
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potential  threat  to  national  security  when  an  accused  is  an 
intelligence  analyst  is  convicted  of  the  various  offenses.  The  — 
so,  again,  with  proper  context  Bauer  is  really  not  supportive  of  the 
government ' s  argument . 

The  next  case,  still  on  the  same  page.  The  United  States  v. 
Delgado,  an  unreported  case,  2013  West  Law,  3238073,  the  government 
there  cites  this  for  the  position  that  concluding  that  the 
distribution  of  unlawful  information  to  countless  unknown  recipients 
exacerbated  the  grave  nature  of  the  crimes.  So,  arguing  that, 
apparently,  that  because  it  went  out  on  the  internet  and  you  would 
have  countless  unknown  recipients,  that  that  was  a  proper  aggravating 
factor.  Well,  again,  if  the  Court  reads  Delgado,  the  Court  will  see 
Delgado  dealt  with  a  child  porn  case.  And  it  dealt  with  a  particular 
individual  who  victimized  a  7  year  old  for  a  lengthy  period  of  time, 
made  countless  videos  of  that,  and  had,  in  fact,  over  10  terabytes  of 
data.  And  the  facts  in  the  case  —  the  aggravation  facts  were  the  10 
terabytes  of  data.  There  was  no  aggravation  about  the  scope  of 
dissemination.  That  was  not  an  aggravating  factor  under  1001(b)(4). 
When  you  look  to  the  appellate  opinion  —  when  it  came  to  the 
appropriateness  of  the  sentence,  so  the  --  you  had  one  --  one  issue 
of  the  aggravation,  then  you  have  the  second  issue  of  sentence 
appropriateness.  In  the  issue  dealing  with  sentence  appropriateness, 
that  is  where  the  Court  —  the  appellate  court  indicated  that  the 
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1  sentence  was  appropriate,  and  was  appropriate  given  the  nature  of  the 

2  accused  —  or  the  appellant's  crimes.  And  that's  where  the  appellate 

3  court  stated,  plus,  you  know,  the  fact  that  he  had  this  information  - 

4  -  the  scope  of  dissemination  was  dealing  —  was  a  factor  that 

5  supported  the  sentence  appropriateness.  So  this  was  not  an 

6  aggravating  factor.  So  to  cite  this  case  to  support  that  position  is 

7  not  —  is  not  accurate. 

8  MJ:  Well,  if  it's  supporting  a  sentence,  isn't  it  an 

9  aggravating  factor? 

10  CDC [MR .  COOMBS]:  It  wasn't  an  aggravating  factor,  though. 

11  And  so  that  —  the  appellate  court  could  —  I  mean,  my  understanding 

12  of  the  appellate  court's  fact  finding  powers  —  obviously  they  would 

13  do  a  Dubay  hearing  to  get  fact  finding  —  this  seems  to  be  — 

14  especially  when  you  read  the  case  and  the  fact  that  was  not  a 

15  1001(b) (4)  issue,  it  was  not  an  issue  that  was  admitted  in  evidence 

16  as  aggravation.  What  it  was  is  an  Appellate  Court  in  dicta  just 

17  simply  saying  for  sentence  appropriateness,  when  we  look  at  what  this 

18  individual  did,  the  fact  he  had  10  terabytes  of  information,  and  the 

19  fact  that  this  information  was  out  on  the  internet,  we  think  that 

20  that  was  an  appropriate  sentence.  So  it  wasn't  the  Court  approving 

21  of  an  aggravating  factor  that  was  admitted  during  the  case-in-chief. 

22  MJ:  So  how  was  the  evidence  of  the  10  terabytes  of  data  before 

23  the  Court?  I  mean,  did  it  come  the  --  was  this  a  guilty  plea?  Was 
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it  a  contested  case?  I  mean,  did  it  come  in  on  the  merits?  Did  it 
come  in  on  the  sentencing  case? 

CDC [MR .  COOMBS]:  It  came  in  on  the  merits  —  the  sentencing  - 

-  the  10  terabytes,  and  --  I'll  actually  direct  the  Court  exactly 
where  they  talk  about  it. 

MJ:  I  see  it  here  on  the  2d  page  of  the  discussion,  okay. 

CDC [MR.  COOMBS]:  Yes,  ma'am.  So  they  listed  just  that  fact 

that  the  large  number  of  electronic  media  containing  approximately  10 
terabytes.  And  the  military  judge  actually  limited  significantly 
what  was  coming  in  to  just  the  volume  of  the  information.  So  the 
actual  giving  it  —  that  factor  that  the  Court  states  in  dicta  for 
sentence  appropriateness  was  not  an  aggravating  factor  that  was 
admitted  in  evidence.  The  last  case  that  the  government  cites 
supporting  this  position  is  The  United  States  v.  Lawson.  And  Lawson 
is  on  Page  5,  ma'am.  It's  33  MJ  946.  And  in  Lawson  you  have  a  — 
actually  a  very  disturbing  set  of  facts.  You  have  a  —  an  individual 
in  charge  of  a  detail  —  an  officer-in-charge  of  a  detail  —  it's  a 
Marine  detail,  and  they're  going  on  a  training  mission  in  Twenty-Nine 
Palms.  And  his  job  is  to  do  an  accountability  roster  to  ensure  when 
he  post  guards  at  various  places,  that  they  know  where  the  people  are 
at,  and  then  they  police  them  up  when  the  unit's  training  mission  is 
completed.  This  individual  was  derelict  in  his  duties  because  he  did 
not,  in  fact,  do  an  accountability  roster.  He  did  not  put  out  any 
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1  sort  of  guidance  on  accounting  for  the  individuals  that  were  placed 

2  out  into  the  desert  to  —  to  basically  monitor  where  people  are  going 

3  for  the  training  mission.  One  of  the  Marines  was  not  picked  up.  And 

4  it  was  discovered  a  day  and  a  half  later  that  that  individual  was 

5  missing.  And  that  was  directly  related  to  the  dereliction  of  this 

6  individual's  failure  to  do  what  he  was  supposed  to  do. 

7  The  Marine  sadly  was  found  approximately  five  months  later. 

8  He  had  died  in  the  desert.  And  in  that  case,  the  government  offered 

9  in  aggravation  both  the  death  of  the  individual  and  the  cost  that  was 

10  related  to  their  recovery  mission.  Once  the  battalion  commander 

11  became  aware  of  the  fact  that  he  had  a  Marine  that  was  missing  a  day 

12  and  a  half  later,  he  ordered  a  —  a  very  extensive  search  for  that 

13  Marine.  And  then,  obviously,  they  did  not  find  him.  The  important 

14  thing  here  is,  again,  this  is  evidence  that  was  directly  related  to 

15  the  offense  that  the  accused  was  found  guilty  of;  the  dereliction  — 

16  the  dereliction  of  not  having  an  accountability  roster.  There  the 

17  Court  found  that  it  was  imminently  foreseeable  by  not  having  the 

18  accountability  roster,  and  you're  in  a  desert  environment,  that  you 

19  would  lose  somebody.  And  if  you  lost  somebody,  that  person  could  die 

20  in  the  desert.  So  these  were  factors  that  the  Court  said  were  — 

21  were,  in  fact,  directly  related  to  and  resulting  from.  Again,  taking 

22  it  to  this  case,  there  are  certainly  aggravating  factors  that  the 

23  government,  if  they  have  the  evidence  of  it,  could  bring  forth.  And 
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1  that  would  be  directly  related  to  the  offenses  that  PFC  Manning 

2  committed. 

3  MJ:  So  what  is  the  difference  between  that  and  —  well,  is  it 

4  defense's  argument  that  it's  not  foreseeable  that  with  the  release  of 

5  classified  information  that  that  may  cause  some  of  the  damage  that 

6  the  witnesses  testified  about? 

7  CDC[MR.  COOMBS]:  Depends  on  what  they  are  testifying  to.  So 

8  —  to  use  a  hypothetical,  if  an  ambassador  said,  because  of  this  I 

9  had  to  pull  aside,  you  know,  five  people  to  read  through  these  cables 

10  to  identify  —  these  purported  cables,  to  identify  potential  harm. 

11  That  would  be  directly  related  to.  To  contrast  with  the  Lawson  case, 

12  if  the  battalion  commander  afterwards  said,  you  know  what  we're  going 

13  to  do,  we're  going  to  get  together  a  whole  group  of  people  and  we're 

14  going  to  design  various  SOPs  on  —  on  how  we're  going  to  --  to  do 

15  training  missions,  and  we  are  going  to  revamp  this  entire  training 

16  mission.  And  instead  of  doing  it  out  in  the  desert,  we  are  going  to 

17  do  it  here.  And  we  are  going  do  it  because  —  you  know,  I'm  going  to 

18  get  my  entire  Battalion  S3  to  get  together  and  plan  alternative  type 

19  missions.  All  that  other  stuff,  that's  the  stuff  that's  not  directly 

20  related  to  or  resulting  from  because  you  have  an  independent  person 

21  making  a  determination  to  make  all  these  changes.  But  certainly  the 

22  initial  cost  of  going  to  search  for  that  person  would  be  directly 

23  related  to  and  resulting  from.  And  in  our  case  here  the  initial 


11767 


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 


O 


0 


response  or  any  type  of  actual  harm  that  a  witness  can  say  this  is  — 
this  is  what  happened.  Yesterday's  witness,  the  second  part  of  the 
day,  very  informative  witness,  but  when  he  —  if  he  testified  to  just 
the  actual  harm,  that  testimony  would  have  taken  minutes  and  — 
instead  of  the  hours  that  it  took  to  testify  to  because  they  were 
specific  —  in  fact,  six  different  specific  things  that  he  testified 
to  that  were,  at  least  in  his  opinion,  be  the  harm  that  was  done  — 
the  actual  harm.  And  that  would  be  an  example  for  this  —  for  the 
witness  later  today  and  the  witnesses  next  week,  what's  the  actual 
harm  --  just  testify  to  the  actual  harm.  What  harm  do  you  know  of 
that's  directly  related  to  this?  Not  the  "could"  —  not  the 
speculative.  That  would  have  been  appropriate,  again,  in  sentencing 
--  excuse  me,  in  merits.  But  in  sentencing  we're  dealing  with  what 

is  the  actual  harm.  And  there's  been  three  years  to  think  about 

that.  And  the  government  has  time  to  think  about  that  to  where  these 
witnesses  should  be  able  to  just  state  what  the  actual  harm  is. 

MJ:  Mr.  Coombs,  at  the  end  of  the  day,  in  simple  terms,  this  is 

really  —  where  is  the  line? 

CDC [MR .  COOMBS]:  It  is.  And  the  —  and  when  you  look  at 

1001(b) (4),  and  the  case  law  that  we  cited,  that's  where  the  Court 
will  make  that  determination  of  what  is  directly  related  to  or 
resulting  from.  And  the  never  ending  chain  of  events  —  there's  a 
certain,  I  guess,  number  of  steps  before  you  say,  you  know  what. 
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1  that's  too  far  removed.  And,  you  know,  I  gave  you  two  examples  in  my 

2  motion  of,  you  know,  vandalism  —  well,  one  real  good  example  where 

3  vandalism  of  a  building;  certainly,  if  somebody  vandalized  the  side 

4  of  a  building,  the  cost  of  repainting  that  portion  is  directly 

5  related  to  resulting  from.  But  when  that  owner  says,  you  know  what, 

6  I'm  going  to  spend  $10,000.00  looking  into  and  researching  paint  that 

7  would  be  resistant  to  graffiti,  that's  —  that's  the  independent 

8  decision  then  of  the  owner  to  expend  those  resources.  And  that 

9  wouldn't  be  directly  related  to  or  resulting  from.  And  so  there  is  - 

10  -  there's  a  line,  you  know,  certainly  of  what  should  be  correctly  put 

11  at  the  feet  of  my  client.  And  the  defense  is  not  trying  to  avoid 

12  that  line,  as  far  as  what's  --  what  we  believe  is  on  the  1001(b) (4) 

13  side  of  the  house,  and  that's  what  we  cross  examined  on,  but  as  the 

14  Court  listens  to  individuals  testify,  especially  when  it  goes  on  and 

15  on,  hour  after  hour,  and  much  of  it  is  more  a  historical  lesson  about 

16  the  complexity  of  the  relationships  as  opposed  to  actual  —  this  is 

17  what  happened.  And  —  and,  again,  you  know  - 

18  MJ:  Well,  don't  you  need  the  context?  You  just  said  earlier 

19  that  diplomacy  is  a  complicated  endeavor. 

20  CDC [MR.  COOMBS] :  It  is.  And  so  what  I  would  —  I  would  see  - 

21  -  and,  again,  I'm  not  trying  to  tell  the  government  how  to  elicit 

22  this  information,  but  if  the  witness  said,  you  know,  X,  Y  and  Z  was 

23  damage  —  from  my  perspective  X,  Y  and  Z  was  the  damage.  And  then  at 
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1  that  point  if  --  in  order  —  once  you  heard  that,  if  you  needed  to 

2  get  some  more  background  to  understand,  okay,  why  was  that  the 

3  damage,  then  I  think  that  would  be  appropriate  to  put  that  into 

4  context,  certainly.  But  that's  not  what  we've  heard.  What  we've 

5  heard  is  a  whole  bunch  of  background  information  to  a  "could",  and 

6  very,  very  limited  actual  this  is  what  I  believe  was  the  direct 

7  impact  of  that.  And,  you  know,  obviously,  the  Court  understands 

8  1001(b) (4)  and  the  line  and  will  only  listen  to  what's  proper 

9  aggravation,  and  the  defense's  position  is,  we  can  get  to  that  point 

10  much  quicker,  and  there's  a  lot  of  stuff  that  isn't  proper  and  is 

11  back  into  the  "could"  realm. 

12  MJ:  What's  the  difference  between  the  expenditures  here  in 

13  Lawson  to  go  find  the  Soldier,  and  the  creation  and  expenditure  of 

14  the  various  task  forces  that  say  we  now  have  these  releases?  We 

15  don't  know  what  the  damage  is.  We  got  to  find  it. 

16  CDC [MR .  COOMBS]:  Yeah  —  now  —  so  for  —  for  example,  using  the 

17  IRTF,  the  sig  --  the  amount  of  money  that  was  spent  for  that,  IRTF, 

18  there  were  several  goals  —  and  the  Appellate  Exhibit,  I  believe  631 

19  - 

20  M J :  I  have  that . 

21  CDC[MR.  COOMBS]:  -  from  Secretary  of  Defense  Gates,  to  lay 

22  it  out.  And  —  and  certainly  there  would  be  the  ability  to  portion 

23  that  to  say,  you  know  what,  this  was  the  amount  of  time  that  we  spent 
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1  and  money  that  we  spent  understanding  the  harm  —  the  actual  harm, 

2  and  this  was  what  the  actual  harm  was.  I  believe  that  would  be 

3  something  that  would  fall  in  an  appropriate  1001(b) (4).  And,  again, 

4  the  defense  is  not  trying  to  —  to  avoid  accepting  responsibility  for 

5  the  harm  caused,  but  that  takes  then  a,  you  know,  a  scalpel  to  say, 

6  okay,  this  is  —  this  was  really  what  we  spent  on  figuring  out  the 

7  harm,  and  here's  the  harm  that  we  found  —  the  five  things  — 

8  whatever  it  is.  Then  everything  on  this  side  of  the  house  of  like 

9  let's  —  let's  look  at  what  we're  going  —  let's  figure  out  how  we're 

10  going  to  do  this  in  the  future,  avoid  doing  this,  was  there  any  sort 

11  of  embarrassment  that  we  need  to  do  an  apology  on  or  whatnot,  or 

12  anything  that  is  somebody's  independent  determination  of  how  we're 

13  going  to  fix  this  or  address  this  in  the  future,  that's  on  the 

14  mitigation  side  of  the  house  —  that's  an  independent  determination 

15  of  the  individual. 

16  MJ:  So  is  it  the  defense's  position  that  mitigation  evidence  is 

17  not  admissible  under  R.C.M.  1001(b) (4). 

18  CDC [MR .  COOMBS]:  (b)(5)  or  (b)(4),  ma'am? 

19  MJ:  (b) (4).  Isn't  that  aggravation? 

20  CDC [MR.  COOMBS]:  That's  aggravation.  So  when  you're  saying 

21  mitigation? 

22  MJ:  No,  no.  I'm  saying  mitigate  --  I'm  sorry,  mitigate  -- 

23  efforts  to  mitigate  damage. 
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1  CDC[MR.  COOMBS]:  Okay.  The  --  I  guess  then  that  draws  the 

2  line  of  where  do  you  say  --  where  do  you  say  this  is  a  proper 

3  1001(b) (4)  and  where  not?  Again,  using  the  paint  example,  you  know, 

4  if  somebody  —  to  mitigate  the  damage  they' re  going  to  invest  in  very 

5  expensive  paint  to  paint  their  building  to  prevent  graffiti  again, 

6  that  —  that  would  be  the  independent  determination  of  the  individual 

7  to  invest  those  resources  to  prevent  something  from  the  future 

8  happening  again.  And  the  defense  would  say  that  that  would  not  be 

9  proper  under  1001(b) (4) . 

10  M J:  To  prevent  something  in  the  future  from  happening  again? 

11  CDC [MR .  COOMBS]:  Exactly.  And  if  —  if  it's  the  — 

12  addressing  the  —  you  know,  what  harm  —  what  immediate  harm  to  we 

13  need  to  be  concerned  about?  And  in  ferreting  that  out  —  and  if  they 

14  could  then  --  because  obviously  that  would  show  what  was  the  actual 

15  harm.  So,  again,  using  a  hypothetical,  if  they  could  say,  okay, 

16  because  of  this  SIGACT  this  individual  right  here  we  know  is  in 

17  imminent  threat  of  death  or  bodily  injury,  and  we  went  and  expended, 

18  you  know,  $500.00  to  pull  this  person  out  —  or  $1000.00,  that  I 

19  think  you'd  have  the  direct  tie,  and  then  you  could  show  that,  and 

20  that  would  be  1001(b) (4). 

21  MJ:  Now  what  if  —  let's  go  beyond  that;  by  pulling  this  person 

22  out,  the  United  States  government  no  longer  had  access  to  X,  Y  and  Z 


11772 


o 


o 


1  that  it  would  have  had  with  that  person.  Does  that  fall  under 

2  1001  (b)  (4) . 

3  CDC[MR.  COOMBS]:  Yeah.  So  then  —  so  now  we're  going  to 

4  start  that  of  that  domino  effect  and  see  how  far  we  go,  but  if  —  if 

5  they  could  show,  certainly.  Again,  if  you  could  show  that  this 

6  witness  —  this  person  was  a  vital  source  of  X,  Y  and  Z  information 

7  and,  because  we  had  to  pull  him,  it  blew  a  —  a  mole  that  we  had  in  a 

8  particular  organization,  I  think  that  would  —  the  defense  would 

9  concede  that  that  would  be  proper  aggravation  if  you  could  talk  about 

10  that  fact.  I  think  then  the  domino  effect  that  you  have  to  avoid  is 

11  when  you  start  getting  to,  well  —  and  he  was  working  on  something 

12  that  we  were  going  to  start  in,  you  know,  2013,  now  that,  I  think,  is 

13  - 

14  MJ:  Got  it. 

15  CDC [MR.  COOMBS]:  -  the  stuff  that  would  not  be  proper, 

16  ma'am.  So  subject  to  your  questions,  ma'am. 

17  MJ:  Is  that  the  end  of  the  cases? 

18  CDC [MR.  COOMBS]:  It  is,  ma'am,  from  the  standpoint  of  what 

19  the  government  cited. 

20  MJ:  I  have  a  lot  more  cases  here  from  the  government. 

21  CDC [MR.  COOMBS]:  Yeah,  they  —  they  cited  other  cases  that  we 

22  don't  take  issue  with  —  'cause  it's  the  general  proposition  cases. 

23  But  these  were  the  ones  that  they  cited  to  support  their  argument. 
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1  MJ :  Give  me  one  moment  here . 

2  CDC [MR.  COOMBS]:  Yes,  Ma'am. 

3  [Pause] 

4  MJ:  All  right.  Thank  you,  very  much.  I  think  you  have 

5  answered  my  questions. 

6  CDC [MR.  COOMBS]:  Thank  you,  ma'am. 

7  MJ:  All  right,  government,  hold  on  just  a  second. 

8  [Pause] 

9  MJ:  All  right.  Government,  whenever  you're  ready. 

10  TC [MAJ  FEIN]:  Ma'am,  if  I  may  brief  from  the  table. 

11  MJ:  Sure. 

12  TC [MAJ  FEIN]:  Ultimately,  Your  Honor,  the  issue  is  drawing  the 

13  line.  The  United  States  agrees  that  subsequent  remedial  measures 

14  were  not  appropriate  aggravation  evidence.  One  of  the  problems 

15  though  that  —  that  developed  through  discovery  and  played  out  even 

16  today  is  the  term  mitigation.  And  just  to  make  sure  all  parties, 

17  ultimately  the  Court,  is  on  the  same  sheet,  the  United  States  is 

18  arguing  that  the  steps  that  were  taken  to  mitigate  the  harm  to 

19  national  security  directly  resulting  from  PFC  Manning's  charged 

20  misconduct  is  appropriate  sentencing  evidence.  The  problem  is  the 

21  term  mitigation.  Your  Honor,  also  comes  up  specifically  within  the 

22  Department  of  State  information,  and  it's  because  there  is  what  they 

23  called  the  mitigation  working  group  or  mitigation  team.  That 
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1  information,  Your  Honor,  the  United  States  contends,  is  not 

2  appropriate.  Although  they  use  the  term  mitigation,  it  was  to 

3  mitigate  future  similar  crimes. 

4  MJ:  So  the  witness  that's  going  to  testify  this  afternoon  - 

5  TC [MAJ  FEIN]:  Yes,  ma'am. 

6  MJ:  -  is  not  going  to  testify  about  mitigation  teams? 

7  TC [MAJ  FEIN]:  That  is  correct.  Your  Honor. 

8  MJ:  And  the  government  is  not  going  to  bring  —  so  other  than 

9  the  task  force  testimony  that  we  heard  about  on  the  first  day  of 

10  sentencing,  are  there  going  to  be  any  other  mitigation  team  —  is 

11  there  going  to  be  any  other  mitigation  team  testimony? 

12  TC [MAJ  FEIN]:  Well,  ma'am  —  so  —  again,  I  think  there  still 

13  might  be  some  confusion.  The  United  States  would  contend  that  the 

14  evidence  elicited  on  Wednesday  from  General  Carr  and  Mr.  Kirchhofer, 

15  that  was  focused  on  the  Department  of  Defense's  mitigating  of  harm  — 

16  MJ:  Yes. 

17  TC [MAJ  FEIN]:  -  not  mitigation  team  of  the  Department  of 

18  State.  So  - 

19  MJ:  I  understand  that. 

20  TC [MAJ  FEIN]:  Okay  —  I'm  sorry,  ma'am.  I  —  so,  yes.  Your 

21  Honor,  there  will  be  additional  evidence  the  United  States  intends  to 

22  elicit  from  witnesses  about  the  United  States'  effort  to  mitigate 

23  harm  caused  by  PFC  Manning's  actions.  That  will  be  included  this 
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1  afternoon.  It  will  also  be  pretty  much  - 

2  M J :  No,  I  understand  that. 

3  TC [MAJ  FEIN]:  Yes,  ma'am. 

4  MJ:  I  guess  where  I'm  going  is,  do  you  have  any  organizations 

5  that  were  created,  like  the  IRTF? 

6  TC [MAJ  FEIN]:  There's  only  two  organizations  ultimately,  ma'am; 

7  it's  the  Department  of  Defense's  IRTF,  and  then  there  were  two 

8  working  groups  at  the  Department  of  State.  The  Court  will  hear 

9  testimony  from  Ambassador  Kozak  today  about  the  persons  that  worked  - 

10  -  excuse  me,  a  person  at  risk  working  group,  which  was  a  team 

11  established  and  still  currently  being  run  to  mitigate  the  risk  of 

12  individuals  from  the  Department  of  State  released  purported  cables. 

13  That's  the  focus  of  his  testimony;  what  the  Department  did  to 

14  mitigate  the  harm  to  individuals.  On  —  on  Monday,  Your  Honor,  the 

15  United  States  intends  to  elicit  testimony  from  Ambassador  —  excuse 

16  me.  Undersecretary  Kennedy  in  reference  to  the  work  —  the  WikiLeaks 

17  working  group,  and  what  the  Department  did  similar  to  the  IRTF  for 

18  the  Department  of  the  Defense,  but  it's  the  Department  of  State's 

19  immediate  reaction. 

20  MJ:  What's  the  government's  position  with  respect  to  the 

21  defense's  argument  that,  again,  looking  at  the  last  appellate  exhibit 

22  we  had  with  the  —  Secretary  Gates'  memo  about  whether  their  —  the 

23  IRTF  had  portions  of  its  mission  to  mitigate  damage  and  then  other 
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1  pieces  of  it  were  more  forward  looking.  I  think  that  was  —  I 

2  believe  that  was  the  crux  of  your  argument. 

3  TC [MAJ  FEIN]:  Ma'am? 

4  CDC [MR.  COOMBS]:  Yes,  Your  Honor. 

5  TC [MAJ  FEIN]:  If  I  may  have  a  moment,  ma'am. 

6  MJ:  Yes. 

7  [Pause] 

8  TC [MAJ  FEIN]:  Ma'am,  the  United  States  would  contend  that  this 

9  memo  on  its  face  actually  draws  that  line.  The  IRTF's  mission  is 

10  laid  out  into  eight  bullets  of  what  the  report  and  focus  was  —  and 

11  actually  that's  what  the  Court  heard  from  —  from  General  Carr  and 

12  Mr.  Kirchhofer,  who  painfully  tried  to  remember  all  of  these.  In 

13  retrospect,  we  should  have  just  helped  refresh  the  recollection.  But 

14  these  are  those  areas,  ma'am.  And  that  was  simply  —  to  use 

15  Secretary  Gates'  words,  it  was  to  —  we'll  review  the  impact  of  the 

16  unauthorized  disclosure  of  classified  information  specified  above. 

17  And  that's  anything  published  on  WikiLeaks  website  then  at  that  date 

18  and  subsequently,  and  coordinate  through  the  intelligence  community 

19  and  conduct  any  time  sensitive  review  and  integrate  efforts  with  the 

20  National  Counterintelligence  Agency.  Further  on.  Your  Honor,  the 

21  second  to  last  paragraph,  there's  a  line  that  is  drawn  even  by 

22  Secretary  Gates  that  says  their  role  in  IRTF  is  separate  and  apart 

23  from  the  tasking  to  the  Undersecretary  of  Defense  for  Intelligence  to 
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1  look  at  the  procedures  that  were  —  that  needed  to  be  shored  up  and 

2  fixed.  And  that  was  a  separate  tasking  --  separate  system,  and  the 

3  United  States,  although  produced  in  discovery,  doesn't  intend  — 

4  because  it  doesn't  think  that's  appropriate  sentencing  evidence.  And 

5  that  would  be  the  same  as  the  —  the  term  of  art  mitigation  team  at 

6  the  Department  of  State  and  any  effort  —  other  efforts  the  United 

7  States  government  took  subseguently  to  prevent  the  future  crime  like 

8  this  from  happening. 

9  And  that's  also  separate  and  apart  from  any  law  enforcement 

10  investigation,  which  is  the  last  paragraph. 

11  MJ:  Does  the  IRTF  report  address  any  information  on  the 

12  WikiLeaks  website  that  does  not  relate  to  —  and  if  I’m  asking 

13  something  that  requires  a  response  that  can't  be  made  in  this 

14  setting,  let  me  know  - 

15  TC [MAJ  FEIN]:  Yes,  ma'am. 

16  MJ:  -  don't  relate  to  the  offenses  PFC  Manning  has  been 

17  convicted  of? 

18  TC [MAJ  FEIN]:  No,  ma'am.  Although  PFC  Manning  is  not 

19  identified  in  the  report  by  name,  it  all  relates  to  all  the 

20  specifications  on  the  Charge  Sheet.  And  —  well,  —  and  a 

21  specification  he  was  found  not  guilty  of. 

22  However,  ma'am,  the  Department  of  State  damage  assessment 

23  does  have  an  appendix  that  the  United  States  doesn't  intend  to  use  in 
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any  regard,  that  does  have  the  draft  impact  assessment  —  has 
mitigation  efforts  captured  as  lesson  learned  in  the  back  of  that 
assessment . 

MJ:  Okay.  I  believe  the  defense  has  asked  me  to  take  judicial 

notice  of  all  those  assessments. 

TC [MAJ  FEIN]:  Yes,  ma'am. 

MJ:  Is  that  correct? 

CDC [MR .  COOMBS]:  That  is  correct.  Your  Honor. 

MJ:  You  want  that  appendix  removed  or  do  you  - 

CDC [MR.  COOMBS]:  Well,  we've  asked  you  to  take  judicial 

notice,  and  we'll  kind  of  see  how  everything  flushes  out  here. 

MJ:  All  right.  Go  ahead. 

TC [MAJ  FEIN]:  And,  ma'am,  without  going  through  all  the  cases, 
again,  it's  in  the  brief;  two  just  to  highlight.  Your  Honor.  First, 
Delgado  —  the  last  two  —  the  Delgado  case;  the  child  porn 
distribution  case.  It  was  a  distribution  case.  It  was  10  terabytes. 
And  specifically  in  the  holding.  Your  Honor,  the  Court  does  talk 
about  that  "He  exacerbated  the  grave  nature  of  those  crimes  by 
recording  the  assaults  and  other  sexual  acts  and  distributing  them 
via  peer-to-peer  networks  to  countless  unknown  recipients." 

MJ:  And  where  am  I  looking  at  that? 

TC [MAJ  FEIN]:  Ma'am,  you're  looking  at  that  on  the  Page  3  — 
the  last  page  just  above  the  conclusion  of  the  Court  —  the  last 
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paragraph. 

MJ:  That  is  in  the  sentence  appropriateness  discussion. 

TC [MAJ  FEIN]:  Yes,  ma'am. 

MJ:  What  is  the  government's  position  with  respect  to  my 

question  to  the  defense  was  if  the  appellate  court  can  consider  it 
for  sentence  appropriateness,  is  that  sort  of  an  implicit  assumption 
that  it's  proper  aggravation? 

TC[MAJ  FEIN]:  Yes,  ma'am,  or  mitigation  or  extenuation. 

MJ:  Ten  terabytes  is  mitigating? 

TC [MAJ  FEIN]:  No,  ma'am.  I'm  saying  that  anything  that  the 
appellate  court  is  —  no,  not  at  all.  The  —  any  —  any  factors  the 
appellate  court  is  considering  in  sentence  appropriateness  is 
appropriate  for  a  trial  court  or  the  trier  of  fact  for  a  sentencing 
case  to  consider. 

MJ:  But  with  Delgado  —  did  Delgado  argue  or  was  it  at  issue 

whether  that  10  terabytes  of  dissemination  was  proper  aggre  —  A;  was 
it  admissible  as  aggravating  evidence  or  something  else,  and  B;  was 
it  --  was  the  admission  as  aggravation  at  issue  at  all  in  that  case? 

TC [MAJ  FEIN]:  Your  Honor,  possibly  in  --  after  this  argument  we 
could  reread  the  entire  case. 

MJ:  Don't  worry  about  it.  I  can  - 

TC [MAJ  FEIN]:  -  but  I  —  I  don't  recollect  - 

MJ:  -  I  can  read  it,  too. 
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1  TC [MAJ  FEIN]:  -  whether  it's  --  yes,  ma'am  —  it's  actually 

2  on  the  —  in  the  document . 

3  MJ:  Go  ahead. 

4  TC [MAJ  FEIN]:  But  distribution  was  a  —  at  least  sentence 

5  appropriateness  was  considered.  Also,  Your  Honor,  for  Lawson,  the 

6  United  States  would  argue  that  Lawson  is  almost  the  exact  facts  of 

7  this  case.  Lawson  was  required  to  maintain  an  accountability  roster. 

8  He  failed  in  that  duty  for  an  accountability  roster.  A  Soldier  went 

9  unaccounted  for  —  a  Marine,  excuse  me,  and  the  command  expended 

10  resources  to  find  the  unaccounted  Soldier.  Similar  in  this  case  is 

11  this  classified  information  —  classified  information  could  cause 

12  harm  —  and  legal  definition  of  classified  information,  and  then 

13  we're  simply  saying  that  the  expenditures  of  the  government  to 

14  determine  whether  harm  did  or  did  not  or  mitigate  that  harm  directly 

15  ties  to  the  charged  and  guilty  offenses. 

16  MJ:  What  is  the  government's  position  with  respect  to  the 

17  defense  argument  that  I  shouldn't  consider  1004  at  all? 

18  TC [MAJ  FEIN]:  Yes,  ma'am.  So  —  ma'am,  ultimately  1001  sets 

19  out  all  of  the  —  the  definition  of  aggravating;  what  is  relevant  for 

20  both  parties  in  order  to  present  evidence  to  the  trier  of  fact.  And 

21  in  that.  Your  Honor,  under  1001(b) (4),  evidence  of  aggravation  and 

22  aggravation  defined  --  right  at  the  discussion  after  that.  Your 

23  Honor,  says  see  also  R.C.M.  1004  concerning  aggravating  circumstances 
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1  in  capital  cases.  Completely  understanding  this  isn't  a  capital 

2  case,  but  what  1001(b) (4)  does  is  it  establishes  the  overall  umbrella 

3  of  what  is  or  is  not  aggravating,  and  it  leaves  open  to  —  to  much 

4  evidence.  What  1004  does,  Your  Honor,  in  a  very  specific  type  of 

5  case  with  a  higher  burden  of  proof,  it  establishes  I  think  it's  9  or 

6  13  different  aggravating  factors  that  have  to  be  considered  —  well, 

7  at  least  if  it's  going  to  be  a  capital  case,  one  of  them  has  to  be 

8  alleged  and  ultimately  found  guilty  through  a  vote,  as  the  defense 

9  stated. 

10  But  what  —  what  1001  does  is  it  creates  the  overall 

11  universe  of  what  is  aggravating  —  what  is  aggravating.  And  1001  — 

12  excuse  me,  1004  defines  specific  types  of  aggravation  for  capital 

13  cases.  One  is  included  in  the  other.  Your  Honor.  And,  so,  what  is 

14  clear,  at  least  to  the  United  States,  is  the  drafters  have  always 

15  considered  impact  to  national  security  through  the  three  different 

16  ways  and  the  first  three  factors  to  be  specific  types  of  aggravation 

17  evidence  that  warrant  capital  offenses.  So  it's  a  subset  of  all 

18  types  of  aggravation,  and  it's  a  subset  that  specifically  enumerated 

19  for  capital  offenses.  So  if  it's  not  a  capital  case.  Your  Honor, 

20  which  is  clearly  the  case  today,  it  doesn't  mean  it's  not  an 

21  appropriate  aggravating  factor.  Just  like  all  the  others  listed  as 

22  well.  Your  Honor,  it's  for  different  types  of  offenses. 

23  MJ:  Okay. 
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1  TC [MAJ  FEIN]:  Subject  to  any  further  questions.  Your  Honor. 

2  MJ:  Where  does  the  Government  believe  the  line  is?  Now,  we've 

3  heard  —  we've  had  testimony,  you  know,  okay,  this  caused  immediate  - 

4  -  these  are  the  immediate  things  that  occurred  --  because  these,  we 

5  think  there  may  be  sort  of  be  a  ripple  effect.  Is  that  ripple  effect 

6  included  in  appropriate  aggravation  evidence  in  this  case? 

7  TC [MAJ  FEIN]:  Your  Honor,  the  government  believes  the  line 

8  should  be  the  natural  and  probable  consequences  going  back  to  just  — 

9  the  actual  case  law;  the  natural  and  probable  consequences.  And  that 

10  if  there  is  an  independent  intervening  event  that  occurred  that  — 

11  and  it  was  the  only  thing  —  that  intervening  act  was  the  only  thing 

12  that  brought  about  the  effect,  then  it's  not  permissible.  But  if 

13  there's  an  intervening  act,  Your  Honor,  that  also  brought  about,  then 

14  it's  still  appropriate.  And  ultimately.  Your  Honor  - 

15  MJ:  So  does  —  what's  the  government's  position  on,  okay,  the 

16  release  of  Cable  X  caused  a  degradation  in  relationship  with  Country 

17  Y,  and  that  metastasized  into  additional  things  being  affected  where 

18  —  all  of  this  is  admissible? 

19  TC [MAJ  FEIN]:  No,  ma'am.  I  think  —  unfortunately,  there's  a 

20  case-by-case  basis  for  the  court.  This  came  up  with  the  defense's  — 

21  the  issue  of  opportunity  cost,  for  instance,  was  an  example  that  the 

22  —  the  defense  briefed.  So  I  think  a  line  could  be  drawn,  for 

23  instance,  for  opportunity  costs.  What  a  —  another  country  could  or 
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could  not  have  done  based  off  of  that  would  be  definitely  too  far 
attenuated  and  not  a  natural  and  probable  consequence  of  another 
country.  But  the  opportunity  costs  lost  by  the  U.S.  officials  that 
had  to,  instead  of  doing  what  they  were  supposed  to  be  doing,  had  to 
directly  deal  with  the  outcome  of  the  unlawful  disclosures,  there's 
some  opportunity  cost  on  the  United  States  government  which  impacts 
the  United  States  national  security,  that  either  through  foreign 
diplomacy,  military  operations,  foreign  relations,  et  cetera.  But 
there's  a  direct  tie.  Your  Honor,  to  the  —  to  impacting  the  national 
security  of  the  United  States.  It  would  be  far  —  become  too  far 
afield  once  if  there's  evidence  of  the  third,  fourth,  fifth  order 
effect.  The  United  States  would  contend  that  —  that  did  not  happen. 
Your  Honor,  thus  far  in  this  court-martial  —  at  least  in  the 
presentation  of  evidence.  Each  individual  —  excuse  me.  Your  Honor, 
there  were  times  that  either  objections  were  raised  and  sustained, 
but  outside  of  that.  Your  Honor,  where  the  defense  objected  under  the 
ongoing  objection  of  1001(b) (4),  that  each  of  those  witnesses  could 
directly  tie  in  their  expert  opinion  —  their  opinion,  which  was 
subject  to  cross  and  goes  to  weight,  tied  the  WikiLeaks  disclosures 
to  that  effect.  And  then  if  they  can't  tie  that.  Your  Honor,  then 
it's  not  appropriate  sentencing  evidence. 

MJ:  Let's  assume  —  after  the  Department  of  State  witnesses,  is 

the  Government  going  to  present  evidence  that  with  the  Department  of 
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1  Defense  potentially  that  these  disclosures  created  certain 

2  vulnerabilities  for  U.S.  Forces? 

3  TC [MAJ  FEIN]:  Can  I  have  a  moment.  Your  Honor?  What  I'm 

4  looking  at,  Your  Honor,  it's  Appellate  Exhibit  616,  which  is  just  the 

5  government's  witness  list. 

6  [Pause] 

7  TC [MAJ  FEIN]:  Ma'am,  the  United  States  intends  to  elicit  —  for 

8  Department  of  State  or  —  excuse  me.  Department  of  Defense  witnesses 

9  are  personal  observations  and  effects  on  individuals  —  the 

10  individuals  who  actually  are  testifying,  their  missions. 

11  MJ:  Are  you  talking  preventative  measures  - 

12  TC [MAJ  FEIN]:  No,  ma'am. 

13  MJ:  -  or  things  that  actually  happened  as  a  result? 

14  TC [MAJ  FEIN]:  Ma'am,  this  would  be  testimony  that  because  of 

15  the  WikiLeaks  disclosures  that  this  happened;  I  observed  it  or  I  felt 

16  it . 

17  MJ:  So  is  there  going  to  be  testimony,  for  example,  that  — 

18  sort  of  like  what  was  coming  out  on  the  merits  —  well,  because  these 

19  things  are  exposed,  forces  opposing  us  could  do  X,  Y,  and  Z? 

20  TC [MAJ  FEIN]:  Ma'am,  the  United  States  does  intend  to  elicit, 

21  for  instance,  through  the  terrorism  experts,  in  their  expert  opinion, 

22  whether  they  believe  that  this  information  being  available  —  what 

23  the  terrorists  —  what  terrorists  and  other  enemies  of  the  United 
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States  will  use  that  information  for  —  in  their  opinion.  That 
opinion,  of  course,  will  be  subject  to  cross  and  can  be  tested  for 
the  trier  of  fact. 

MJ:  Has  —  is  there  any  evidence  that  this  was,  in  fact,  used 

other  than  what's  been  - 

TC [MAJ  FEIN]:  Well,  ma'am,  there's  evidence  —  I  can't  discuss 
the  types  of  evidence  of  where  and  how  it  was  used. 

MJ:  No,  no,  no,  I'm  not  asking  you  - 

TC [MAJ  FEIN]:  Yes,  ma'am. 

MJ:  -  to  do  that.  Is  this  a  —  an  expert  opinion  of  what 

could  happen  or  an  expert  opinion  of  what  is  happening  or  has 
happened? 

TC [MAJ  FEIN]:  The  United  States  intends  to  elicit  both,  ma'am. 
One  is  for  —  one  is  for  --  I  would  —  well,  ma'am,  the  opinion  is  — 
it's  really  not  opinion,  it's  going  to  be  fact  testimony  of  what  they 
know  based  off  their  expertise.  Excuse  me.  Your  Honor,  it  is  opinion 
testimony,  but  what  they  know  in  their  expertise  has  happened,  and 
then  based  off  that  expertise,  what  is  the  future  effect  of  that. 

Now,  of  course,  they'll  be  subject  to  —  to  cross-examination  of 
whether  they  will  or  won't  actually  happen.  And  they  will  likely 
answer;  I  don't  know  if  it  actually  will,  but  I  do  believe  based  off 
these  factors  that  this  is  something  that  will  be  used  in  perpetuity 
or  to  a  certain  point,  and  here's  where  and  how  it  could  or  could 
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not.  I  mean,  that's  going  to  be  the  adversarial  process  that's  — 
that's  sifting  out  that  testimony.  The  United  States  does  intend  to 
have  some  experts  testify  about  their  opinion  on  the  continuing 
future  impact  of  this  information.  And  —  so,  I  mentioned  terrorism, 
ma'am,  also,  operations  for  strategic  planning  of  U.S.  CENTCOM; 
there's  two  witnesses,  one  about  operations  —  more  about  what  did 
happen,  and  the  another  one  about  potential. 

MJ:  What  do  you  mean  more  about  what  did  happen? 

TC [MAJ  FEIN]:  Well,  from  CENTCOM,  ma'am.  What  did  CENTCOM  have 
to  do?  What  did  the  forces  in  CENTCOM  - 

MJ:  Okay,  I  thought  you  meant  the  testimony  in  large  part  was 

going  to  be  - 

TC [MAJ  FEIN]:  No,  ma'am. 

MJ:  Okay. 

TC [MAJ  FEIN]:  I'm  sorry.  Just  —  the  actual  chief  operations 
officer  at  CENTCOM  —  the  strategic  planner  of  CENTCOM  talking  about 
the  —  how  the  plan  worked  back  then,  and  how,  in  his  opinion,  future 
plans  could  be  affected  —  in  his  opinion  —  or  will  be  affected,  not 
could  be. 

MJ:  Well,  there's  a  distinction  there. 

TC [MAJ  FEIN]:  Yes,  ma'am. 

MJ:  There's  going  to  be  a  will  be  or  a  could  be? 

TC [MAJ  FEIN]:  It's  their  opinion  that  it  will  happen.  But  it's 
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not  that  —  I  mean,  they  —  they  don't  —  they,  of  course,  don't  know 
what  will  happen  in  the  future,  so  it's  their  opinion  that  it  will. 

M J:  And  why  is  that  not  speculative? 

TC [MAJ  FEIN]:  Well,  ma'am,  because  these  people  are  experts  in 
their  field.  And  based  off  of  the  information  --  their  expertise  and 
their  knowledge  of  the  actual  information  compromised  —  of  what  — 
within  each  of  their  fields.  So  for  terrorism,  being  an  expert  on 
what  terrorists  do  and  don't  do;  their  giving  that  opinion.  Your 
Honor.  And  then  for  the  operations,  they're  experts  in  that  field  of 
how  strategic  planning  occurs,  and  how  it  has  occurred  over  time,  and 
how  that  has  now  —  or  would  be  in  the  future  —  upset. 

MJ:  What's  the  difference  between  what  you  just  described  to  me 

and  what  you  said  earlier  that  subsequent  remedial  measures  are  not 
admissible? 

TC [MAJ  FEIN]:  Yes,  ma'am.  Because  what  I  just  described  now  is 
each  of  the  witnesses  will  testify  it's  a  direct  result  —  their 
opinion  are  based  off  the  direct  result  of  what  Private  First  Class 
Manning  has  been  found  guilty  of  —  the  leaked  information  and 
specific  information  based  --  forming  the  basis  of  their  opinion. 

The  subsequent  remedial  measures  would  be  what  —  what  processes  and 
procedures  have  the  different  organizations  within  United  States 
government  put  in  place,  starting  with  an  executive  order  down  to 
each  department,  in  order  to  prevent  the  future  crime  —  similar 
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crimes  from  happening.  So,  for  instance,  having  certain  restrictions 
now  on  SIPRNet,  the  money  extended  for  that,  the  energy  expended,  the 
resources,  all  that.  Your  Honor,  say  is  not  proper  aggravation 
evidence.  The  United  States  contends  that  there's  a  fine  —  there  a 
—  not  even  fine  —  there's  a  big  line  drawn  there  that  this  is  what 
the  Department  of  Defense,  Department  of  State,  U.S.  government  did 
to  prevent  this  in  the  future.  That's  different  than  to  —  to 
mitigate  future  harm  caused  directly  by  this.  It's  to  prevent  the  — 
the  next  PFC  Manning  from  occurring;  that's  —  that  is  not 
permissible  or  should  not  permissible  on  aggravation. 

MJ:  Now  does  the  Government  agree  that  any  re-triggering  or 

remembering  of  any  PFC  Manning's  misconduct  because  of  events  that 
have  occurred  recently  with  Mr.  Snowden  is  not  permissible 
aggravation? 

TC [MAJ  FEIN]:  Ma'am,  the  United  states  agrees  that  any  —  any 
evidence  regarding  Mr.  Snowden  is  not  permissible  aggravation  in 
reference  to  PFC  Manning. 

MJ:  That's  not  the  question  I  asked  you.  It's  the  re¬ 

triggering  of  —  I  guess,  the  remembering  and  the  re-significance  of 

TC [MAJ  FEIN]:  Well,  ma'am,  I  think  that  would  just  —  first  — 
regardless  to  Mr.  Snowden  or  anyone  else,  Your  Honor,  if  an  expert's 
opinion  is  that  this  information,  although  based  off  relationships 
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between  countries  or  individuals,  is  currently  subsided  —  but  any 
type  of  future  event  could  bring  that  forward,  depending  on  how  that 
evidence  is  elicited,  and  it  could  be  or  it  could  not  be,  depends  if 
it's  too  attenuated,  ma'am,  or  not. 

MJ:  Hypothetical:  All  right,  we  have  relationships 

deteriorated  with  Country  X  immediately  after  the  WikiLeaks 
disclosures  from  PFC  Manning.  They've  stabilized.  Now  we  have  a  -- 
you  know,  second  disclosures  that  now  the  country  is  all  upset 
because  in  combining  both  of  what  happened  before  and  now  we  now  have 
another  deterioration.  Do  you  think  that  would  be  admissible? 

TC [MAJ  FEIN]:  No,  ma'am. 

MJ:  All  right.  Thank  you. 

TC [MAJ  FEIN]:  Yes,  ma'am. 

MJ:  Mr.  Coombs? 

CDC [MR.  COOMBS]:  Yes,  Your  Honor.  Just  to  address  a  couple 

of  things  that  Major  Fein  talked  about.  Mr.  Kozak,  when  he  talks 
about  the  Persons  At  Risk  Working  Group  later  today,  the  defense's 
position  would  be  —  first  of  all,  this  kind  of  goes  back  to 
Brigadier  General  Carr,  in  that  these  individuals  weren't  true  HUMINT 
sources,  there  was  a  created  duty  —  a  kind  of  a  moral  obligation  we 
felt  because  their  names  were  there,  we  needed  to  identify  them  and 
make  sure  no  harm  would  befall  them. 

The  defense  would  say  that  --  that  by  reaching  out  and 
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1  identifying  those  individuals  —  and  let's  say  you  identified  100  — 

2  identifying  them  --  and  if  you  could  show  an  actual  harm,  like  the 

3  person  was  arrested  or  something  bad  happened  to  them,  it's  clearly 

4  related  to  their  name  being  in  one  of  these  documents,  that  would  be 

5  proper  aggravation. 

6  What  happens  though  is  you  have  a  —  a  person  who's 

7  probably  going  to  testify;  we've  been  tracking  these  people  and  we're 

8  watching  them  over  years  and  years  and  years  now  —  the  last  three 

9  years,  and  we  think  there's  potential  at  some  point  in  the  future. 

10  And  that's  where  we  get  into  the  speculative  part.  So  the  defense 

11  would  agree  that,  if  you  identified  somebody,  and  you  identified 

12  natural  harm,  then  that  would  be  proper  aggravation.  And  if  you 

13  could,  you  could  bring  that  person  —  that  would  be  the  ideal  person 

14  then  to  testify  to.  But  if  not,  you  know,  the  person  who's  tracking 

15  it  and  says,  I  know  this  happened,  then  that  would  be  proper 

16  aggravation.  What  wouldn't  be  proper  is  this  kind  of  never  ending 

17  series  of  potential  events  in  the  future  that  may,  in  fact,  happen  at 

18  some  point,  but  we  don't  know  yet.  And  based  on  my  expertise,  I 

19  think  maybe  that  could  happen.  That  —  that's  not  the  proper 

20  aggravation  because  that  hasn't  happened.  And  we're  in  a  somewhat 

21  unique  situation,  as  opposed  to  a  lot  of  cases,  in  that  you  had  quite 

22  a  bit  of  time  go  by.  And  —  and  you  would  think  at  this  point  now 

23  the  actual  harm  has  come  settled  down  to  where  you  could  identify  it 
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and  say,  this  is  what  happened,  to  where  you  kind  of  avoid  the 
situation  as  the  Court  posed  in  a  question,  you  know,  something  else 
triggering  remembering  old  events  and  then,  you  know,  another 
potential  harm  that's  unrelated  to  this  case. 

So  for  Ambassador  Kozak,  we  would  argue  that  he  should  be 
limited  to  saying,  I  identified  X  amount  of  people.  This  is  what  we 
did  to  —  to  notify  them  or  —  or  ensure  that  something  didn't  happen 
to  them.  And  then  here  are  the  15  people  —  let's  say  there  was  15  - 
—  here  is  15  people  where  we  know  something  bad  happened  to  them 
directly  related  to  this.  That's  proper  aggravation.  If  he  then 
testifies,  you  know,  I  --  I've  been  tracking  these  people,  I'm  the 
only  one  really  doing  it  now,  and,  you  know,  I  keep  tabs  on  them,  I 
just  want  to  make  sure  everything's  okay.  I  still  think  there's 
potential  for  this  person  --  that  stuff  would  not  be  proper 
aggravation  in  the  defense's  argument. 

MJ:  Well,  the  fact  the  —  they're  still  tracking  them,  why 

would  that  not  be  proper  aggravation? 

CDC [MR.  COOMBS]:  I  think  the  testimony  is  going  to  be  the 

individuals  kind  of  took  it  upon  themselves  to  do  this.  It's  not 
part  of  —  you  know,  it's  not  part  of  the  Department  of  State,  you 
know,  doing  it. 

The  --  let's  assume  even  if  it  were  part  of  the  Department 
of  State;  we're  —  we're  just  keeping  tabs  on  these  individuals. 
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That  I  don't  think  —  the  --  maybe  the  process  of  we're  doing  this 
might  be  proper  aggravation  because  we're  only  doing  it  because  of 
this,  but  the  speculative  nature  of  what  could  happen  in  the  future, 
that  would  not  be  proper  aggravation.  And  that  kind  of  goes  also 
back  to  some  of  the  DoD  witnesses  or  the  experts  in  —  that  talk 
about  terrorism.  Again,  as  the  Court  asked,  well,  do  you  have  any 
evidence  that  the  enemy  has  used  it  in  —  that  information  in  a 
particular  way  or  fashion?  That  would  be  proper  aggravation  where  we 
know  the  enemy  took  this  information  and  this  is  exactly  what  the 
enemy  did  with  it  —  proper  aggravation.  To  say  now  three  years 
later  there's  still  potential  in  the  future  —  in  my  expert  opinion 
in  the  future  this  could  happen.  This  kind  of  goes  back  to  when  we 
said  these  witnesses  really  don't  need  to  be  expert  witnesses,  they 
should  be  fact  witnesses.  And  as  Major  Fein  said,  some  of  the 
witnesses  are  going  to  testify  about  things  that  they  personally  saw 
as  the  impact.  That's  a  fact  witness.  And  that's  all  —  all  they 
need  to  be  qualified  as,  is  a  fact  witness  to  say  this  is  what  I  know 
happened.  The  reason  why,  in  the  defense's  view,  the  government's 
trying  to  qualify  them  as  expert  then  is  to  get  this  hearsay  stuff  — 
this  703  stuff  smuggled  in  with  my  expert  opinion  of  what  could 
happen  in  the  future.  And  —  and  the  defense  said  in  our  opinion 
that  is  improper.  And  that's  not  proper  1001(b) (4)  evidence. 

So,  again,  we're  — we're  not  trying  to  shirk  responsibility 
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for  any  actual  harm  that  has  befallen  due  to  my  client's  conduct.  We 
are  willing  to  accept  that,  willing  to  deal  with  that.  But  what  the 
defense  isn't  willing  to  accept  or  deal  with  is  speculative  future 
could  cause  damage  type  stuff. 

MJ:  With  the  witness  this  afternoon,  is  the  government 

intending  on  eliciting  any  of  this  even  though  nothing  happened  yet, 
we  think  things  could  happen? 

TC [MAJ  FEIN]:  Ma'am,  with  Ambassador  Kozak,  first  off,  is  an 
official  State  function.  He's  the  head  of  the  entire  function.  Yes, 
Your  Honor,  the  United  States  intends  to  elicit  what  the  Department 
of  State  did  and  what  they  continue  to  do  even  today  with  tracking 
individuals  that  were  —  that  were  identified  at  risk.  Some 
individuals  at  the  time  decided  they  didn't  need  assistance.  And  the 
Court  will  hear  testimony  that  even  some  of  those  individuals  who 
originally  thought  it,  the  things  changed,  and  then  they  did  need 
assistance.  And  it's  all  directly  related  to  PFC  Manning's 
misconduct . 

MJ:  Okay,  but  that's  not  the  question  I  asked. 

TC [MAJ  FEIN]:  I'm  sorry,  ma'am. 

MJ:  The  question  I  asked,  is  there  going  to  be  testimony  about, 
we  are  tracking  100  people,  something  happened  to  15  of  them.  Here's 
what  it  is.  Nothing's  happened  to  these  other  10,  but  we  think  it's 
a  possibility  in  the  future  that  something  might  happen? 
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TC [MAJ  FEIN]:  Yes,  ma'am.  And  —  and  they  always  —  and  —  for 
the  reasons  as  the  foundation  will  show,  the  reason  they  keep 
tracking  individuals  is  because  of  different  circumstances  that 
there's  —  there's  reasons  why  certain  people  didn't  have  things 
happen  to  them.  Everyone's  in  a  unique  circumstance,  and  so  the 
Department  of  State  continues  to  follow  them  and  offer  the  continued 
assistance,  if  --  when  a  trigger  is  pulled.  Everyone's  in  a 
different  circumstance.  Your  Honor.  You  can't  just  go  find  all  these 
people  worldwide  and  grab  them  and  help  them.  And  that's  what  — 
he's  going  to  explain  that  whole  process.  Your  Honor.  That's  — 
that's  essentially  —  probably  a  third  of  his  testimony  to  explain 
the  process  the  Department  goes  through  in  order  to  come  to  these 
conclusions,  but,  again,  directly  tied  to  the  accused's  misconduct. 

MJ:  All  right,  once  - 

TC [MAJ  FEIN]:  If  I  may.  Your  Honor  - 

MJ:  - yes. 

TC [MAJ  FEIN]:  -  one  other  aspect.  What  the  defense  appears 

to  be  arguing.  Your  Honor,  is  that  they  want  to  be  able  to  argue  that 
PFC  Manning's  charged  and  —  his  conduct  only  caused  or  didn't  cause 
certain  amount  of  harm,  but  when  experts  say  in  their  expert  opinion 
it  will  cause  future  harm,  that  we  should  be  precluded  from  that.  Yet 
they  want  to  argue  nothing  happened  and  nothing  will  happen.  On  one 
hand,  they  want  to  be  able  to  prevent  the  government  from  presenting 
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that  evidence  through  expert  testimony,  but  then  still  be  able  to 
argue  that  it  —  there  was  no  real  effect.  Well,  the  government's 
offering  evidence  to  show  that  there  was  a  real  effect,  and  there 
will  continue  to  be  a  real  effect,  and  that's  through  proper  expert 
testimony. 

MJ:  All  right.  Well,  the  Court  has  reserved  ruling  on  this 

motion  until  Monday  to  digest  the  information  that  was  presented  to 
the  Court  this  morning.  We  will  proceed  with  Mr.  —  the  witness  this 
afternoon  the  same  way  we  have  with  the  witnesses  in  the  last  two 
days.  And  I  think  I  —  the  Court  —  and,  again,  I'm  acting  in  two 
capacities  here.  I'm  acting  in  an  interlocutory  capacity  of  hearing 
the  evidence  to  decide  whether  it's  permissible  aggravation  evidence, 
like  a  39  —  Article  39(a)  session  with  members  would  be,  and  then, 
if  I  decide  it's  not,  I  will  completely  disregard  it. 

CDC [MR .  COOMBS]:  Yes,  Your  Honor. 

TC [MAJ  FEIN]:  Yes,  ma'am. 

MJ:  Now  looking  at  the  time,  it's  quarter  to  twelve.  Is  there 

anything  we  need  to  address  before  we  recess  the  Court? 

TC [MAJ  FEIN]:  May  the  parties  have  a  moment,  ma'am? 

MJ:  Yes,  please. 

[Pause] 

ADC [CPT  TOOMAN] :  Ma'am,  we  think  1330. 

MJ:  Okay,  is  that  going  to  give  you  enough  time  to  prepare? 
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ADC [CPT  TOOMAN] :  I  believe  so.  And  if  we  need  more  time,  we'll 
request  that  from  the  Court. 

MJ:  All  right.  Is  that  amenable  to  the  government? 

TC [MAJ  FEIN]:  Yes,  ma'am. 

MJ:  1330  it  is.  Court  is  recessed  until  1330. 

[The  court-martial  recessed  at  1145,  2  August  2013.] 

[The  court-martial  was  called  to  order  at  1342,  2  August  2013.] 

MJ:  Please  be  seated.  Court  is  called  to  order.  Major  Fein, 

please  account  for  the  parties. 

TC:  Yes,  ma'am.  All  parties  when  the  court  last  recess  are 

again  present  with  the  exception  of  Captain  Overgaard  is  absent. 
Captain  Morrow  is  present. 

MJ:  Is  there  anything  we  need  to  address  before  we  proceed? 

ADC [CPT  TOOMAN]:  Ma'am,  I  believe  it  was  Captain  von  Elten 

that  was  here. 

TC:  Yes,  ma'am.  Captain  Overgaard  was  not  here,  nor  was 
Captain  Morrow  and  Captain  von  Elten  was  and  Captain  Morrow  is  now 
present . 

MJ:  Thank  you.  Captain  Tooman. 

ADC [CPT  TOOMAN]:  Yes,  ma'am. 

MJ:  All  right.  Is  there  anything  else  we  need  to  address 

before  we  proceed? 

TC:  No,  ma'am. 
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CDC:  No,  ma'am. 

MJ:  All  right.  Please  call  your  next  witness. 

TC:  The  United  States  calls  Ambassador  Michael  Kozak. 

AMBASSADOR  MICHAEL  KOZAK,  was  called  as  a  witness  for  the 
prosecution,  was  sworn,  and  testified  as  follows: 

DIRECT  EXAMINATION 

Questions  by  the  trial  counsel  [MAJ  FEIN] : 

Q.  Sir,  you  are  ambassador  Michael  Kozak  with  the  Department 
of  State? 

A.  Yes,  sir. 

Q.  And  you're  currently  the  Acting  Assistant  Secretary  for  the 
Bureau  of  Democracy,  Human  Rights  and  Labor? 

A.  Correct. 

Q.  Thank  you,  sir.  Sir,  you're  here  today,  at  least  your 
understanding  is,  to  discuss  your  expertise  in  the  field  of  the 
United  States  efforts  to  foster  democracy  abroad  and  human  rights 
concerns? 

A.  Yes,  sir. 

Q.  Sir,  given  that  expertise,  are  you  prepared  today  to 
eventually  give  an  opinion  on  the  impact  of  PFC  Manning's  criminal 
conduct  on  individuals  who  are  at  risk  of  death,  risk  of  violence  or 
incarceration  based  on  the  purported  Department  of  State  cables? 

A .  I  am . 
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Q. 

Okay,  sir. 

thank  you. 

MJ: 

Before  you 

go,  what  is  the  scope  of 

expertise  is? 

TC: 

Yes,  ma'am. 

United  States'  efforts 

to  foster  democracy 

abroad  and  human  rights  concerns. 

MJ:  Say  it  one  more  time. 

TC:  Yes  ma'am.  United  States'  efforts  to  foster  democracy 

abroad  and  human  rights  concerns. 

MJ:  Yes? 

ADC [CPT  TOOMAN] :  Ma'am,  we  have  no  doubt  that  Ambassador 

Kozak  is  an  expert  in  that  area.  However,  the  defense  doesn't 
believe  that  expertise  is  required  for  Ambassador  Kozak  to  give  the 
testimony  that  we  believe  he's  going  to  give  today.  From  my 
understanding  it  is  fact  based,  based  his  work  on  the  persons  at  risk 
group  within  the  Department  of  State.  I  don't  believe  that  requires 
any  expertise. 

MJ:  Major  Fein? 

TC:  Yes,  ma'am.  Ambassador  Kozak's  expertise.  Your  Honor, 

comes  in  two  forms.  One  is  to  help  the  trier  of  fact  understand  the 
intricacies  of  the  Department  of  State  in  how  we  assist  individuals 
and  how  the  Department  assisted  individuals  both  in  their  function 
and  the  capability  of  the  Department  who  were  put  at  risk  and  that's 
based  off  of  his  background  and  human  rights  and  promoting  democracy 
abroad. 
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And  second.  Your  Honor,  the  United  States  does  intend  to 
elicit  his  opinion  on  what  impact  will  occur  in  the  future  to 
individuals  that  were  or  were  not  identified  at  risk  and  that's  based 
off  of  his  expertise. 

MJ:  What  will  or  will  not  occur  in  the  future? 

TC:  As  far  as  risks  to  certain  individuals  I'm  not  certain 

individuals,  but  classes  of  individuals,  yes,  ma'am.  His  opinion  on 
what  will  occur  to  those,  for  instance,  that  could  not  be  notified  or 
those  that  were  notified  or  those  that  had  yet  to  be  identified  and 
are  coming  to  the  Department  of  State. 

MJ:  So  what  risks  remain  outstanding? 

TC:  His  opinion  on  that,  yes,  ma'am. 

MJ:  All  right.  What  I'm  going  to  do  is  what  I  said  I  would  do 
earlier.  I'm  going  to  allow  the  testimony  and  evaluate  it  in  my 
interlocutory  capacity  and  then  decide  whether  this  kind  of  testimony 
is  going  to  be  admissible  based  on  the  issue  we  addressed  earlier. 

Go  ahead. 

TC:  Yes,  ma'am. 

ADC [CPT  TOOMAN] :  Ma'am,  we  wouldn't  object  to  his  expertise. 

I  guess  we  can  skip  the  foundation  of  his  expertise  to  the  extent 
it's  not  necessary  for  the  foundation.  I  guess  so  long  as  the  Court 
understands  that  we  have  the  relevance  objection.  Obviously,  we 
still  have  our  objection  about  future  Department  - 
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1  MJ:  I  understand.  I  know.  Go  ahead. 

2  TC:  Ma'am,  the  United  States  asks  for  this  be  marked  and  moves 

3  to  admit  Ambassador  Kozak's  official  resume  from  the  Department  of 

4  State. 

5  MJ:  Any  objection  to  the  resume? 

6  ADC [CPT  TOOMAN] :  No,  ma'am. 

7  MJ:  Thank  you.  Prosecution  Exhibit  201  is  admitted.  Major 

8  Fein,  proceed. 

9  TC:  Yes,  ma'am. 

10  Questions  continued  by  the  trial  counsel  [MAJ  FEIN] : 

11  Q.  Ambassador  Kozak,  what  I  intend  to  do  right  now  is  go 

12  through  some  key  events  in  your  career  that  led  for  you  ultimately 

13  being  selected  to  head  the  WikiLeaks  persons  at  risk  working  group, 

14  but  do  this  very  briefly  versus  the  course  of  many  pages  that  we  had 

15  previously  discussed.  In  your  current  capacity,  sir,  how  long  have 

16  you  been  the  Acting  Principal  Deputy  Assistant  Secretary  and  the 

17  Acting  Assistant  Secretary  off  and  on? 

18  A.  I  started  actually  in  2003  being  Principal  Deputy  in  this 

19  Bureau.  I  took  a  tour  at  the  White  House,  came  back  again  and  I've 

20  been  in  and  out  of  it  for  the  last  —  well,  since  last  fall. 

21  Q.  And  how  long,  sir,  have  you  at  least  been  working 

22  specifically  on  issues  dealing  with  the  United  States  efforts  to 

23  foster  democracy  abroad  and  human  rights? 
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A.  We  were  focused  specifically  on  that  started  in  2003.  In 
fact,  my  work  before  that  also  had  a  large  component  of  it.  But  all 
of  my  jobs  since  have  focused  specifically  on  the  democracy  and  human 
rights . 

Q.  Sir,  in  your  current  position,  what  are  your  general  duties 
and  responsibilities  within  the  Bureau? 

A.  Well,  at  the  moment,  it's  to  head  the  Bureau  in  the  absence 
of  my  boss  and  when  she's  there  is  to  be  the  Deputy,  we  supervise  all 
range  of  things  from  both  policy  to  management.  But  a  large  part  of 
it  is  simply  to  —  we  run  programs  out  of  Bureau.  So  we're  doing 
assistance  to  human  rights  and  democracy  activists  around  the  world 
at  the  same  time.  We're  also  monitoring  what  is  going  on  in 
different  countries  from  a  human  rights  perspective.  We  attend 
inter-agency  meetings,  meetings  within  the  Department  to  try  to  be 
sure  that  component  of  our  policy  gets  due  hearing. 

Q.  Sir,  you  mentioned  for  a  stint  you  worked  at  the  White 
House.  Could  you  please  explain  briefly  for  the  Court  what  you  did 
that  capacity? 

A.  Yes.  I  was  Senior  Director  for  Democracy,  Human  Rights  and 
International  Organizations  from  2005  to  2009.  So  it's  the 
counterpart  in  the  White  House  structure  to  the  Bureau  I'm  in  plus  a 
few  other  bureaus.  Again,  it's  the  same  kind  of  function,  to  be  sure 
in  the  President's  activities  that  the  human  rights/democracy 
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component  was  brought  to  bear  in  inter-agency  meetings. 

Q.  Sir,  prior  to  joining  full-time  the  Department,  DRL,  what 
was  your  job  at  the  Department  of  State? 

A.  Well,  immediately  before  DRL  I  was  Ambassador  to  the 
Republic  of  Belarus.  Prior  to  that,  I  was  head  of  our  mission  in 
Cuba  and  prior  to  that  I  was  special  negotiator  for  Haiti  and  then 
Acting  Assistant  Secretary  and  Principal  Deputy  in  the  Bureau  of  the 
American  Affairs  for  4  years  and  then  Principal  Deputy  in  the  legal 
advisor's  office  before  that.  So  that's  kind  of  the  whole  spectrum. 

Q.  And  how  long,  sir,  have  you  been  at  the  Department  of 
State? 

A.  Since  1971. 

Q.  And  that  has  been  continuous,  sir? 

A.  Yes. 

Q.  And  you  are  a  —  you're  a  lawyer  by  trade  and  training, 
correct? 


A.  Correct. 

Q.  When  did  you  leave  the  legal  community  full-time  within  the 
Department  of  State? 


A.  1988. 

Q.  And  again,  very  briefly,  as  an  attorney,  legal  advisor  for 
the  Department  of  State,  what  type  of  responsibilities  did  you  have 
that  involved  your  expertise  for  today? 
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A.  Well,  I  had  the  —  because  I  became  Principal  Deputy,  I 
have  the  entire  range  of  activities  of  the  legal  advisor's  office. 

But  a  lot  of  the  work  we  did  was,  again,  for  protection  of  human 
rights,  refugee  issues,  the  range  of  both  U.S.  laws  and  then  U.S. 
outreach  with  other  organizations.  For  example,  the  UN  High 
Commission  for  Human  Rights.  So  I  think  you  can  look  at  that  and  see 
some  connection  between  that  and  the  human  rights  democracy  expertise 
of  today. 

Q.  Sir,  from  —  I  asked  you  from  your  time  as  a  full-time 
legal  advisor.  What  about  after  your  time  as  a  legal  advisor?  How 
did  —  what  experience  did  you  have  for  human  rights  specifically 
from  your  time  with  Cuba  and  then  as  a  U.S.  Ambassador? 

A.  Well  as  you  might  know,  both  Cuba  and  Belarus  have  some 
pretty  serious  democracy  deficits  and  big  human  rights  problems.  So 
my  job  there  was  to  maintain  contact  with  --  not  only  with  the 
government  officials,  but  also  with  human  rights  activists  in  those 
countries  to  try  to  come  up  with  ways  of  urging  and  persuading  the 
governments  to  open  up  their  space  for  more  civil  society  to  operate, 
to  be  more  respectful  of  human  rights  and  to  try  to  both  work  with 
and  help  protect  activists  that  would  get  in  trouble  because  of  their 
activities . 

Q.  Sir,  in  that  capacity  as  a  U.S.  Ambassador  —  I'm  sorry, 
sir.  Is  the  title  Head  Diplomat  for  it? 
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A.  No.  Chief  of  Mission  in  Cuba.  It's  what  ambassadors  do 
too,  but  because  we  don't  have  formal  diplomatic  relations  in  Cuba, 
we  don't  call  it  an  Ambassador  there  but  it's  the  same  function. 

Q.  So  as  the  Ambassador  to  Belarus  and  Chief  of  Mission  for 
Cuba.  What  specific  —  I'm  sorry.  What  experience  do  you  have  with 
individuals  that  were  potentially  put  in  harm's  way  because  of  human 
rights  and  other  issues? 

A.  I  would  do  things,  for  example,  go  to  their  trials.  I've 
been  in  courtrooms  before  where  there  wasn't  a  lot  of  due  process. 

But  by  going  to  the  trial,  observing  it,  it  helped  try  to  keep  the 
situation  a  little  bit  more  honest  than  you  would  get  otherwise.  So 
that  was  one  of  the  things  we  did  to  help  activists  in  other 
countries.  We  would  organize  with  other  diplomats  when  they  were 
having  a  demonstration  or  something  to  be  sure  that  we  had  people  out 
there  to  observe  it  so  if  somebody  was  going  to  come  beat  them  up, 
that  there  would  be  credible  witnesses  that  could  do  that  and  by 
doing  so  you  tended  to  deter  attacks  on  people  and  help  them  exercise 
their  rights.  And  in  some  cases  I  can  think  of  a  couple  in  Cuba 
where  we  actually  had  people  who  got  in  such  trouble  that  we  helped 
them  get  out  of  the  country  because  they  were  at  risk  for  being  put 
away  for  the  long  time  or  at  risk  of  violence.  They  had  an  action 
there  called  actos  de  repulio  where  they  would  get  a  mob  to  come  and 
find  you  in  your  house  and  beat  you  up.  Belarus,  the  Dictator  there. 
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1  his  way  of  dealing  with  political  opponents  was  to  make  them 

2  disappear  off  the  street.  So,  again,  it  was  kind  of  coming  up  with 

3  strategies,  trying  —  in  that  case,  we  tried  to  help  the  widows  of 

4  the  people  who  had  been  killed,  but  also  to  create  deterrence  for 

5  them  repeating  that  experience. 

6  Q.  So  for  these  individuals,  sir,  in  these  examples,  I  mean, 

7  what  is  the  relationship  to  the  United  States?  Or  a  better  stated  — 

8  a  better  question  might  be:  Why  was  it  that  a  U.S.  Ambassador,  Chief 

9  of  Mission,  or  the  diplomatic  mission  is  assisting  them? 

10  A.  Simply  because  one  of  our  pillars  of  U.S.  policy  for  quite 

11  a  while  now  —  if  you  look  back  over  the  three  administrations, 

12  national  security  strategy  says  promotion  of  democracy  and  human 

13  rights  is  an  essential  component  of  our  national  security.  So  it's 

14  been  a  longstanding  effort  of  the  U.S.  to  try  to  help  people  who  are 

15  standing  up  for  their  own  rights  to  do  what  we  can,  which  is  often 

16  not  very  much,  but  we  do  what  we  can  to  try  to  protect  them  from  the 

17  degradations  of  their  own  repressive  governments. 

18  Q.  Sir,  have  you  ever  testified  before  as  an  expert  in  this 

19  field  before  Congress? 

20  A.  Not  on  this  topic.  I've  testified  in  my  capacity  as  an 

21  official  of  the  Democracy  and  Human  Rights  Bureau,  yes. 

22  Q.  To  stay  on  this  topic,  you  mean  as  far  as  the  WikiLeaks 

23  person  at  risk  working  group? 
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A.  Right,  I've  not  testified  on  that. 

Q.  So  in  reference  to  your  general  field  of  promoting 
democracy  and  human  rights? 

A.  Oh,  yes.  That,  many,  many  times. 

Q.  Sir,  how  many  times  would  you  estimate  of  actual  testimony, 
not  necessarily  briefing  with  members? 

A.  Yeah.  I'm  thinking  probably  a  dozen  over  the  last,  you 
know,  10  years  or  so. 

Q.  And  then  what  about  meetings  with  members  or  staffers  on 
the  general  subject  matter? 

A.  We  —  When  I  was  in  this  Bureau  before,  I  used  to  go  up 
once  a  month  on  the  House  side  and  meet  with  staff  and  on  the  Senate 
side  once  a  quarter.  That  may  give  you  an  idea  of  the  tempo  there. 
Quite  a  lot.  We  still  have  quite  a  bit  of  contact.  It's  part  of 
job. 

Q.  Yes,  sir.  Sorry,  sir.  One  moment  please.  Sir,  in  your 
current  and  previous  jobs,  have  you  ever  had  a  requirement  to 
negotiate  with  foreign  governments  on  behalf  of  the  United  States  for 
democracy  or  human  rights  issues? 

A.  Yes. 

Q.  And  could  you  please  briefly  and  generally  describe  for  the 
Court  some  of  those  instances? 
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A.  Well,  it's  almost  every  foreign  official  I  see,  which  is 
probably  several  a  week.  We're  either  talking  about  what  we  can  do 
together  to  get  another  government  to  be  more  compliant  with  its 
human  rights  obligations  or  we're  talking  to  the  other  government  and 
executing  that  and  saying  here  is  what  you  need  to  be  doing.  So  it's 
been  a,  I  mean,  oftentimes  what  you're  trying  to  do  is  get  them  to 
release  a  prisoner.  Sometimes  you're  trying  to  get  them  to  adopt 
habeas  corpus  law,  for  example,  when  they  don't  already  have  one.  In 
other  cases,  you're  trying  to  get  them  to  set  up  procedures  to  comply 
with  laws  that  they  have  on  their  books  but  they  routinely  don't 
comply  with.  So  lot  of  it  is  basically  trying  to  urge  them  to  build 
into  their  own  processes  protections,  due  process  protections  for 
people  on  trial  and  to  get  rid  of  political  type  crimes  and  stick 
with  real  ones. 

Q.  Sir,  have  you  ever  chaired  any  type  of  international 
counsels  in  this  same  field? 

A.  Yes.  I  mean,  I've  been  in  Geneva  just  recently,  for 
example,  where  I  was  representing  the  U.S.  in  an  exercise  that's 
ongoing  where  we're  trying  to  work  with  countries  from  the 
Organization  of  Islamic  Cooperation  and  then  European  countries  and 
others  to  drill  down  on  what  is  it  that  you  can  do  to  promote 
religious  freedom,  to  diminish  discrimination  and  so  on  based  on 
religion  without  affecting  freedom  of  expression.  There  has  been  a 
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dichotomy  before  where  the  way  that  certain  countries  saw  the  only 
way  to  protect  religion  was  to  put  all  kinds  of  restrictions  on 
expression.  We've  had  a  breakthrough  two  or  three  years  ago  where  we 
convinced  countries  that  it  was  better  to  work  on  other  practical 
measures  to  try  to  suppress  discrimination  and  so  on  without 
affecting  freedom  of  speech.  That's  just  one  example  of  what  I've 
been  doing  over  the  last  couple  of  years. 

Q.  Sir,  what  I'd  like  to  now  do  is  focus  about  your 
involvement  with  the  WikiLeaks  disclosures  at  Department  of  State. 
What  was  your  position,  sir,  in  late  2010? 

A.  I  was  Senior  Advisor  in  the  Bureau  of  Democracy,  Human 
Rights  and  Labor. 

Q.  And  as  a  Senior  Advisor,  what  were  general  duties  or 
responsibilities? 

A.  To  do  whatever  the  Assistant  Secretary  wanted  me  to  do  and, 
at  the  time,  actually,  I  was  very  tied  up.  I  just  mentioned  this 
topic  of  dealing  with  religious  discrimination  without  affecting 
freedom  of  speech.  I've  been  very  involved  in  that.  I  had  also  been 
out  in  Afghanistan  that  year  looking  at  both  U.S.  and  Afghan 
detention  centers  to  try  to  set  up  monitoring  mechanisms  to  be  sure 
that  when  we  turn  prisoners  over  and  so  on  they  were  getting  humane 
treatment.  So  that  was  an  example  of  a  couple  of  things  I  had  done 
that  year. 
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Q.  Yes,  sir.  And,  sir,  are  you  familiar  with  the  purported 
cables  released  by  WikiLeaks? 

A.  Yes,  I  am. 

Q.  And  how  did  you  become  familiar? 

A.  Well,  in  2010,  soon  after  the  disclosure  that  WikiLeaks  was 
going  to  be  disclosing  these  purported  cables,  there  was  a  working 
group  or  an  operation  center  formed  a  task  force  in  the  operation 
center  which  is  what  they  do  when  there  is  a  crisis  of  some  kind  and 
it  tends  to  bring  representatives  of  the  different  bureaus  within  the 
State  Department  together  so  that  you're  sitting  in  one  place  and  you 
can  rapidly  exchange  information.  Our  Bureau  was  asked  to  volunteer 
and  have  somebody  on  watch  for  that  all  along.  I  did  it  myself  on  a 
couple  of  occasions.  So  that  was  how  I  initially  got  involved  in  it. 

Q.  So,  sir,  once  you  were  initially  involved  in  the  weeks 
after  the  purported  cables  started  being  released  what  —  in 
reference  just  really  to  persons  at  risk,  what  was  the  focus  of  the 
working  group  at  that  point? 

A.  Well,  how  this  evolved  was  initially  the  working  group  — 
the  initial  thought  for  everybody  is,  oh,  my  gosh,  our  relationships 
with  all  kinds  of  governments  around  the  world  are  going  to  be 
embarrassed  by,  you  know,  candid  comments  about  what  you  thought  of 
the  foreign  minister  and  so  on.  So  that  was  the  immediate  focus. 

But  it  was  not  very  long  into  it  that  as  people  started  to  look  at 
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these  cables  that  were  purported  to  be  Department  cables,  we  said 
it's  not  just  the  person  that  was  being  talked  about,  but  the  person 
doing  the  talking.  In  many  cases  it  was  from  —  either  by  name  or  by 
the  context  of  the  cable  you  could  tell  who  the  source  was.  So  the 
concern  was,  okay,  in  countries  where  they  react  badly  to  things  like 
this  in  ways  that  we  would  not,  what  is  going  to  happen  to  these 
people?  So  I  was  asked,  at  that  point,  to  put  a  special  focus  on  it. 
This  was  still  within  the  context  of  the  overall  task  force  that  had 
been  set  up  and  then  somewhere  around  Christmas  time,  I  would  say, 
they  decided  to  create  us  as  a  separate  parallel  group.  So  we  were 
in  a  different  task  force  room,  still  had  conductivity  with  the 
bigger  task  force,  but  it  was  to  focus  specifically  on  what  do  we  do 
about  this  problem  of  people  who  could  be  at  risk  because  of  the  fact 
that  they  had  talked  to  us  and  maybe  said  some  things  or  it  could  be 
inferred  that  they  said  some  things  that  would  be  bad  for  them.  So  I 
was  —  I  did  that  initially  as  part  of  that  task  force  and  then  I  was 
asked  to  head  up  a  specific  group  for  this  still  under  the  Executive 
Secretary  of  the  Department  that  would  look  at  this  issue  from  both  a 
policy  and  an  operational  perspective.  We  ended  up  with  Deputy 
Assistant  Secretary  level  people  from  each  of  the  regional  bureaus  in 
the  State  Department.  There  are  six  regional  bureaus  that  correspond 
to  the  different  chunks  of  the  world  and  people  from  our  functional 
bureaus,  legal  advisor's  office  and  so  on  that  might  have  relevant 
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expertise  and  the  first  step  was  to  try  to  figure  out  how  do  we  know 
how  many  people  there  are  at  risk,  how  do  we  assess  what  the 
potential  damage  is  here  and  we  said,  okay,  there's  no  way  anyone  can 
look  at  a  quarter  of  a  million  cables  in  a  reasonable  amount  of  time 
or  even  an  unreasonable  amount  of  time.  So  we  split  it  up  and  said 
each  post  who  had  originated  cables,  whether  it  was  an  Embassy,  a 
consulate  or  the  State  Department  itself  would  go  back  and  look 
through  the  cables  it  had  generated  during  the  relevant  timeframe, 
determine  whether  there  were  people,  identifiable  people  there  where 
the  disclosure  of  the  purported  cable  could  result  in  —  the  criteria 
we  came  up  with  was  death,  violence  or  incarceration.  In  other 
words,  political  embarrassment,  losing  your  job,  we  didn't  take  that 
under  our  wing.  It  was  people  where  it  was  a  much  more  extreme 
reaction  that  could  be  anticipated.  So  what  we  asked  was  all  the 
posts  to  go  through  those  cables,  identify  where  there  were  those 
kind  of  cases.  The  decision  was  up  to  the  Chief  of  Mission  or  to  the 
Ambassador  in  each  of  those  cases  to  determine,  based  on  local 
circumstances,  the  likelihood  of  something  bad  happening  and  then 
they  were  tasked  with,  when  it  was  safe  to  do  so,  reaching  out  to  the 
individuals,  letting  them  know  that  there  was  a  potential  problem 
here  and  then  eventually,  if  the  people  looked  like  they  needed  and 
wanted  help,  to  formulate  an  assistance  plan  to  try  to  mitigate  the 
risk  or  the  damage  to  them  and  then  we  oversaw  the  implementation  of 


11812 


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 


O 


J 


that  as  well  as  the  group  did.  So  that  was  really  the  whole  span  of 
activity. 

Q.  Thank  you,  sir.  Sir,  you  said  a  few  things  in  there  and  I 
would  just  like  you  to  clarify  for  the  Court.  You  said  Christmas 
time  that  year.  Was  that  2010? 

A.  Correct. 

Q.  You  also  said,  at  the  very  beginning,  that  the  information 
originally  was  thought  that  it  could  be  embarrassing.  What  did  you 
mean  by  that,  sir,  politically  embarrassing? 

A.  For  example,  if  you  had  a  purported  cable  that  said  where 
our  Ambassador  or  maybe  one  of  the  officials  in  the  State  Department 
had  said  that  I  think  that  my  counterpart  in  this  other  government  is 
a  jerk  and  really  isn't  a  very  deep  thinker  and,  you  know,  doesn't 
have  much  influence.  It  could  be  anything  that  you  might  —  it  might 
be  a  candid  comment  that  you're  making  so  that  your  colleagues 
understand  this  is  an  important  person  or  not  an  important  person  or 
a  trustworthy  or  not  a  trustworthy.  But  when  it  comes  out  in  public, 
it's  going  to  be  embarrassing  because  that's  somebody  you  need  to 
work  with  every  day.  That  was  the  initial  focus,  I  would  say,  at 
least  my  perception  of  the  leadership  of  the  Department  was  that  that 
was  what  they  were  initially  looking  for.  But  as  I  said,  as  we 
started  to  look  for  where  is  the  exposure  on  that  front,  it 
immediately  became  it's  not  just  the  people  we're  talking  about,  it's 
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embarrassment.  The  other  puts  it  somebody  else  at  risk  of  violence 
and  that  was  the  part  that  I  got  handed. 

Q.  And,  sir,  what  was  your  role  when  you  were  handed  that?  I 
mean,  what  was  your  role  of  the  persons  at  risk  working  group? 

A.  I  was  the  chair  of  the  group.  So,  as  I  said,  I  chaired  it. 
I  was  under  the  direction  of  the,  at  that  point,  of  the  Executive 
Secretary  of  the  State  Department  who  is  the  —  one  of  chief  aides 
directly  to  the  Secretary  and  then  had  these  Deputy  Assistant 
Secretaries  from  each  of  the  regional  bureaus  involved. 

Q.  Sir,  at  any  point  after  —  you're  now  talking  about  the 
initial  establishment  in  December? 

A.  Correct. 

Q.  At  any  point,  did  more  people  have  to  become  involved  at 
the  Department  of  State  for  this  mission? 

A.  Yes.  On  two  counts.  One,  and  I  can't  remember  quite  when, 
but  I  think  it  was  in  the  early  part  of  2011  they  disestablished  the 
task  force,  but  they  continued  to  have  the  group.  They  moved  the 
same  group,  the  same  people  but  put  it  under  my  parent  bureau,  the 
Democracy  and  Human  Rights  Bureau.  So  the  difference  was,  instead  of 
reporting  to  the  Secretary  through  the  Executive  Secretary,  I  was 
reporting  through  the  DRL  Assistant  Secretary,  but  the  same  function, 
same  individuals  involved.  But  the  other  thing,  by  that  point  we 
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were  really  starting  to  identify  and  it  took  a  while  to  go  through, 
some  posts  had  thousands  of  cables  and  they  had  to  analyze  each  one 
of  them.  But  as  they  started  to  come  up  with  cases,  then  we  really 
felt  we  couldn't  try  to  rely  on  the  desk  officers  for  each  country. 
Most  of  them  had  not  been  steeped  in  this  and  you  were  reinventing 
the  wheel  all  the  time.  So  we  basically  took  people,  working  level 
people,  from  our  bureau  and  then  from  each  of  the  other  bureaus  in 
the  Department  and  created  a  working  level  group  as  well  as  the 
senior  level  group  that  I  was  chairing  so  that  they  could  —  once  we 
had  given  guidance,  they  could  put  together  the  necessary  cables, 
instructions,  memos  seeking  approval  to  provide  assistance  and  so  on. 
So  it  engaged  guite  a  few  more  people. 

Q.  Sir,  how  did  the  review  --  how  was  the  mission  accomplished 
or  at  the  time  accomplished  without  extra  personnel  being  brought  in? 

A.  Well,  we  basically  detached  people  from  their  normal  duties 
and  put  it  them  into  these  duties.  When  you  think  of  the  —  like  the 
deputy  assistant  secretaries,  in  most  bureaus  there  are  three  to  five 
deputy  assistant  secretaries.  They  are  the  senior  leadership  of  that 
bureau  and  you're  making  each  one  of  them  spend  a  significant  amount 
of  their  time  on  this  issue.  It  also  involved  others.  We  did  it 

that  way  because  that  person  would  have  sufficient  sort  of  command 

presence  in  their  own  bureau  that  they  could  get  others  to  do  things. 

So  we  didn't  want  to  have  to  deal  with  different  people  in  the  Near 
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East  Bureau,  for  example.  So  we  had  one  person  who  was  there,  but 
then  she  would  draw  on  the  country  desks,  desk  officers,  their 
regional  policy,  planning  staffs,  whoever  was  needed  and  bring  them 
into  it.  So  the  people  that  were  devoted  full  time  are  the  ones  that 
we  made  the  points  of  contact.  But  there  were  a  lot  of  other  people 
who  are  spending  significant  amounts  of  time  on  this. 

Q.  Sir,  from  your  experience,  why  was  this  such  a  high 
priority  to  divert  resources  to  accomplishing  that  mission? 

A.  I  think  it  was  because  —  certainly  the  feeling  of 
everybody  on  the  groups  I  was  on  and  it  was  because  it  reflected  the 
feelings  of  Secretary  Clinton  at  the  time  and  the  other  senior 
leadership  of  the  Department  was  that  we  had  a  moral  obligation.  If 
you  talked  to  people,  you  get  information  from  them  and  it's  done  in 
a  context  where  they  expected  that's  going  to  be  kept  confidential 
and  it  isn't  and  they're  put  in  danger  by  it.  Not  only  do  you  have  a 
strong  moral  feeling  that  you  should  do  everything  you  can  to 
mitigate  the  damage,  but  the  other  part  of  it  is  the  credibility  of 
the  United  States  as  well.  You  know,  it's  a  little  bit  —  you're  in 
the  same  position  as  a  newspaper  reporter.  If  you  go  out  and  reveal 
all  your  sources  every  time,  not  too  many  people  will  talk  to  you  the 
next  time.  So  there  was  both  that  practical  side  but  I  think. 
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overwhelmingly,  it  was  the  moral  —  sense  of  the  moral  obligation 
that  was  driving  this. 

Q.  Sir,  what  was  the  ultimate  end  state  of  identifying  someone 
at  risk  by  the  working  group? 

A.  Well,  the  end  state  was  to  be  sure.  A)  that  they've  been 
identified;  B)  that  wherever  feasible  without  further  increasing  the 
danger  to  them  that  we  would  notify  them  so  that  it  wouldn't  come  as 
a  surprise  to  them  that  they  were  identifiable  in  a  purported  cable 
that  we  assumed  would  come  out.  And  then,  third,  was  if  they 
expressed  a  desire,  we  also  authorized  our  post  to  say  we  would  be, 
you  know,  we  would  do  what  we  could  to  mitigate  the  risk.  If 
somebody  said  I  really  need  some  help  here,  I  can't  stay  in  the  same 
town  with  people  knowing  that  I  said  this  or  else,  you  know,  this 
gang  will  come  kill  me  or  the  government  will  come  kill  me  or  they 
will  put  me  in  jail,  then  we  put  together  a  plan  to  try  to  help  them 
out.  Each  one  of  these  had  to  be  individualized  to  the  circumstances 
of  the  person  because  no  two  people  were  alike.  We  had  some  tools 
that  we  could  use,  but  we  really  left  it  to  our  post  with  us  then 
doing  a  more  of  an  approving  role  and  an  enabling  role  to  make  it 
happen  once  they  come  up  with  a  viable  plan  for  helping  the  person 
where  we  could  get  to  them. 

Q.  Sir,  I  should  have  said  this  at  the  very  beginning.  But, 
as  you  know,  if  any  question  from  any  of  the  parties  or  the  Court 
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elicits  or  requires  a  classified  answer,  please  notify  the  Court. 
There's  no  expectation  you  say  that  in  open  session. 

A.  Thank  you. 

Q.  So,  sir,  what  type  of  the  identifying  information  about 
these  —  generally,  these  individuals  was  included  in  the  purported 
cables  that  made  the  posts  and  the  working  group  concerned? 

A.  Well,  in  many  cases  the  name  of  the  person  or  their 
position  would  be  there.  Even  when  that  wasn't  there,  oftentimes, 
you  know,  if  there  were  enough  descriptors  about  the  person  that  a 
reader  could  figure  out  who  it  was,  that  was  of  concern  too  because 
it  was  anything  that  would  lead  someone  to  be  able  to  get  back  and 
say  the  person  who  said  something  unflattering  about  the  local 
government  or  even  in  some  cases  just  the  fact  that  you  were  talking 
to  Americans,  whether  —  you  might  even  have  been  saying  something 
nice  about  the  local  government,  but  that  someone  could  decide  that 
speaking  to  an  American  was  a  heinous  enough  offense  that  they  would 
go  after  you.  So  that  was  where  the  judgment  calls  were  called  for. 
As  I  said,  we  largely  left  those  to  the  people  in  the  field  because 
they  were  the  ones  who  were  closest  to  it  and  had  the  best  sense  of 
how  whether  it  was  a  state  actor  or  a  non-state  actor  who  was  likely 
to  react  to  the  information  that  was  in  the  cable,  whether  it  was 
simply  the  fact  you  were  talking  to  an  American  official  or  something 
that  you  had  said  to  them  and  then  you  could  be  identified.  Those 
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were  the  pieces  of  the  puzzle  they  were  putting  together. 

Q.  Sir,  those  pieces  of  the  puzzle  you  are  talking  about,  is 
that  type  of  information  that  is  normally  transmitted  via 
unclassified  systems  in  the  Department  of  State? 

A.  No.  When  —  One  of  the  things  that  we  normally  do  is  when 
we're  talking  to  people  abroad  and  what  you're  doing  is  you're  trying 
to  build  a  picture  for  people  back  home.  Sometimes  you're 
communicating  a  message.  I  went  in,  you  know,  I  was  told  to  go  in 
and  see  the  foreign  minister  and  tell  him  that  we  were  really 
concerned  about  the  fact  that  they  didn't  have  habeas  corpus  law  or 
something.  I  can  report  that  back  and  say  I  did  that.  That,  you 
might  not  classify  because  —  but  if  you  have  in  that  cable,  you 
know,  he  told  me  confidentially  that  he  really  didn't  have  any 
influence  with  the  President  anymore  or  something,  then  you'd 
classify  the  cable.  But  in  most  cases  what  you're  doing  is  you're 
talking  to  people  and  getting  different  bits  of  information  that  you 
can  use  to  put  together  a  mosaic  of  what's  going  on  in  that  country, 
what's  the  dynamic  and  so  on  and  you're  putting  the  information  about 
the  identity  of  who  you're  talking  to  in  there  so  that  the  people  at 
the  other  end  can  assess  its  credibility,  how  likely  is  this  person 
to  know  or  not  know  the  information  they're  talking  about.  But  the 
person  you're  talking  to  is  doing  so  on  the  assumption  that  you're 
not  going  to  be  broadcasting  the  fact  that  you  talked  to  them  and 
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what  they  had  to  say  all  over  the  face  of  the  earth.  So  that's  the 
reason  that  you  would  classify  it.  It's  the  expectation  that  the 
information  or  the  fact  that  the  contact  would  be  kept  in  confidence 
that  would  cause  you  to  classify  the  cable. 

Q.  Sir,  when  the  working  group  was  assessing  the  risk,  you 
briefly  spoke  about  this  but  if  you'd  provide  more  detail,  what  were 
the  different  levels  of  risk  that  the  working  group  was  operating  on? 

A.  Well,  we  tried  to  make  it  basically  a  single  trigger,  that 
if  it  was  violence  or  incarceration  or  something  similarly  grave, 
that  they  were  at  risk.  If  it  was  political  embarrassment,  loss  of 
job,  being  shunned  in  the  community  and  so  on,  it  wasn't.  We  really 
tried  to  make  it  an  on  and  off  switch.  We  didn't  try  to  gradate  how 
much  risk.  It  was  either  there  was  a  likelihood  that  you  were  going 
to  get  into  serious  trouble  or,  if  it  didn't  rise  to  that  level,  our 
group  didn't  concern.  That  doesn't  mean  it  wasn't  a  matter  of 
concern,  but  it  wasn't  one  where  you  were  looking  at  trying  to  get 
somebody  out  of  harm's  way. 

Q.  Sir,  why  didn't  the  group  take  action  on  all  the  risks 
identified? 

A.  Part  of  it  is  what  can  you  do.  If  you  have  a  person  who, 
let's  say,  in  a  normal  or  in  a  nice  democratic  society  where  people 
don't  kill  you  or  put  you  in  jail  because  you  say  something 
politically  improper  to  them.  They  were  going  to  suffer  but  what  can 
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we  do  about  it?  There  wasn't  any  way  to  undo  that  damage.  It  was 
done,  they  suffered  it.  We  confined  ourselves  to  things  that  were 
both  grave  and  we  could  actually  do  something  about  in  some  cases. 

If  you  tried  to  deal  with  every  case  where  somebody  was  going  to  be 
embarrassed  or  somebody  was  going  to  be  —  in  some  cases  they  were 
seriously  harmed  in  terms  of  losing  their  job,  losing  their 
reputation  in  the  community  and  so  on,  but  there's  no  way  to  rectify 
that.  So  those  cases  were  --  they  were  what  they  were.  But  the  ones 
that  my  group  was  focused  on,  what  we  were  tasked  to  do  was  to  deal 
with  the  ones  where  the  consequences  could  be  really  grave  and  where 
we  had  at  least  some  steps  we  could  take  to  mitigate  the  risk. 

Q.  Sir,  once  a  name  was  identified  of  a  person  at  risk  that 
met  all  the  criteria  of  the  working  group,  what  happened  next  with 
that  person's  name? 

A.  Well,  we  tracked  all  of  them.  But,  basically,  what 
happened  is  that  we  could  go  back  to  the  post  and  say,  okay,  you 
should  tell  the  person  that  we've  —  of  why  you  think  they're  at 
risk.  In  other  words,  a  lot  of  these  people,  they  may  have  talked  to 
us  at  a  party  and  told  us  about  some  activity  that  was  going  on  or 
something.  That  doesn't  mean  they  know  that  ends  up  in  a  cable  or 
purported  cable  or  not.  So  letting  them  know  that  your  conversation 
may  have  ended  up  in  a  purported  cable  was  one  thing  we  could  do,  at 
least  give  them  a  heads-up  an  alert  that  you've  got  a  potential 
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exposure  here.  And  then  second  was  finding  out  if  there  was 
something  more  we  could  do  such  as  helping  them  relocate  or  whatever 
it  might  be.  But  the  initial  step  was  warning  people  and,  as  I  said, 
we  did  that.  The  guidance  we  put  out  was  wherever  it  was  feasible  to 
do  that  without  increasing  the  risk  to  them  because  in  some  cases  us 
trying  to  reach  out  to  somebody  would  have  furthered  the  idea  or  put 
them  at  risk  because  of  the  monitoring  of  communications  in  the 
country  concerned,  wherever  it  was. 

Q.  Sir  —  I'm  sorry  to  interrupt.. 

A.  That's  it. 

Q.  All  right.  Sir,  for  those  that  were  identified  and  that 

the  embassies  then  further  decided  would  not  put  them  at  further 
risk,  what  happened  once  that  person  was  notified? 

A.  So  the  Embassy  would  reach  out  to  them,  say  here  is  the 
situation,  talk  to  them  about,  you  know,  how  they  felt  about  it  or 
thought  about  it  and  in  some  cases  the  person  would  say  thank  you 
very  much.  I'll,  you  know,  keep  my  antenna  up,  but  I'm  going  to  keep 
doing  my  work  and  see  what  transpires.  In  other  cases,  they  said, 
oh,  my  gosh,  the  local  guys  are  going  to  get  me  or  something  and  I 
need  to  get  out  of  here  or  I  need  to  protect  my  family  or  whatever  it 
might  be.  In  those  cases,  then,  our  people  were  --  our  embassy 
people  were  instructed  to  say,  well,  what  kind  of  help  would  be 
useful.  We  had  a  little  bit  of  a  balancing  act  because  we  didn't 
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want  to  go  out  and  start  offering  particular  kinds  of  help  to  people 
which  they  might  or  might  not  need  and  it  would  look  like  we  were 
enticing  them  or  something.  On  the  other  hand,  we  didn't  want  to 
look  like,  well,  we're  just  telling  that  you're  in  a  bad  situation 
and  that  we're  not  going  to  do  anything.  So  we  had  our  people  be  in 
a  position  where  they  could  say,  you  know,  maybe  we  can  do  things  to 
help  you,  what  do  you  need  and  so  on  but  without  making  any 
commitments  at  that  point.  They  were  under  instructions  that  they 
commit  to  any  particular  type  of  activity.  But  once  they  talked  to 
the  individual,  then  they  were  charged,  the  "they"  being  our  embassy 
personnel,  to  design  a  proposed  plan  to  help  mitigate,  come  back  in 
and  ask  for  approval  from  the  Department  which  we  --  then  our  --  the 
group  I  chaired  would  look  at  it,  we  agreed  with  the  plan  or  we 
agreed  with  it  with  some  modifications.  We  would  then  recommend  it 
up  the  chain  to  Under  Secretary  Kennedy  who  had  the  final  say  on 
anything  that  involved  —  make  a  commitment  to  resources  and 
everything.  And  then  if  he  approved  —  what  he  was  approving  were 
cables  going  back  out  to  the  field  saying  you're  authorized  to  offer 
the  following  forms  of  assistance  to  this  person. 

Q.  Sir,  keeping  this,  of  course,  unclassified,  could  you  just 
describe  kind  of  the  buffet  of  assistance  that  was  available? 

A.  Yeah.  In  some  cases,  it  was  helping  people  relocate,  where 
getting  out  of  the  immediate  environment  was  seen  as  a  way  of 
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mitigating  the  risk  to  them.  So  that  was,  I  think,  one  of  the 
primary  ones  and  really  the  largest  one.  But  there  were  sub-versions 
of  that  depending  on  where  the  people  was  going  and  what  kind  of 
immigration  status  it  might  be,  you  know,  sometimes  cooperation  with 
other  countries  or  other  international  entities  was  required  to  make 
that  happen.  So  the  permutations  of  it  were  many,  but  the  basic 
thing  was  get  the  person  out  of  harm's  way  because  since  we  had  very 
little  control  over  the  source  of  harm  to  them,  the  idea  that  we 
could  dissuade  somebody.  I  think  you  can  probably  say  if  we  went 
into  another  government  and  said,  oh,  don't  go  so  harsh  on  this  guy 
even  though  —  we'd  just  be  calling  more  attention  to  them.  So  we 
didn't  do  that.  We  stuck  with  how  do  we  help  you  disappear  for  a 
while  or  permanently  from  the  place  where  you  are  at  risk. 

Q.  So,  sir,  did  that  include  moving  people  within  their  own 
country,  out  of  their  own  country  moving  them  across  continents? 

A.  All  of  the  above. 

Q.  Sir,  without  releasing  any  individual  details,  can  you  just 
provide  a  brief  example  of  a  type  of  person  that  would  have  —  that 
would  have  applied  to? 

A.  Yeah,  let  me  give  you  one  which  I  think  I  can  generalize 
enough.  I'm  thinking  of  one  very  specific  case  but  there  were  some 
more  like  it.  In  fact,  in  these  cases  the  threat  came  not  from  a 
government  but  from  non-state  actors.  But  the  person  had  said 
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something  and  we  —  and  there  was  very  genuine  concern  that  the  next 
thing  they  were  going  to  get  was  killed  by  the  non-state  actors.  So 
we  moved  them  out  of  —  I'm  thinking  of  two  different  cases  in 
different  continents  right  now  where  that  happened.  In  both  cases, 
we  moved  the  individuals  of  the  country  they  were  in  or  helped  them 
move.  The  kind  of  aid  would  be  helping  people  to  get  a  plane  ticket, 
get  a  place  to  stay  at  the  other  end,  helping  them  regularize  their 
immigration  status,  that  kind  of  thing. 

Q.  Sir,  in  an  unclassified  and  general  manner,  how  many 
persons  —  how  many  persons  has  the  Department  identified  as  persons 
at  risk?  So  approximately. 

MJ:  Yes? 

ADC[CPT  TOOMAN] :  Ma'am,  I  was  just  going  to  interject  I  think 

that  might  call  for  a  classified  answer. 

Q.  Sir,  can  you  answer  that  in  general,  unclassified?  If  you 
can't,  sir,  then  don't. 

A.  I  think  it  would  probably  be  better  to  do  that  in  a 
classified  environment  if  that's  possible. 

Q.  Thank  you.  Sir,  were  these  individuals  American  citizens 
or  foreign  persons? 

A.  In  the  cases  we  had,  I  think  they  were  almost  all,  if  not 
all,  foreign  citizens  because  Americans  have  the  option  to  relocate 
anyway.  They  don't  need  a  lot  of  help.  They  can  get  a  ticket  and 
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come  back  here.  They  don't  need  help  with  immigration  issues  or 
anything.  I'm  trying  to  remember  —  actually,  I  did  have  at  least 
one  that  was  an  American  citizen  and  the  issue  was  plane  fare  and  it 
actually  involved  some  employment  considerations  as  well.  So,  yeah, 

I  had  forgotten  for  a  moment  that  one  case.  It  was  a  dual  national 
but  was  primarily  American. 

Q.  Yes. 

A.  But  I  think  that's  the  only  one  I  can  recall  that  had  any 
American  - 

Q.  Sir,  for  these  individuals,  what  role  do  they  play  in 
foreign  diplomacy  and  foreign  relations? 

A.  Well,  largely  as  sources  of  information  and  understanding 
as  to  what  is  going  on  and  I  don't  want  to  —  I  want  to  be  careful 
not  to  compound  the  idea  that  they're  somehow  spies  or  something  like 
that.  I  mean,  diplomats,  part  of  our  job  is,  when  we're  in  another 
society,  you  talk  to  a  lot  of  people.  Your  job  is  to  try  to  figure 
out  what's  going  on  and  how  to  influence  it  in  directions  that  suit 
the  United  States.  So  the  category  of  trying  to  figure  out  what's 
going  on,  you're  talking  to  people  in  all  walks  of  life.  You're 
talking  to  officials  in  the  government  sometimes  because  you're  under 
instructions  to  go  ahead  and  talk  to  them,  sometimes  because  they  ask 
you  to  come  talk  to  them.  But,  also,  you  develop  relationships  with 
them  so  they  can  give  you  an  understanding  on  what  is  going  on  in 


11826 


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 


O 


J 


their  own  government,  that,  yes,  the  President  really  does  favor 
this,  but  he's  being  pushed  by  some  wing  of  his  own  party  and  that's 
why  he  hasn't  done  it  yet.  Those  are  useful  bits  of  information  to 
know,  but  it  also  goes  to  you  talk  to  local  journalists  who  can  give 
you  insight  into  what's  going  on  in  the  country.  Again,  they're  not 
passing  you  government  secrets  or  something.  They're  telling  you, 
from  their  work,  what  they  understand.  You  talk  to  religious 
leaders,  you  talk  to  political  party  people,  you  talk  to  people  in 
the  street.  One  of  my  sources  of  information  when  I  was  in  Havana, 
I'm  a  car  mechanic  by  trade,  I  would  go  out  and  see  some  guy  with  a 
hood  up  and  start  talking  to  him  and  pretty  soon  he  was  telling  me 
all  about  what  was  going  on  in  his  neighborhood.  Again,  he's  not 
giving  me  any  secrets.  He  knew  who  I  was.  He  was  chatting  me  up. 
Whether  that  ended  up  in  a  cable  and  whether  it  ended  up  in  a  form 
where  you  could  identify  the  person,  he  wasn't  going  to  know  that. 

But  what  we  were  getting  was  valuable  just  in  terms  of,  you  know,  is 
the  economy  improving  or  not  is  it  getting  worse.  Is  there  a 
shortage  of  medicine,  is  there  a  shortage  of  food  or  something.  You 
can  get  a  lot  of  information  just  by  talking  to  normal  people  at  the 
grocery  store  and  on  the  street.  So  it  just  really  goes  across  the 
board.  That's  our  job  is  to  try  to  find  out  how  other  countries  work. 

Q.  Sir,  is  the  department  still  notifying  persons  at  risk? 

A.  Notifying,  if  we  —  yes.  If  it  was  somebody  that  we 
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them,  we  have  mechanisms  in  place  that  alert  us  so  we  can  give  them  a 
notification. 

Q.  And  is  the  Department  still  providing  assistance  to  persons 
at  risk? 

A.  Yes. 

Q.  Why  is  that,  sir? 

A.  In  some  cases  because  of  recent  activities  involving  - 

MJ:  Let  him  answer  the  question  and  I'll  see.  Go  ahead. 

WIT:  Maybe  we're  getting  into  an  area  - 

MJ:  Were  you  getting  up  to  say  it  was  of  a  classified  nature  or 

to  object? 

ADC [CPT  TOOMAN] :  I  was  objecting.  Your  Honor. 

MJ:  That's  what  I  thought. 

ADC [CPT  TOOMAN]:  And  to  a  couple  of  the  previous  answers  too. 

Sorry,  Mr.  Ambassador. 

WIT:  Yeah. 

ADC [CPT  TOOMAN]:  We  think  those  were  hearsay  sort  of  the 

basis  for  the  opinion  and  also  - 

MJ:  What's  hearsay? 

ADC [CPT  TOOMAN]:  The  people  coming  and  saying  help  us,  I 

believe  is  what  he  said.  Additionally,  we  would  insert  our 
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1001(b) (4)  objection  as  to  directly  relating  to  or  resulting  from,  at 
this  point  we  are  3  years  after  the  fact. 

MJ:  Well,  these  --  the  people  you're  testifying  to  are  all  the 

ones  that  you  identified  from  the  release  cables? 

WIT:  Correct. 

MJ:  That's  overruled. 

WIT:  What  I  was  saying  - 

MJ:  Hold  on  a  moment.  Hearsay  objection?  What  is  your 

position? 

TC [MAJ  Fein]:  Your  Honor,  actually  I  don't  understand  which 
part  of  what  said  was  hearsay  to  answer  that  objection. 

M J:  Which  particular  piece  are  you  talking  about? 

ADC[CPT  TOOMAN] :  I  believe  individuals  came  and  said  something 
to  the  Department  of  State.  I  could  have  misunderstood. 

TC: [MAJ  Fein]:  Your  Honor,  I'll  rephrase  the  question  just  for 
clarification. 

MJ:  Why  don't  you  go  ahead  and  do  that? 

TC:  Yes,  ma'am.  Sir,  one  moment,  please. 

Questions  continued  by  the  trial  counsel  [MAJ  FEIN] : 

Q.  Sir,  the  question  I  had  originally  asked  was  and  we'll  take 
it  one  step  at  a  time.  Is  the  Department  still  providing  assistance 
to  persons  at  risk  today? 

A.  Yes. 
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Q.  And  how  is  the  Department  providing  assistance  today  to 
persons  at  risk  from  the  cables  released  by  —  the  purported  cable 
release  by  WikiLeaks? 

A.  Some  people  have  not  been  able  to  regularize  their  status 
in  the  places  that  they're  in  and  we  have  to  find  ways  to  help  them 
in  that  respect. 

Q.  And  how  recent,  sir,  has  it  been  since  they  have  provided 
assistance  to  individuals  that  were  identified  from  the  purported 
cable  of  PFC  Manning  has  been  charged  with  and  convicted  of? 

A.  I  got  one  that  —  Actually,  I  got  two  in  the  last  two  weeks 
where,  let  me  be  clear,  where  additional  or  new  assistance  has  been 
requested  and  we're  working  it.  It  hasn't  been  provided  yet. 

Q.  Thank  you,  sir. 

MJ:  Let  me  interrupt  you  there  and  ask  a  question.  Is  this 

people  who  were  identified  a  long  time  ago  who  still  need  —  the 

assistance  began  a  long  time  ago  or  is  this  new  people  that  just  came 

out? 

WIT:  I'm  trying  to  think  of  how  to  do  this  without  going 
classified.  One  case  is  certainly  one  who  was  identified  at  the 
beginning.  The  other  was  one  where  the  post  thought  they  had  been 
identified  at  the  beginning,  but  they  weren't  and  then  they  got  into 
a  jam.  So  it's,  I  guess  the  answer  is  they  should  have  been  but  the 

assessment  maybe  wasn't  made  correctly  at  the  beginning  but  the 
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danger  turned  out  to  be  there  and  real. 

Questions  continued  by  the  trial  counsel  [MAJ  FEIN] : 

Q.  Sir,  one  moment  please.  Sir,  based  on  your  experience  and 
expertise,  what  has  been  the  greatest  damage  to  national  security 
that's  been  caused  by  PFC  Manning's  crimes  to  the  democracy  and  human 
rights  efforts  with  the  Department  of  State? 

MJ:  Wait  a  minute.  That's  a  way  broad  question.  Say  that 

again. 

TC [MAJ  FEIN]:  Yes,  Your  Honor.  Based  on  his  experience  and 
expertise,  ma'am,  what  has  been  the  greatest  damage  caused  by  PFC 
Manning's  crimes  to  democracy  and  human  rights  --  the  greatest  damage 
to  democracy  and  human  rights  within  the  state? 

MJ:  I  see  the  defense's  objection  and  in  my  interlocutory 

capacity  and  I'll  listen  to  the  answer  and  decide.  Go  ahead. 

A.  I'm  confining  this  to  the  democracy  and  human  rights  area. 

Q.  Yes,  sir. 

A.  Because  I  won't  speculate  on  others.  But  I  would  say  that 
the  greatest  damage  is  that  for  people  coming  in  and  talking  to  us 
and  trying  to  work  with  us  to  promote  the  advance  of  human  rights  and 
democracy  in  their  own  countries,  that  it's  created  a  chilling  effect 
on  people.  They  can't  be  sure  now  whether  what  they  say  to  us  is 
going  to  stay  confidential  or  whether  it's  going  to  get  broadcast 
around.  It's  meant  that  some  people,  some  activists  in  a  democracy 
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and  human  rights  field,  because  of  the  damage  that  occurred  in  the 
first  place,  are  no  longer  able  to  be  active.  So  that's  had  an 
obvious  effect  on  those  particular  countries  where  those  individuals 
came  from,  that  you  just  lost  some  leaders  in  that  field.  But  it's, 
to  me,  the  longer  term  effect  is  that  credibility  effect  that  people 

—  if  people  feel  that  by  talking  to  you  and  working  with  you  that 
they're  going  to  end  up  being  put  at  greater  risk,  they  are  going  to 
be  more  reluctant  to  do  that  and  it's  hard  to  measure  the  degree  of 
that.  But  it's  clearly  --  It's  something  that  activists  have 
mentioned  when  they  see  me.  They  are  nervous  about  it. 

Q.  Sir,  do  you  believe  that  the  United  States  will  be  able  to 

—  specifically,  the  Department  of  State,  will  be  able  to  assist  all 
the  individuals  that  are  identified  at  risk? 

A.  No.  As  we  mentioned,  without  going  into  numbers,  we  had 
that  caveat  that  if  we  could  not  safely  reach  out  to  somebody,  we 
didn't  do  it.  So  we  weren't  able  to  notify  everybody  and  I  don't 
want  to  go  much  further  than  that  because  we'll  start  to  get  down 
into  classified. 

Q.  Yes,  sir.  One  moment,  please.  Sir,  in  your  41  plus  years 
with  the  Department  of  State,  have  you  had  other  events  or  crises 
that  have  required  assistance  to  individuals,  non-U. S.  personnel? 

A.  Others,  yes.  I  mean,  I  mentioned  we  have  - 

ADC [CPT  TOOMAN] :  Objection,  Your  Honor. 
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MJ:  Major  Fein,  where  are  we  going  with  this? 

TC: [MAJ  FEIN] :  Your  Honor,  the  next  question  was  going  to  be  has 
there  ever  been  an  event  that  caused  this  much  resources  and 
expenditures  that  the  Department  has  had  to  do  based  off  what  PFC 
Manning  did,  directly  tied  to  it. 

MJ:  That  question  I  will  allow. 

TC [MAJ  FEIN]:  Yes,  ma'am. 

MJ:  But  are  you  going  farther  than  that? 

TC [MAJ  FEIN]:  No  ma'am.  That  is  the  next  question  but  I  can 
just  ask  that  question,  ma'am.  I  was  just  trying  to  provide  a 
perspective . 

MJ:  That's  fine. 

TC [MAJ  FEIN]:  Yes,  ma'am 

Questions  continued  by  the  trial  counsel  [MAJ  FEIN] : 

Q.  So,  sir,  I'm  going  rephrase  that  question.  Sir,  in 
reference  to  the  WikiLeaks  disclosures,  in  your  41  plus  years,  has 
the  Department  had  to  create  a  working  group  like  it  did  and  follow 
individuals  at  risk  ever? 

A.  No,  certainly  not  individuals  at  risk  because  of  something 
that  the  U.S.  did.  The  other  experiences  that  I've  had,  as  I 
mentioned  before,  are  ones  where  we  were  trying  to  help  people  that 
were  being  persecuted  by  their  own  governments  for  their  own  reasons. 
I  can't  recall  another  case  where  something  we  did  or  were  allegedly 
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involved  in  created  that  situation  and  then  we  had  to  react  to  it. 

TC [MAJ  FEIN]:  Thank  you,  sir.  Your  Honor,  no  further 
questions . 

MJ:  Let  me  just  clarify  your  opinion  before  we  get  to  your 

statement  there.  So  is  it  your  opinion  before  we  get  to  the  defense 
—  your  statement  there.  Is  your  testimony  the  United  States  has 
never  done  anything  to  put  someone  abroad  at  risk? 

WIT:  No,  that  we've  not  had  to  create  a  task  force  to  deal  with 
that  before,  ma'am. 

MJ:  Go  ahead. 


Questions 


Q. 

for  a  few 

A. 

Q. 


CROSS-EXAMINATION 

by  the  assistant  defense  counsel  [CPT  TOOMAN] : 

Good  afternoon.  Ambassador  Kozak. 

Good  afternoon. 

I'm  sure,  Ambassador,  you've  been  at  the  State  Department 
years? 

Yes . 

In  those  few  years  you  have  probably  written  a  cable  or 


two? 


A.  Yes,  sir. 

Q.  And  when  you  wrote  those  cables,  there  were  times  when  you 
would  have  put  individuals'  names  in  those  cables? 

A.  Yes. 


11834 


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 


©  O 


Q.  And  when  you  put  a  person's  name  in  a  cable,  you  consider 

that  when  you're  determining  how  you  should  mark  it  as  far  as 
classification  goes,  right? 

A.  Yes. 

Q.  And  when  you  do  that,  do  you  consider  the  effect  on  that 
person  if  the  cable  were  released  when  you're  making  your 
classification  decision? 

A.  Yes. 

Q.  Now,  with  the  purported  cables  in  this  case,  some  of  those 
cables  were  Unclassified,  right? 

A.  Yes. 

Q.  And  some  of  them  were  Confidential? 

A.  Yes. 

Q.  Some  of  them  were  Secret? 

A.  Yes. 

Q.  Were  there  —  To  your  memory,  were  there  any  names  in  the 
Unclassified  purported  cables? 


A. 

Yes . 

Q. 

And - 

A. 

Now,  I'll  go 

ahead 

and  expand  on  it. 

Q. 

Please . 

A. 

Now,  I  can't 

claim 

to  have  read  all  quarter  of  a  million 

cables  myself,  but  I  know  one  of  the  things  that  I  did  look  at,  a  lot 
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of  the  unclass  cables  are  admin  channel  cables.  So  it  will  be 
something  like  I'm  traveling  to  Geneva  next  week,  here's  my  Visa  card 
number,  here's  my  social  security  number  and  all  of  that  for 
clearances  and  here  is  the  fund  site.  So  there  you  would  have  a 
name,  but  it's  not  where  you're  sourcing  somebody.  A  lot  of  that 
unclass  was  that  type  of  traffic. 

Q.  Okay.  Now,  none  of  the  purported  cables  were  classified  as 
Top  Secret,  correct? 

A.  Not  to  my  knowledge. 

Q.  I'd  like  to  talk  a  little  bit  about  the  process  that  you 
all  went  through  in  the  persons  at  risk  working  group. 

A.  Yes. 

Q.  Now,  initially,  the  —  I  guess  the  task  force  that  was  set 
up  for  WikiLeaks  had  —  was  going  through  the  purported  cables.  At 
first,  the  reaction  was  this  is  going  to  be  embarrassing,  right? 

A.  Embarrassing  to  our  foreign  relations,  yes. 

Q.  And  then  you  as  you  guys  got  a  further  in,  you  realized 

that  there  might  be  some  risk  to  people? 

A.  Yes.  I  think  I  said  that  that  was  my  perception.  I  wasn't 
there  when  they  first  created  the  group.  So  my  sense  was  that  they 
were  first  worried  about  these  broader  implications  and  then 
immediately  they  started  to  see  the  narrower  problem  that  I  got 
tasked  with. 
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Q.  So  when  it  came  to  the  attention  of  the  people  working  in 
that  group  that  maybe  some  people  might  be  at  risk,  then  your  group 
was  set  up? 

A.  Correct. 

Q.  And  you  weren't  in  a  position  to  make  determinations 
whether  or  not  individual  people  were  at  risk,  were  you,  you 
personally? 

A.  Not  --  Certainly  not  in  most  cases. 

Q.  And  part  of  that  was  because  you  and  your  group  couldn't  go 

through  all  the  cables.  That  was  one  factor? 

A.  One  factor,  yes. 

Q.  And  I  guess  another  factor  would  have  been  the  people  kind 
of  on  the  ground  in  the  embassies  were  in  a  better  position  to 
determine,  based  on  the  dynamics  in  a  particular  country,  who  was  at 
risk  and  who  wasn't? 

A.  Correct. 

Q.  And  so  that  kind  of  got  farmed  out  to  the  individual 
embassies? 

A.  Yes. 

Q.  You  go  through  your  cables,  got  them,  embassy,  and  you 
figure  out  your  people,  right? 

A.  Right.  We  set  the  policy,  what  were  the  criteria,  what 
kind  of  assistance  would  we  be  willing  to  provide.  But  the  judgments 
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as  to  who  fit  that  standard  were  made  largely  by  the  people  on  the 
ground. 

Q.  Right,  and  those  people  on  the  ground,  you  trusted  their 
judgment  because  they  are  the  ones  who  are  in  that  environment? 

A.  Yes,  and  we  also  —  one  of  our  instructions  was  that  those 
judgments  had  to  be  made  by  the  Chief  of  Mission.  So  it  wasn't  just 
the  musings  of  a  junior  officer  who  wanted  to  be  sure  that  we  really 
had  the  best  thinking  and  the  most  authority  thinking  from  our  posts 
abroad. 

Q.  And,  generally  speaking,  these  people  were  already  in 
environments  that  carried  with  them  some  degree  of  danger,  correct? 

A.  As  a  general  rule,  that's  correct.  Correct  in  the  sense 
that  the  places  you're  worried  about  are  countries  with  arbitrary, 
capricious  governments  that  don't  follow  rule  of  law.  Not  entirely, 
but  mostly. 

Q.  Right.  And  I  think  an  example  we  could  easily  talk  about 
is  the  United  States.  If  a  person  was  in  the  United  States,  we 
wouldn't  be  worried  about  it  because  we're  not  in  the  business  of 
violating  human  rights  and  doing  those  sorts  of  things? 

A.  Correct,  with  the  exception  of  if  the  concern  was  that  the 
person  provoked  by  the  alleged  cable  would  be  a  non-state  actor  or 
something,  then  the  nature  of  the  government  wasn't  as  much  of  a 
factor. 
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Q.  Sure.  So  you  would  be  focused  on  places  where  there  were 
non-state  actors  who  may  react  violently  to  things  or  even  where  a 
government  might  react  violently? 

A.  Both. 

Q.  Or  irrationally? 

A.  Both. 

Q.  Now,  when  this  group  was  set  up,  you  all  had  a  surge, 
basically,  in  the  amount  of  work  when  the  purported  cables  were 
actually  released,  right? 

A.  You  mean  when  the  entire  lot  was  - 

Q.  Yes,  sir.  When  the  entire  purported  group  of  the  purported 
cables  came  out,  then  things  got  really  busy  for  you? 

A.  Yeah.  Well,  there  were  a  lot  that  came  out  before  that. 

Q.  Right. 

A.  But  we  —  Maybe  I  should  clarify  here.  We  operated  on  the 
assumption  from  the  beginning  that  once  WikiLeaks  had  put  the  lot  of 
the  whole  file  out  to  different  news  media  organizations  and 
everything,  first,  that  any  major  intelligence  service  worth  its  salt 
was  going  to  figure  out  a  way  to  get  their  hands  on  it  and,  second, 
that  there  was  a  strong  likelihood  that  eventually  those  cables  would 
get  out.  So  when  we  asked  people  to  make  --  asked  our  post  to  make 
these  judgments,  it  wasn't  based  on  which  things  had  what  appeared  in 
the  newspapers.  It  was  on  the  assumption  that  this  will  come  to  the 
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attention  of  local  authorities  or  non-state  actors,  you  know,  is 
there  a  likelihood  that  the  people  are  going  to  get  into  a  problem, 
into  a  serious  problem.  So,  yes,  we  had  more  of  a  surge  as  things 
got  published  that,  I  guess,  concentrated  the  mind  of  the  people  who 
are  at  risk.  But  the  judgments  we  were  making  was  not  dependent  on 
the  --  whether  something  had  been  published  or  not  at  that  point. 

Q.  Right.  So  in  the  late  2010,  early  2011  timeframe  you  all 
were  meeting  —  you  would  have  a  meeting  daily? 

A.  Yes. 

Q.  And  then  after  a  few  months  of  that  you  went  to  a  weekly 
meeting? 

A.  Correct. 

Q.  And  then  after  you  all  did  that  for  a  little  while, 
eventually  you  just  did,  like,  a  VTC  sort  of  thing  or  you'd 
correspond  over  E-mail? 

A.  Yes,  largely  correspond  on  E-mail  because  both  —  once  we 
sat  together  and  we  worked  out  the  standard  operating  procedures  and 
the  criteria,  the  idea  was  to  be  sure  we  were  being  consistent  across 
regions,  once  we  got  that  drilled  down  pretty  well.  Nowadays,  if 
we've  got  something,  we  tend  to  deal  with  the  particular  regional 
that  is  involved  and  we  copy  the  other  one  so  if  they  think  that 
something  going  off  kilter  they  can  speak  up.  But  we're  not  asking 
everybody  to  clear  off  on  everything  like  we  were  in  the  beginning. 
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Q.  And  now  it's  pretty  much  you  hit  the  target  when  it  pops 
up,  right?  If  something  comes  up,  then  you  deal  with  it? 

A.  Correct. 

Q.  And,  at  this  point,  pretty  much  what  you  all  are  doing  is 
you're  following  up  with  things  to  regularize  a  person's  status  in  a 
particular  place? 

A.  Well  - 

Q.  That  would  be  the  bulk  of  what  you  all  are  doing  at  this 
point? 

A.  That's  certainly  one  of  them,  but  - 

M J :  I  don't  think  I  understand  that  question.  Regularize? 

Q.  I  believe  those  were  the  words  that  Ambassador  Kozak  used 
on  direct.  Regular  —  I  have  a  hard  time  saying  it.  Regularize  a 
person's  status  in  a  particular  place  wherever  they  are.  Their 
immigration  status  or  - 

MJ:  Okay. 

A.  That's  what  I  had  in  mind.  Your  Honor. 

ADC [CPT  TOOMAN] :  I  have  no  further  questions.  Ambassador.  Thank 

you. 

MJ:  Any  redirect? 

TC [MAJ  FEIN] :  May  I  have  a  moment.  Your  Honor? 

MJ:  Yes. 
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[There  was  a  brief  pause  while  the  trial  counsel  consulted  with  co¬ 
counsel  .  ] 

TC [MAJ  FEIN]:  I'm  sorry.  Your  Honor. 

MJ:  That's  all  right.  If  you  need  a  recess.  I'll  give  it  to 

you . 

TC [MAJ  FEIN]:  No,  ma'am. 

REDIRECT  EXAMINATION 

Questions  by  the  trial  counsel  [MAJ  FEIN] : 

Q.  Sir,  just  now  when  the  defense  asked  you  a  question  about 
all  of  your  —  I  think  it  was  all  you're  doing  today  is  regularize  — 
I  can't  even  say  the  word  either  —  the  R  word  with  the  rest  of  the 
procedures  you  seem  to  have  something  else  to  say.  What  else  is  the 
working  group  doing  today? 

A.  Well,  I  think  I  mentioned  we've  had  another  instance  in 
which  somebody  who  should  have  been  classified  originally  wasn't  and 
we're  trying  to  deal  with  that  and  that's  not  a  case  of  regularizing 
status  or  doing  follow  up  on  something.  So  that's  why  I  said, 
generally,  yes,  but  there's  all  kinds  of  work  that's  still  involved. 
It's  just  that  it's  much  less  of  it  now  than  there  was  in  those  first 
days  when  it  was  very  intense  and  people  were  being  notified  for  the 
first  time. 

Q.  Sir,  today,  when  do  you  estimate  that  the  group  will  be 
complete  with  their  mission? 
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A.  I  can't  estimate  a  time  when  that  would  occur.  I  think  we 
figured  out  a  way  not  to  use  up  people's  time.  As  we  talked  with  the 
defense  earlier,  we  don't  have  meetings  for  the  sake  of  having 
meetings.  That's  why  we've  gone  to  this  other  mode,  but  there  is  no 
cutoff  to  this.  If  somebody  is  in  a  bad  situation  we  made  them  in  a 
safer  situation,  but  they're  still  not  in  a  sustainable  place.  We've 
still  got  a  concern  about  it.  There  may  or  may  not  be  something  we 
can  do  about  that,  but  we  don't  want  to  just  say  there's  a  cut-off 
date  and  if  you  didn't  suffer  consequences  before  this  time  you're 
out  of  luck.  The  other  thing  I  would  say  that's  involved  in  this  too 
is  while  the  WikiLeaks  dumped  the  entire  lot  of  cables,  I  think  it 
was  sometime  in  early  2011  - 

Q.  Are  these  the  purported  cables,  sir? 

A.  Purported  cables,  indeed,  out  on  the  Internet  at  one  point, 
the  reaction  to  that  by  various  bad  guys  around  the  world,  they  may 
not  be  sitting  there  sifting  through  cables  on  the  Internet.  They 
wait  until  something  comes  out  in  the  newspapers  or  something  and 
that  triggers  another  eruption.  As  you  may  have  seen,  around  the 
world,  the  way  news  services  are  tending  to  use  this  stuff  is  they 
didn't  just  say,  okay,  all  of  this  stuff  came  out  and  that's  it. 

It's  when  they  have  a  story  about  a  particular  politician  or  policy 
issue  or  something  that's  going  —  and  the  U.S.  media  does  this  too. 
They'll  go  find  material  from  WikiLeaks  and  use  it  in  the  story.  So 
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every  time  that  happens,  there's  a  little  bit  of  an  uptick. 

Hopefully,  it's  the  case  where  we  predicted  that  the  person  would  be 
at  risk  and  did  something.  But  sometimes  the  person  chose  not  to  act 
then,  but  once  it  becomes  a  problem  then  —  or  it  becomes  more 
publicized,  then  they  get  more  concerned.  So  that's  why  you  can't  — 
you  really  can't  see  when  this  would  come  to  an  absolute  firm  halt. 
It's  —  the  amount  of  work  has  certainly  diminished  substantially, 
but  you  can't  predict  some  event  that's  going  to  cut  off  that  after 
that,  everybody  will  be  safe  and  there  will  never  be  a  problem  again. 

Q.  Yes,  sir.  And,  sir,  I  asked  you  to  clarify  this  on  direct 
and  then  the  same  term  came  up  on  cross.  It's  the  term 
"embarrassing."  What  do  you  mean,  sir,  when  you  say  that  the 
information  contained  within  it  could  be  embarrassing? 

A.  Yeah.  It  may  be  I'm  using  a  diplomatic  term  when  you  say 
something  that  embarrasses  your  foreign  relations  or  something. 

That's  not  a  good  thing.  It's  not  just,  like,  oh,  gee,  I  said 
something  not  so  nice  or  something.  It's  where  it  really  puts  them 
in  a  problem.  If  you  see  that  the  assistant  secretary  for  some 
region  has  insulted  or  given  a  very  low  opinion  of  a  foreign  minister 
in  another  country  or  something,  that  can  cause  that  other  country  to 
react  badly  across  a  whole  range  of  activity.  They  may  cancel 
meetings.  They  may  not  go  through  with  a  treaty.  They  may  not  allow 
us  to  do  over  fire.  I  mean,  you  can  think  all  of  the  types  of 
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1  interactions  the  U.S.  has  in  its  relationships  with  other  country. 

2  If  somebody  gets  mad  enough  about  it  that  they  start  not  being 

3  cooperative  and  throw  up  all  kinds  of  obstacles.  It's  that  kind  of 

4  embarrassment  I'm  talking  about,  not  just  sort  of  a  personal 

5  embarrassment.  That  wasn't  the  main  concern.  It  was  are  we  going  — 

6  so  upset,  some  of  the  major  players  around  the  world,  that  we're 

7  going  to  have  a  really  hard  time,  I  mean  both  defense  and  —  I  mean, 

8  foreign  relations  are  hit  broadly  because  a  lot  of  times  it's 

9  activities  that  affect  other  agencies,  not  just  the  State  Department, 

10  the  Defense  Department  in  particular. 

11  Q.  So,  sir,  why  is  that  type  of  information  that  you  said,  the 

12  diplomatic  term  of  embarrassment,  why  is  that  type  of  information 

13  included  in  the  cables  on  SIPRNET? 

14  A.  Well,  first,  you're  trying  to  be  sure.  The  reason  we  do 

15  cables  at  all  is  you  want  the  people  back  home  to  know  what's  going 

16  on,  both  --  some  of  it  is  very  operational,  you  know.  I  want  you  to 

17  send  a  note  tomorrow  to  ask  them  to  do  this.  But  some  of  it  is 

18  analytical,  what's  really  going  on  here,  what  are  the  chances  —  you 

19  know,  is  this  country  going  to  be  a  good  partner  with  us  on  something 

20  or  not?  Are  they  going  to  democratize?  What's  the  wedge  on  that? 

21  And  the  reason  you  would  put  that  in  there  is  that  you're  trying  to 

22  give  the  analysts,  whether  they're  formal  analysts  or  a  user  like  me 

23  at  the  other  end,  a  sense  of  is  this  information  credible,  is  it 
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1  coming  from  somebody  who  is  really  likely  to  know  who's  got  good 

2  judgment  and  so  on  or  is  it  coming  from  just  no  one  or  is  it  just  the 

3  opinion  of  the  ambassador  with  no  backup  to  it.  So  that's  why  you 

4  put  it  in  there.  You're  trying  to  give  flavor.  The  part  that  isn't 

5  so  —  certainly  not  embarrassing  if  it  were  to  leak  to  the  person  in 

6  the  meeting  is  to  say,  you  know,  we  had  the  meeting  and  he  said  this 

7  and  I  said  that  and  she  said  this  and  I  said  there.  Okay,  they  were 

8  there,  they  knew  you  said  that.  But  you  might  be  talking  to  an 

9  interlocutory  in  one  government,  but  if  that  gets  leaked  out  to 

10  another  government,  they're  going  to  say,  oh,  you  were  talking  about 

11  us  or  you  were  conspiring  with  them  or  whatever,  you  know,  view  they 

12  might  have.  The  stuff  that  is  more  --  this  person  told  me  in 

13  confidence  that  the  reason  the  Minister  isn't  able  to  agree  to  this 

14  is  that  he's  getting  chopped  up  internally  by  the  President's  son-in- 

15  law  or  something  who's  got  business  relations  with  somebody  else. 

16  That  gives  you  a  big  understanding  of  what  you're  dealing  with  and 

17  you  learn,  okay,  making  more  arguments  to  the  Minister  is  probably 

18  not  going  to  change  the  equation,  that  we're  going  to  have  to  go  to 

19  the  President  or  something  to  do  that.  So  that's  the  reason  you  want 

20  that  information,  but  you  don't  want  it  spread  all  over  the  place. 

21  You're  using  it  so  you  can  make  your  calculations  on  how  you  can  best 

22  advance  U.S.  goals. 

23  TC:  Thank  you,  sir. 
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MJ:  Defense,  any  last  questions? 

ADC [CPT  TOOMAN] :  No,  ma'am. 

EXAMINATION  BY  THE  COURT-MARTIAL 
Questions  by  the  military  judge: 

Q.  I  have  a  few.  Do  you  know  how  far  the  cables,  the  250,000 
plus  cables  went  back? 

A.  Yes,  ma'am.  The  reason  it's  hard  to  say,  I  believe  that 
database  was  inaugurated  in  2005.  I  know  this  more  because  I  went 
back  to  look  for  some  of  my  own  cables  to  see  if  I  put  anybody  at 
risk  and  what  happened  was,  from  that  time  on  this  was  sort  of  a  — 
going  into  that  database  was  a  fairly  normal  function.  You  had  to 
say  you  wouldn't  put  it  in  there.  But  some  bureaus  and  I  don't  know 
what  drove  this  went  back  and  took  cables  that  were  from  much,  much 
earlier,  some  of  them  going  back  20  and  30  years  and  stuck  them  into 
that  database.  In  fact,  I  found  some  of  my  old  cables  back  in  there. 
Happily,  they  were  about  events  that  were  fairly  public  at  the  time. 
They  didn't  put  anybody  in  jeopardy,  the  particular  ones  I  had.  So  I 
think  the  oldest  ones  went  back  even  to  the  60 's  and  the  --  but  the 
bulk  of  them  where  they  were  sort  of  automatically  put  in  the 
database  was  from  2005,  I  believe,  on  up. 

Q.  So  —  and  if  you  can't  answer  this  in  an  open  session,  just 
tell  me  that.  The  majority  of  the  people  that  your  group  assisted, 
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would  they  have  come  from  the  recent  cables  or  would  they  have  gone 
all  the  way  back  to  the  60 's? 


A. 

Recent . 

Q. 

You  gave  an  opinion  in  response  to  the  trial  counsel's 

question. 

this  is  another  one,  if  you  can't  answer  this  in  an  open 

setting,  just  let  me  know,  that  the  greatest  damage  to  democracy  and 
human  rights  was  people  coming  in  and  talking  to  Department  of  State, 
it  was  creating  a  chilling  effect  on  people,  they  were  afraid  to  come 


forward. 

How  do  you  know  that? 

A. 

Talking  to  activists  in  other  countries.  It's  that  they  — 

You  know, 

what  I  would  have  to  say  is  I  can't  say  that  somebody 

didn't  come  forward  because  of  that  because  I  wouldn't  know  that  they 
didn't.  But  I  did  have  individuals  who  had  been  contacts  for  us  over 
the  years  say  are  you  sure  that  you  can  keep  this  from  being 
published  and  giving  their  opinion  that  it  was  --  it  made  it  harder 
for  people,  it  made  it  harder  for  them  to  work  with  colleagues  and  so 
on  because  they  were  afraid  that  they  would  somehow  end  up  being 
revealed  in  some  way  that  they  wouldn't  want  to  be.  But,  you  know. 


it ' s  not 

the  kind  of  thing  where  I  can  put  a  precise  measure  on  it. 

Q. 

Okay. 

A. 

It's  a  tendency  rather  than  a  measurable  quantity. 

Q- 

The  people  that  you  are  still  helping  or  you're  helping. 

did  I  understand  your  testimony  correctly  that  they're  either  people 
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that  should  have  been  notified  before  but  somehow  slipped  through  the 
cracks  and  you  didn't  catch  it  or  they're  —  you're  continuing  to 
help  people  who  you  helped  before  and  just  need  further  help? 

A.  Almost  all  of  the  latter.  I  had  one  case  of  the  former. 

Q.  And  you  also  testified  that  the  leaks  would  come  out  and 
that  may  not  have  been  what  really  put  the  attention  on  it  for  a 
particular  issue.  It  might  be  the  subsequent  publication  of  the  — 
so  is  that  creating  new  people  coming  out  or  is  that  you're  still  — 
that  was  always  —  you're  assisting  the  older  people? 

A.  If  we  did  our  job  correctly  and  I  think  in  all  but  the  one 
case  I  mentioned  we  did,  we  had  identified  those  people  earlier  as 
being  at  risk.  But  their  own  perception  and  the  amount  of  heat 
coming  down  on  them  may  have  been  more  dependent  on  when  the  thing 
actually  got  published  in  their  local.  It's  what  brings  it  to  the 
attention  of  the  person  who's  going  to  cause  harm  to  them,  basically. 
If  the  person  was  busy  going  through  the  WikiLeaks  database,  they  may 
have  done  that  earlier.  If  they  were  waiting  for  it  to  come  up  in  a 
news  article  as  part  of  the  story  or  something,  that  may  have  been 
later. 

Q.  Are  you  still  seeing  that  - 

A.  Yes. 

Q.  -  newspaper  stories  coming  out  and  people  saying  I 

should  have  asked  for  assistance,  I  need  it  now? 
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1  A.  I've  got  one  case  in  mind,  but  if  I  tell  you  much  about  it, 

2  it  will  - 

3  MJ:  Got  it.  Well,  I  won't  ask  that.  Any  follow  up  based  on 

4  mine  in  open  session? 

5  TC [MAJ  FEIN]:  No,  ma'am. 

6  ADC [CPT  TOOMAN] :  No,  Your  Honor. 

7  MJ:  All  right.  Will  we  need  to  proceed  to  a  closed  session? 

8  TC [MAJ  FEIN]:  The  United  States  would  like  to  proceed  to  a 

9  closed  session,  ma'am,  to  just  ask  questions  that  we  were  going  to 

10  ask  before  but  couldn't  get  answers. 

11  MJ:  All  right.  How  long  do  we  need? 

12  TC [MAJ  FEIN]:  We  should  need  approximately  20  minutes,  ma'am. 

13  But  if  —  just  approximately  20  minutes  to  close  the  session  if  you 

14  want  to  talk  about  Monday  morning. 

15  MJ:  That's  what  I'm  looking  at.  Does  either  side  see  any  need 

16  for  an  additional  open  session  today? 

17  CDC [MR .  COOMBS]:  No,  Your  Honor. 

18  TC [MAJ  FEIN]:  No,  ma'am. 

19  MJ:  Okay.  What  time  do  you  want  to  start  on  Monday  morning? 

20  TC [MAJ  FEIN]:  May  we  have  a  moment? 

21  MJ:  Yes. 

22  CDC [MR.  COOMBS]:  Yeah,  what  it  would  really  depend  upon,  the 

23  defense  has  asked  for  general  topic  areas  for  Under  Secretary 
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Kennedy.  The  government  has  indicated  that  they  are  going  to  try  to 
give  us  that  by  Sunday.  But  if  we  know  what  the  general  topic  areas 
are  because  it's  all  supposed  to  be  open,  not  a  closed  session  then 
that  will  determine  how  much  time  we  might  need  in  the  morning.  So 
without  those,  I  would  say,  cautiously,  given  the  fact  that  he's 
supposed  to  testify  an  entire  day  we  should  start  at  10:00. 

MJ:  Is  that  going  to  give  you  enough  time?  That's  my  concern. 

I  am  looking  at  potentially  starting  later. 

CDC [MR .  COOMBS]:  Well,  it  depends  on  when  he  arrives.  If 

he's  arriving  at  8:00  in  the  morning,  I  think  8:00  to  10:00  should  be 
sufficient.  If  the  topics  —  once  I  get  topics  from  the  government, 
if  they're  much  more  expansive  than  what  I  anticipate  based  upon  our 
previous  conversation  with  them  and  that  fact  that  it's  only  going  to 
be  open,  then  I  can  alert  the  Court  in  the  morning. 

MJ:  Well,  the  other  option  would  be  if  we  start  at  10:00  and 
you  get  a  span  of  topics  is  go  through  some  of  the  topics  starting  at 
10:00  o'clock  in  the  morning,  take  a  longer  period,  you  know,  the 
lunch  period  wherever  that  may  be,  and  then  you  go  sort  of  into  a 
phase  two.  Would  that  be  something  that  would  work? 

CDC [MR .  COOMBS]:  That  would  work  fine  too,  Your  Honor. 

TC [MAJ  FEIN]:  That  could,  ma'am.  The  United  States  doesn't 
expect  we  need  more  time  because  we'll  get  very  precise  topics  and 
move  on  that . 
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1  MJ:  So  10:00  is  good  that  the  parties  agree  to? 

2  CDC [MR.  COOMBS]:  Yes,  Your  Honor. 

3  TC [MAJ  FEIN]:  Yes,  ma'am. 

4  MJ:  All  right.  Members  of  the  public,  we're  going  to  go  into  a 

5  brief  closed  session.  That's  going  to  be  it  for  the  open  sessions 

6  today.  We'll  be  resuming  at  10:00  on  Monday  morning.  Court  is  in 

7  recess. 

8  [The  court-martial  recessed  at  1506,  2  August  2013.] 

9  [END  OF  PAGE] 
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SECRET 

[The  Article  39(a)  session  was  called  to  order  at  and  1550,  2  August 
2013. ] 

MJ:  Court  is  called  to  order. 

Let  the  record  reflect  all  parties  present  when  the  court 
last  recessed  are  again  present  in  court  and  the  witness  is  on  the 
witness  stand. 

TC [MAJ  FEIN]:  Ma'am,  this  session  is  classified  at  the  SECRET 
level.  The  court  security  officer  completed  his  checklist  for  the 
closure  and  it  will  be  filed  in  the  post-trial  allied  papers.  Also 
in  the  courtroom.  Your  Honor,  is  the  Court's  paralegal,  the  bailiff, 
members  of  the  defense  team,  members  of  the  prosecution  team,  U.S. 
government  personnel  properly  cleared,  and  security. 

[The  accused  was  also  present  in  court.] 

MJ:  Okay,  proceed. 

TC [MAJ  FEIN]:  Yes,  ma'am. 

AMBASSADOR  MICHAEL  KOZAK,  civilian,  prosecution  witness,  already 
sworn  in  the  open  session,  testified  as  follows: 

DIRECT  EXAMINATION 

Questions  by  the  trial  counsel  [MAJ  Fein] : 

Q.  Ambassador  Kozak,  let's  see  if  we  can  do  what  I  promised, 
which  was  three  questions.  Sir,  how  many — approximately  how  many 
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people  overall  did  the  persons  at-risk  working  group  identify  as 
people  at  risk? 

A.  It  was  around 

Q.  And,  how  approximately  how  many,  sir,  did  the  Department  of 
State  notify? 

A.  I  would  say  of  that,  probably  around  percent. 

Q.  And.  then  of  the  remaining — I  am  sorry. 

A.  something  in  that  area. 

Q.  And  sir,  of  the  remaining  portion,  why  is  it  that  those 
individuals  could  not  be  notified? 

A.  Because  they  were  in  places  where  an  effort  on  our  part  to 
try  to  notify  them  would  simply  call  attention  to  them  and  put  a 
target  on  them,  so  we  felt  it  would  only  increase  the  risk  to  them  if 
we  tried  to  reach  out  to  them. 

TC [MAJ  FEIN]:  Okay  sir,  thank  you.  No  further  questions,  your 
honor . 

MJ:  Defense? 

ADC [CPT  TOOMAN] :  No  questions,  ma’am. 

EXAMINATION  BY  THE  COURT-MARTIAL 
Questions  by  the  military  judge: 

Q.  Okay,  I  have — I  am  going  back  to  the  questions  I  asked  you 
earlier . 

SECRET 
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INSTRUCTIONS  FOR  PREPARING  AND  ARRANGING  RECORD  OF  TRIAL 


USE  OF  FORM  -  Use  this  form  and  MCM,  1984, 
Appendix  1 4,  will  be  used  by  the  trial  counsel  and 
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